APl Reference - SOAP

deprecated

G) SOAP API is deprecated

Please note that we announced deprecation of the SOAP API already a while ago in the product release notes. This documentation is therefore
marked as DEPRECATED.
See Api Reference - Introduction REST for the REST API reference which should be considered as the successor of the SOAP API.

Repeating here also how SOAP discontinuation was published in the release notes:

We declared SOAP as deprecated and therefore SOAP will not be included in versions after 21.76 (already postponed by one year, initially the
20.76 was announced). Latest release including SOAP API for eSAW will be 21.76, released in spring 2022 and with the software maintenance
on 21.76 until spring 2024.

Therefore, we recommend REST technology for integration. Please see also the migration guide.

The Api Reference Guide explains the basic about the SOAP API. On this page you can find information about the authorization, envelope callbacks and
errors. Moreover, you can find the documentation about the following two eSAW SOAP API: eSAW API description and eSAW UserManagement API
description.

Your eSignAnyWhere benefits

Introduction

On this page you will find the eSAW API description and the eSAW UserManagement API description. Morverover we start with a basic overview of the
API.

Before you use the API Reference, we recommend you to read the APl Documentation, to get an overview about our programming interface, data types
and basic concepts. If you are looking for examples, we recommend the Hello World Tutorial, the SoapUl Sample, Postman Sample and our Stories and
Examples (with all XML calls).

The API can be used using SOAP and JSON/REST
SOAP: All complex types are passed as an XML string
SOAP: The API does NOT use SoapFaults / Exceptions, instead the result contains information if the request was successful or not
Authorization is required (Application Key)
SOAP: All method results have the same basic scheme:
© Success

<api Result version="1.2.3.4">
<baseResul t >0k</ baseResul t >

<okl nf o>
<l-- actual nethod result -->
</ okl nf 0>

</ api Resul t >

© Error

<api Result version="1.2.3.4">
<baseResul t >f ai | ed</ baseResul t >
<errorlnfo>
<error>ERR. ...</error>
<error Msg>error nessage</errorMsg>
</errorlnfo>
</ api Resul t >

SOAP calls with XML / REST with JSON

SOAP uses XML, which have to be encoded via HTML special charaters (“&It;” in “&amp;lt;” and “&gt;” in “&amp;gt;”). Higher programming languages
takes automatically care of the conversion, so just in lower languages it is required (or also SoapUl). If this encoding is not done you will receive a HTTP
400 Bad Request error.
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REST uses JSON. We recommend to have a look in the sample code first, otherwise Swagger Ul is available for integration, which is available under /api (
demo.xyzmo.com/api or esignanywhere.net/api).

@ We recommend to have a look into the Hello World Tutorial, the SoapUl Sample (SOAP), Postman Sample (REST) and our Stories and
Examples (with all XML calls). Moreover our eSignAnyWhere_SampleCode_.zip (depricated, SOAP-only) contains helpful integrations.

Authorization

For authentication, you'll need an api token. You can find this information in Settings / Api Tokens and Apps. Note that all APl methods require
authentication. Start with the Hello World, SoapUI Tutorial or REST tutorial using Postman (REST) and you might have a look in the envelope XML guide.
Please note, that the email is automatically the user, who sends the envelope.

This section covers a SOAP-integration. The REST/JSON API is similar and you might have a look into Swagger and the Postman Sample. As written in

. . AT . . . N >20.42
the API Documentation, you have to access API calls with an authorization information. The following code shows a api token authorization.

<aut hori zati on>
<api Token >hi zi t 4enf 8el | b6b5h12345bgt 8nzf labcedf 27] ys91lhet vesabcd9f db312348bk</ api Token >
</ aut hori zati on>

The API token is a user specific secret which should not be shared with other users. We recommend to create different API keys for different application
integrations, to avoid configuring the same key in various integration systems. This allows, e.g. in case of sharing a key by mistake, to disable one key
while keeping other integrations working with their existing configuration. Note that the Authorization XML is passed on as string parameter, not as directly
embedded XML — so encode the the < with &lt; and > with &gt; when directly testing e.g. in a SOAP test environment (no extra encoding required when
your SOAP library encodes the parameters automatically, e.g. in .NET or Java)

@ You can also authorize with the organizationKey and the userLoginName. Please see the following configuration:

Note: The organizationKey can also be found in Settings / Api Tokens and Apps
<aut hori zati on>
<organi zati onKey><!-- actual organi zation APl key --></organi zati onKey>

<user Logi nName><!-- actual |ogin e-nmail address --></userLogi nNane>
</ aut hori zati on>

Callbacks

The API allows the definition of several callbacks.

Please note, that only the envelope callback (directly from eSignAnyWhere) is fired, when the envelope is in a final state. The status update callback is
fired by a sub-component and you may require to wait a post-processing time that the envelope reaches its final state.

Note: Please send back the HTTP 200 immediately! If you are not returning the HTTP 200 immediately, eSignAnyWhere tries to recall the URL.
Attention: After some attempts the envelope will not be finished!

G) Please note the following information which applies to all callbacks:
Consider, that our system expects the full callback url, including the parameter list you expect, with the placeholders that should be replaced by
values at runtime. You can also add your own paramter for that envelope (e.g. internal references). Moreover, on our shared SaaS and private
SaasS environments only HTTPS (default port 443) callbacks are allowed.

Envelope Callback
This is the basic callback (<CallbackUrl />), which is fired if the envelope reaches a final state (completed, rejected). If you integrate eSAW, please have a
look at the Envelope Status Callback (directly below documented), because it might deliver more details about the envelope and might so be more useful
for integrating.
Placehoder

* ##Envelopeld##

® iHtAction##

© envelopeFinished : when an envelope was finished (completed or rejected)

Sample:

https://ww. nycal | back. at ?envel ope=##Envel opel d##

Envelope Status Callback


https://demo.xyzmo.com/api
https://www.esignanywhere.net/api/
https://confluence.namirial.com/display/eSign/Tutorial%3A+Hello+World
https://confluence.namirial.com/display/eSign/SOAP+API+tutorial+using+SoapUI
https://confluence.namirial.com/display/eSign/REST+tutorial+using+Postman
https://confluence.namirial.com/display/eSign/The+Envelope+XML
https://saas.esignanywhere.net/api
https://confluence.namirial.com/display/eSign/REST+tutorial+using+Postman
https://confluence.namirial.com/display/eSign/API+Documentation
https://confluence.namirial.com/display/eSign/eSignAnyWhere+Release+News#eSignAnyWhereReleaseNews-eSignAnyWhere20.42
https://confluence.namirial.com/display/eSign/Tutorial%3A+Hello+World
https://confluence.namirial.com/display/eSign/SOAP+API+tutorial+using+SoapUI
https://confluence.namirial.com/display/eSign/REST+tutorial+using+Postman
https://confluence.namirial.com/display/eSign/eSignAnyWhere+Integration+Stories
https://confluence.namirial.com/display/eSign/eSignAnyWhere+Integration+Stories
https://confluence.namirial.com/download/attachments/70058350/eSignAnyWhere_SampleCode_v2.5.zip?version=1&modificationDate=1624884796149&api=v2

Envelopes status callbacks (<statusUpdateCallbackUrl />) are fired, based on envelope events/actions. There are also detailed callbacks available based
on events (see this guide).

Placehoder for callback URL:

* ##Envelopeld##
® iHtAction##
© workstepFinished : when the workstep was finished
© workstepRejected : when the workstep was rejected
© workstepDelegated : whe the workstep was delegated
© workstepOpened : when the workstep was opened
© sendSignNotification : when the sign notification was sent
© envelopeExpired : when the envelope was expired
© workstepDelegatedSenderActionRequired : when an action from the sender is required because of the delegation

Sample:
https://ww. nycal | back. at ?envel ope=##Envel opel d##&act i on=##Act i on##
Sample with custom parameter “internalid“:

htt ps: // ww. nycal | back. at ?envel ope=##Envel opel d##&act i on=##Act i on##& nt er nal i d=1234

Draft Callbacks
Draft callbacks are fired, if a draft is used or deleted. The draft callback is set in the DraftOptionsXML (<AfterSendCallbackUrl />) via CreateDraft_v1.

® #Draftld##

® #Action##
o draftDiscarded
o draftSent
Sample:

https://ww. nycal | back. at ?dr af t =##Dr af t | d##
Errors

The SOAP response is a XML datastructure with the state of the response and the response itself. In baseResul t you see the state of the call (ok/failed)
and in er r or | nf o or okl nf o the response of your request. In case of an error a helpful message is in the er r or I nf 0. A list of error codes is also
available.

In general, our SOAP endpoint return a HTTP success (HTTP/200) even in case of errors, when your call reached the server. The response then has
baseResult false, and contains an errorinfo with error (the error code) and errorMsg (human readable error information).

Example:

<?xm version="1.0" encodi ng="UTF-8"?>
<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns: xsd="htt p://ww. w3. or g/ 2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance" >
<soap: Body>
<Cet AdHocWor kst epConfi gurati on_vlResponse xm ns="http://ww. eSi gnAnyWere. con ">
<CGet AdHocWor kst epConfi gurati on_v1Resul t ><! [ CDATA[ <api Result versi on="2. 1. 260. 5831" >
<baseResul t >f ai | ed</ baseResul t >
<errorlnfo>
<er r or >ERRO009</ err or >
<error Msg>ERR0009: Aut horization of user '...' failed</errorMg>
</errorlnfo>
</ api Resul t >] ] ></ Get AdHocWor kst epConfi gurati on_viResul t>
</ Get AdHocWor kst epConfi gurati on_vlResponse>
</ soap: Body>
</ soap: Envel ope>

or:
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<api Resul t version="2.2.458. 6616" >
<baseResul t >f ai | ed</ baseResul t >
<errorlnfo>
<error >ERR0011</ error >
<error Msg>ERRO011: Paraneter api AuthorizationXm is incorrect: Failed to parse</errorMg>
</errorlnfo>
</ api Resul t >

Some reasons for errors:

ERRO0008: File ‘<file id>" is missing
ERRO0009: Authorization of user ‘...’ failed
ERRO0011: Parameter envelopeDescriptionXml is incorrect
ERRO0013: Action on envelope ‘..." is not allowed for envelope state ‘Expired’; You cannot download an expired envelope. Check if you use a
wrong envelope id, or if the envelope lifetime was too short.
® ERRO0014: User “..." is not allow to perform this action: Document count of organization with id ‘...” exceeded: XX used Documents / 1 to be added
/ XX Limit. Check if you should upgrade your license, or if you already got a new license voucher which you didn’t issue yet. Check if you are still
using the Evaluation License. You get an HTTP/1.1 400 Bad Request when your call does not reach the SOAP endpoint. Most common reasons
therefore:

© The string parameters, which contain xml code, did not encode the < to &It; and so your SOAP request is invalid (e.g. the

authorizationXML)

eSAW API description for SOAP

SOAP API endpoint is https://www.significant.com/api.asmx
WSDL can be found here: https://www.significant.com/api.asmx?WSDL

Methods for sending an envelope or to create a draft of an envelope

An envelope can consist of multiple documents and can contain multiple recipients for signing (steps). Your backend application will provide the
documents for the envelope and the configuration of the workflow and worksteps. Once the envelope has been completed or rejected, your backend will
be notified from eSignAnyWhere about this (callback). Therefore you can provide a callback url, so you don't need to poll the eSAW system.

The pattern for sending an envelope

Upload all documents for this envelope (Upl oadTenpor ar ySspFi | e_v1)

Optional: Analyze all documents to get a default configuration. (Get AdHocWor kst epConf i gurati on_v1)

Optional: Prepare configuration for every signing step in the envelope, by adjusting the xml accordingly.

Start the workflow of the envelope by providing the general configuration of the envelope and the configuration for every step (SendEnvel ope_v1)

The pattern for creating a draft of an envelope:

Upload all documents for this envelope (Upl oadTenpor ar ySspFi | e_v1)
Create the draft by providing the general configuration of the envelope (Cr eat eDr af t _v1)
You can redirect the user to the designer of eSignAnyWhere to manually position and assign fields for the recipients pf this envelope.

Methods for downloading the documents of an completed envelope

Once you get the notification from eSignAnyWhere that an envelope has been completed, you can download the signed documents and the log of the
envelope.

The pattern for downloading documents of an completed envelope
Check the status of that Envelope, to be sure it is completed and not rejected. (Get Envel opeByl d_v1)

Download all the signed documents and the envelope log. (Downl oadConpl et edDocurnent _v1)

Methods for managing an envelope

SendRem nder s_v1: Send reminders to all recipients that currently can sign the envelope
Cancel Envel ope_v1: Cancels the envelope

Del et eEnvel ope_v1: Delets an envelope or a draft of an envelope

Rest art Envel ope_v1: Restarts an expired envelope

Reference eSAW API

The “cancel” operation is related to the workflow. Cancel means, an already sent signing process will be stopped and canceled. The envelope is not
deleted (the same applies for a draft, as it hasn’t been started yet).

For this call you just need the templateld. The response of this call is a new SspFileld and the workstep configuration of the template. Therefore, with this
call you get all information (workstep configuration and the document) to send an envelope afterwards.

Creates a draft with the given parameters.
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Parameters
sspFilelds: Reference to files already uploaded to the SSP server e.g. using the uploadTemporarySspFileV1 call
envelopeDescriptionXml: The envelope configuration (<envelope>...</envelope>). In a draft, defining a workstep configuration is not supported.

draftOptionsXml: With the draft options, the redirect url and the callback url can be specified. See also callbacks.

<draft Options>
<aft er SendRedi rect Url >htt p: // ww. nycal | back. at/ Dr af t Af t er SendRedi r ect ?
envel ope=##Envel opel d##&act i on=##Act i on##</ af t er SendRedi rect Ur | >
<afterSendCal | backUr | >htt p://ww. nycal | back. at/ Dr af t Aft er SendCal | back?
envel ope=##Envel opel d##&act i on=##Act i on##</ af t er SendCal | backUr | >
<redirectPolicy>ToDesi gner</redirectPolicy>
</draftOptions>

Result

Draftld

Creates the Draft on the server. See Implementation for information how to integrate the draft in your environment. For more details of parameter envelope
DescriptionXml see: The Envelope XML

After an envelope has been completed (i.e. all signers signed, and the result was downloaded and stored in any kind of document management system),
implementors should take care about deleting the envelope from the SignAnyWhere servers. This should be done as general system cleanup best-
practise, and also for security issues (there were links sent to recipients containing the envelope reference, why do you want to keep this links alive when
documents were moved to a document management system where you probably have a different permission strategy)

Removes the previously uploaded document (using UploadTemporarySspFile_v1) to the SIGNificant Server Platform again.

The file id has to be retrieved from GetEnvelopeByld_v1. Attention: just documents of finished envelopes can be downloaded. The returned file id from the
uploading call will cause an error (invalid file id).

Please use the FindEnvelopes_v2 function.

<findEnvel opesDescri pt or >

<l-- all search paraneters are optional -->

<status>Draft| Started| | nProgress| Cancel ed| Conpl et ed| Expi r ed| Rej ect ed| Tenpl at e| Act i onRequi r ed|
Wai ti ngFor @ her s| Expi ri ngSoon| Acti ve</ st at us> <i nSt at usSi nceDays>30</i nSt at usSi nceDays>

<sent Af t er Dat e>2017- 02- 08T12: 18: 37. 2415657Z</ sent Af t er Dat e>

<l-- all dates can also be "date only" -->
<sent Bef or eDat €>2017- 05- 10T11: 18: 37. 2415657Z</ sent Bef or eDat e>
<l-- search text searches for enmil subject, email body, envel ope nane, envel ope description, sender user or

envel ope recipient; use with care because of high systeminpact -->
<sear chText >sone text </ searchText >
<hasSender >
<eMai | >Mari us. Cheor ghe@f | owaut 0. t est </ eMai | >
</ hasSender >
<hasSi gner >
<eMai | >Mari us. Wenny @f | owaut 0. t est </ eMai | >
</ hasSi gner >
<hasReci pi ent >
<eMi | >Fabi an. Wenny @f | owaut o. t est </ eMai | >
<l-- if just one recipient is searched for, you can |leave the "eMail" tag because of backwards
conmpatibility -->
</ hasReci pi ent >
<wai t i ngFor Reci pi ent >Fabi an. Jor dan@f | owaut o. t est </ wai t i ngFor Reci pi ent >
</ findEnvel opesDescri pt or>

resultFormat:
empty, “Onlyldentifiers”, “Extended”

Important note: searchText should be used with care, because it will cause a high load on the system (string based search).
Sends you back an adhoc workstep configuration for a given document.

Usage

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/" xm ns: esig="http://ww.
eSi gnAnyWer e. cont ">
<soapenv: Header/ >
<soapenv: Body>
<esi g: Get AdHocWor kst epConfi gurati on_vi1>
<!--Optional:-->
<esi g: aut hori zati onXm >
<aut hori zati on>
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<or gani zat i onKey>##ORGANI ZATI ON- KEY##</ or gani zat i onKey>
<user Logi nNanme>##USER- LOGON##; / user Logi nNane>
</ aut hori zati on>
</ esi g: aut hori zati onXm >
<I--Optional:-->
<esi g: sspFil el ds>
<l--Zero or nore repetitions:-->
<esi g: stri ng>##F| LE- | D##</ esi g: stri ng>
</ esi g:sspFil el ds>
<l--Optional:-->
<esi g: adHocWor kst epConfi gur ati on>
<AdhocWor kst epConf i gur ati on>

<l-- not relevant-->

<Wor kst epLabel >wor kst epLabel </ Wr kst epLabel >

<l-- not relevant-->

<Snal | Text ZoonFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<l-- not relevant-->

<Wor kst epTi neToLi vel nM nut es>0</ Wor kst epTi neToLi vel nM nut es>
<I--Configure the actions done by the server and the by the clients when the workstep is finished.-->
<Fi ni shActi on>
<!-- not relevant-->
<Server Action cal |l Synchronous="0"></ ServerActi on>
<l--Aclient action specifies the redirect, when a recipient clicks on finish.-->
<CientAction clientNanme="SIGN ficant SignAnywhere" closeApp="0" RenpveDocunent Fr onRecent Docunent Li st ="
0" Call dientActi onOnl yAfterSuccessful Sync="1">https://ww. significant.conx/CientAction>
</ Fi ni shActi on>

<!--Configure the adhoc workstep creation-->
<NoSequenceEnf or ced>0</ NoSequenceEnf or ced>

<!-- Define default properties of signature fields / tasks-->
<Si gTenpl at e>
<!--The elenments width in points-->
<wi dt h>50. 5</ wi dt h>
<!--The el ements height in points-->
<hei ght >100. 5</ hei ght >
<!--Paraneter defining the signature type. Possible values: 'BionetricSignature', 'Local Certificate',
'"Picture', 'TransactionCode', 'Transacti onCodeAndBi onetricSignature', 'TransactionCodeAndLocal Certificate',
' Transact i onCodeBi onet ri cSi gnat ureAndLocal Certificate' and 'BionetricSignature_and_Local Certificate' . -->
<par am nane="si gType" >Pi ct ur e</ par an>
<!--Paraneter that refines sigType "Picture": a list, seperated by "," fromthese val ues: Draw2Sign,
Type2Si gn, dick2Sign -->
<par am nane="al | owedCapt uri nghMet hods" >Dr aw2Si gn, Type2Si gn</ par an»

</ Si gTenpl at e>
<!--Configuration for parsing the formfields. Possible values: '1' parse the formfields, '0' do not parse
formfields-->
<I--Attribute 'nmapRequiredFi el dsToRequi redTask': set the formfilling task required when sone of the fields
are required. Possible values: '1' required forns lead to required tasks, '0' required fields do not enforce
the task to be required-->
<I--Attribute 'fornsG ouping : Specify how the parsed forns shoul d be grouped into tasks. Possible val ues:
' PerPage' all forns on one page are grouped to one forns group, 'PerDocurment' all forms of one docunment are
grouped to one forns group, 'PerEnvelope' all forms of all docunents inside the envel ope are grouped to one
forms group-->
<Par seFor nFi el ds mapRequi r edFi el dsToRequi r edTask="0" for nsG oupi ng="Per Docunent " >1</ Par seFor nFi el ds>
<I--1f the workstep is not generated by hand but autonmtically generated by the Wrkstep Controller
AdhocPol i ci es are specified-->
<AdhocPol i ci es>
<!-- not relevant-->
<Al | owivbdi fi cati onsAfterSi gnature>1</ Al | owibdi ficati onsAfterSi gnature>
</ AdhocPol i ci es>
<!--Configurate the signatures for this workstep. One default configuration has to be defined. The default
configuration is used for flatten signatures, adhoc signatures and signature fields which do not reference a
speci al signature plugin configuration. The default configurati on does not contain the attribute 'spcld . If
the attribute 'spcld is defined the signature plugin configuration does only apply to signature fields
referencing the configuration by specifiying <param name="spcl d">i d</ par anp. - - >
<si gnat ur ePl ugi nConfi guration>
<I--Configurate the signature properties-->
<Pdf Si gnat ur eProperties_V1>
<!'--Shoul d the signatures be pdfA conformant. Note this setting does not convert a document into
pdf A, it only keeps it pdfA conformant if it already is. Possible values: '1' sign pdfA conformant - in this



case the file size will be bigger than wthout pdfA '0'" do not sign pdfA confornmant.-->
<Pdf AConf or mant >0</ Pdf AConf or mant >
<!--Defines if the signature should be PAdES part 4 conpliant. Possible values: '1' sign the
docunent PAdES part 4 conpliant, '0' sign the docunment with standard pdf signature. Default value: '0'-->
<PAdESPar t 4Conpl i ant >1</ PAdESPar t 4Conpl i ant >
<!--Defines if the certificate chain for the signing certificate should be enbedded into the
signature. Possible values: '1' include the certificate chain, '0" do not include the certificate chain.
Default value: '0'-->
<l ncl udeSi gni ngCerti ficat eChai n>1</ I ncl udeSi gni ngCerti fi cat eChai n>
<I--Defines if and how the revocation information for the signing certificate chain should be
enbedded. Possible values: 'DoNotlnclude' no revocation information is included, 'Include' the revocation
information has to be included, if not possible the signature throws an exception, 'TryTolnclude' if the
revocation information can be fetched, it should be included, if not the signature is done w thout revocation
information. Information about the signatures where the revocation information could not be included is saved
into the WirkstepStatus, 'CheckRevocationlncludeCcsp' the revocation information has to be included when it is
an OCSP, if checking of the revocation (OCSP or CRL) fails an exception is thrown. Information about the
signatures where the revocation information could not be included is saved into the WrkstepStatus-->
<Si gni ngCertificat eRevocati onl nformati onl ncl udeMode>I ncl ude<
/ Si gningCertificateRevocationl nformationlncl udeMbde>
</ Pdf Si gnat ur eProperti es_V1>
<I--Configurate the cryptographic data-->
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<!--The hash algorithmused for the signatures. Possible values: 'Shal', 'Sha256', 'Sha512'-->
<Si gnat ur eHashAl gorit hm>Sha256</ Si gnat ur eHashAl gori t hn»
<!--The description of the signing certificate. Mre than one SigningCertificateDescriptor can be
defined by adding this node nore than once. If nore SigningCertificateDescriptors are present, these
configurations are used as backup if the selected SigningCertificateDescriptor is not working. For exanple if
no revocation information can be retrieved al though it should be included into the signature.-->
<Si gni ngCertificateDescriptor>
<I--The certificates identifier-->
<l dentifier>3b777446a35f ca027cbed5f 69e24995945a611ch</ | denti fier>
<I--The certificate identifier type. Possible values: 'Subject', 'ShalThunbprint'-->
<Type>ShalThunbpri nt </ Type>
<!--The cryptographic service provider to locate the certificate. Possible values: 'default’
uses the servers certificate store, 'custoni uses the custom signature action-->
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>

<!--Configure the signature string parsing pattern: Text in the docunent will be parsed for this pattern
and if found, a signature task is generated. -->
<Si gStri ngPar si ngConfi gurati on>
<I--Defines a signature string to parse. Tag can be present nore than once-->
<Si gStri ngsFor Par si ng>
<!--The start pattern of the signature string if it has a start and end pattern. O herw se the
whol e word to parse-->
<StartPattern>"sig</StartPattern>
<!--End pattern if needed, otherw se enpty-->
<EndPat t er n>" </ EndPat t er n>
<I--Define if the signature strings should be cleared fromthe docunent. Possible values: '1'
renove the signature strings fromthe docunent, '0' do not change the docunent-->
<C ear Si gStri ng>1</Cl ear Si gStri ng>
<I--Define if only the entire word should be searched. For exanple if start pattern is 'signature'
only 'signature' but not 'signaturepad' is found. This option does only effect signature string w thout end
patterns. Possible values: '1' search only the entire word, '0' search words containing the pattern as well.-->
<Sear chEnti r eWor dOnl y>1</ Sear chEnt i r eWor dOnl y>
</ Si gStri ngsFor Par si ng>
</ Si gStringPar si ngConfi guration>
<!--Defines general policies for this workstep-->
<General Pol i ci es>

<l--1s the client allowed to save the workstep docunent-->
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<l--1s the client allowed to save the audittrail docunent-->

<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >

<!-- not relevant-->
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<l--1s the client allowed to reject the workstep-->

<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wor kst ep>



<Al | owAdhocPdf At t achnment s>1</ Al | owAdhocPdf At t achrment s>
</ Gener al Pol i ci es>

<Vi ewer Pref erences>
<ShowMer si onNunber >1</ ShowVer si onNurber >
<Enabl eThunbnai | Di spl ay>1</ Enabl eThunbnai | Di spl ay>
<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>
<War ni ngPopupDi spl ayAf t er >Al ways</ War ni ngPopupDi spl ayAfter>
<Q@ui di ngBehavi or >Gui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >

</ Vi ewer Pr ef erences>

</ AdhocWor kst epConf i gurati on>
</ esi g: adHocWor kst epConf i gur ati on>
</ esi g: Get AdHocWor kst epConfi gurati on_vi1>
</ soapenv: Body>
</ soapenv: Envel ope>

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/" xnl ns: xsi ="http://ww. w3. or g/ 2001
/I XMLSchema- i nst ance" xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena" >
<soap: Body>
<Cet AdHocWor kst epConfi gurati on_vlResponse xm ns="http://ww. eSi gnAnyWere. conl ">
<CGet AdHocWor kst epConf i gurati on_v1Resul t ><! [ CDATA| <api Result versi on="2. 1. 260. 5831" >
<baseResul t >0k</ baseResul t >
<okl nf o>
<wor kst epConfi guration>
<Wor kst epLabel >wor kst epLabel </ Wr kst epLabel >
<Snal | Text Zoonfact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>0</ Wor kst epTi meToLi vel nM nut es>
<Fi ni shActi on>
<ServerAction call Synchronous="0" />
<CientAction clientName="SIGN ficant SignAnywhere" closeApp="0" RenpveDocunent Fr onRecent Docunent Li st ="
0" Call dientActionOnl yAfterSuccessful Sync="1">https://ww. significant.conx/CientAction>
</ Fi ni shActi on>
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ versi on>
<posi tionUnit s>Pdf Uni t s</ positionUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
</ si gnat ur eTenpl at e>
<pdf Forms i sEditingAl | oned="1" />
<Vi ewer Pr ef erences>
<ShowMer si onNunber >1</ ShowVer si onNurber >
<Enabl eThunbnai | Di spl ay>1</ Enabl eThurbnai | Di spl ay>
<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>
<War ni ngPopupDi spl ayAf t er >Al ways</ War ni ngPopupDi spl ayAfter >
<Q@ui di ngBehavi or >Gui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >
<For nFi el dsGui di ngBehavi or >Al | owSubni t Al ways</ For nFi el dsGui di ngBehavi or >
<Fi ni shwor kst epOnOpen>0</ Fi ni shwr kst epOnCpen>
</ Vi ewer Pr ef er ences>
<Policy version="1.0.0.2">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Tr ai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWor kst ep>0</ Al | owAppendFi | eToWor kst ep>
<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWr kst ep>
<Al | owEnai | Docunent >0</ Al | owEnai | Docunent >
<Al | owPr i nt Docunent >0</ Al | owPr i nt Docunent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wr kst ep>
<Al | owUndoLast Act i on>0</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ms>0</ Al | owCol or i zePdf For ms>
<Al | owAdhocPdf At t achrment s>1</ Al | owAdhocPdf At t achment s>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr it er Annot at i ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>



<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ General Pol i ci es>
<Wor kst epTasks SequenceMde="SequenceOnl yRequi redTasks" ori gi nal SequenceMode="
SequenceOnl yRequi r edTasks" />
<AdhocPol i ci es>
<Al'l owbdi fi cati onsAfterSi gnature>1</Al | owhbdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
</ Pol i cy>
<ti meCreat ed>2017-01-17T09: 55: 13. 2332816Z</ ti meCr eat ed>
<si gnat ur ePl ugi nConfi gurati on>
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >0</ Pdf AConf or nant >
<PAdESPar t 4Conpl i ant >1</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>1</ | ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocationl nformationl ncl udeMbde>l ncl ude<
/ Si gningCertificateRevocationlnformationlncl udeMbde>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l denti fi er >##S|I GNATURE- HASH##</ | denti fi er>
<Type>ShalThunbprint </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gurati on>
<Transact i onCodeConf i gurati ons>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" >
<!--Message used to send a transaction code to the client. The nmessage has to contain the placehol der
"{t1d}" for the transactionld and the placehol der '{Token}' for the token.-->
<Message>Pl ease aut henticate yourself for the access to the envelope with the transactionld {tld}.
Your code is: {Token}</Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transact i onCodeConfi guration trConfl d="smsAut hTransacti onCodel d" | anguage="en">
<Message>Pl| ease aut henticate yourself for the access to the envelope with the transactionld {tld}.
Your code is: {Token}</Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="de">
<Message>Bitte authentifizieren Sie sich fiur den Zugriff auf di e Dokunentenmappe der Transaktion
{t1d}. lhre TAN lautet: {Token}</Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gur ati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="it">
<Message>Con riferinento alla transazione {tld}, per autenticarsi si prega di inserire il seguente
CODI CE { Token} </ Message>
<hashAl gorithml dentifi er>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
</ Transact i onCodeConfi gur ati ons>
</ wor kst epConfi gurati on>
</ okl nf 0>
</ api Resul t >] ] ></ Get AdHocWor kst epConfi gurati on_viResul t>
</ Get AdHocWbr kst epConf i gur ati on_v1Response>
</ soap: Body>
</ soap: Envel ope>

Get the status of an envelope by its envelopeld.
The status of an envelope can be:

Draft

Started

InProgress

Canceled

Completed

Expired

Rejected

Template
CompletedWithWarnings



The status of an recipient can be

NotSigned
Signed
Rejected
Delegated

Usage

<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/" xml ns: xsi ="http://ww. w3. or g/ 2001
/ XMLSchema- i nst ance" xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schena" >
<soap: Body>
<Get Envel opeByl d_v1Response xml ns="http://ww. eSi gnAnyWhere. conl ">
<Get Envel opeByl d_v1Resul t ><! [ CDATA[ <api Resul t version="2.2.452. 6541">
<baseResul t >0k</ baseResul t >
<okl nf o>
<envel opeSt at us>
<i d>62f e2dcd- 811d- 4ac2- 9602- f 146e18075c1</i d>
<nane>AP| - Test draft to envel ope</name>
<st at us>Expi r ed</ st at us>
<sendDat e>2017- 01- 19T08: 14: 24, 223Z</ sendDat e>
<expi rationDat e>2017-01- 21T08: 14: 24. 223Z</ expi r ati onDat e>
<bul kReci pi ent s>
<bul kReci pi ent eMail="">
<st at us>Expi r ed</ st at us>
<r eci pi ent s>
<reci pi ent >
<order | ndex>1</ or der | ndex>
<eMai | >reci pi ent 1@nmi | . conx/ eMai | >
<st at us>Not Si gned</ st at us>
<si gnedDat e></ si gnedDat e>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<wor kst epRedi recti onUr | ></ wor kst epRedi recti onUr | >
</recipient>
<reci pi ent >
<order | ndex>2</ or der | ndex>
<eMai | >reci pi ent 2@nmi | . conx/ eMai | >
<st at us>Not Si gned</ st at us>
<si gnedDat e></ si gnedDat e>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<wor kst epRedi recti onUr | ></ wor kst epRedi recti onUr| >
</recipient>
<reci pi ent >
<order| ndex>3</ order | ndex>
<eMai | >copyRecei ver @onewher e. conx/ eMai | >
<st at us>Not Si gned</ st at us>
<si gnedDat e></ si gnedDat e>
<r eci pi ent Type>Cc</reci pi ent Type>
<wor kst epRedi recti onUr | ></ wor kst epRedi recti onUr | >
</recipient>
</ reci pi ent s>
<conpl et edDocunent s>
<l ogDocunent | d></ | ogDocunent | d>
</ conpl et edDocunent s>
</ bul kReci pi ent >
</ bul kReci pi ent s>
</ envel opeSt at us>
</ okl nf 0>
</ api Resul t >] | ></ Get Envel opeByl d_v1Resul t >
</ Get Envel opeByl d_v1Response>
</ soap: Body>
</ soap: Envel ope>

This request will return you the current status of your organization’s license. Please note that for on premise the data model is a bit different.



<licensel nformati on>
<type>Per Nunber of Docunents</type>
<expi rati onDat eUt c>2019- 05- 30T00: 00: 00</ expi r at i onDat eUt c>
<docunent s>
<t ot al >99999</tot al >
<used>13</ used>
</ docunent s>
<user s>
<t ot al >999999</t ot al >
<used>12</ used>
</ users>
</licensel nf or mati on>

Fastest call to the SignAnyWhere server. Can be used to check if server is reachable, or to check the server version.
Result

Result is an apiResult with baseResult type OK, but without an okinfo element. The server version is an attribute of the response’s document root, as in
every SOAP response of the eSignAnyWhere API.

<api Result version="2.2.458.6616">
<baseResul t >0k</ baseResul t >
</ api Resul t >

This request doesn’t require an authentication.
This function should be used in combination with the advanced tags in documents. See the Plaeholder Use Case for more information about the tags.

Input: list of files, ad-hoc workstep, additional descriptor

<pr epar eSendEnvel opeSt epsDescri pt or >
<cl ear Fi el dMar kupSt ri ng>0]| 1</ cl ear Fi el dMar kupSt ri ng>
</ pr epar eSendEnvel opeSt epsDescri pt or >

Result: an ad-hoc workstep configuration and list of steps for SendEnvelope_v1 (prefilled).


https://confluence.namirial.com/display/eSign/Use+Advanced+Document+Tags+to+insert+Form+Elements+or+Signature+Fields

<pr epar eSendEnvel opeSt epsResul t >
<wor kst epConfi guration ski pThirdPartyChecks="0">
<I-- ad hoc config as in "Get AdHocWr kst epConfi gurati on_v1", contains existing formelenments and sig strings
in the PDF which can additionally be assigned by the integration code -->
</ wor kst epConfi guration>
<steps> <!-- one step for each signerX in the markup -->
<st ep>
<emai | BodyExt r a>
</ enui | BodyExt ra>
<order | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<wor kst epConfi gurati on ski pThirdPartyChecks="0">
<l-- filled out configuration for the recipient, contains all tasks for "signerl"” in the field markup

</ wor kst epConfi guration>
<r eci pi ent s>
<reci pi ent >
<eMai | >pl acehol der 1@l acehol der 1. conx/ eMai | >
<emai | BodyExt ra>
</ enui | BodyExt ra>
<first Nane>pl acehol der 1</ fi r st Nane>
<l ast Name>pl acehol der 1</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnai | >
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egat i on>t rue</ al | owDel egat i on>
<aut hentications />
</ reci pi ent >
</ recipi ent s>
</ st ep>
</ st eps>
<addFor nFi el ds>
<l-- all add formfield descriptions which are defined in the field narkup -->
</ addFor nFi el ds>
</ pr epar eSendEnvel opeSt epsResul t >

Usage:
® upload PDFs UploadTemporarySspFile_v1
¢ call PrepareSendEnvelopeSteps_v1
© in the prepareSendEnvelopeStepsResult: fill in recipient data (firstname, lasthame, email)
© optional: in the prepareSendEnvelopeStepsResult: assign unassigned elements in the “ad hoc” config, set advanced recipient properties,

® create envelope XML with data from PrepareSendEnvelope_v1

<envel ope>

<steps> <!-- use data from prepareSendEnvel opeSt epsResult -->

</ st eps>
<addFor nFi el ds> <!-- use data from prepareSendEnvel opeSt epsResult -->

</ addFor nFi el ds>
</ envel ope>

¢ call SendEnvelope_v1 to send Envelope

You can replace a recipient via API as long as it is not the recipient’s turn. You also can replace the workstep configuration of a recipient, if the envelope
was created via API and the recipient is a signer.

The Override-Recipient-XML:



<reci pi ent Overri de>
<r eci pi ent LookUp>
<eMi | >reci pi ent @&yzno. conx/ eMai | >
<order | ndex>2</ or der | ndex>
</ r eci pi ent LookUp>
<r eci pi ent >
<eMai | >r epl acedByApi @f | owaut 0. t est </ eMai | >
<emmi | BodyExtra>sone extra text</email BodyExtra>
<firstName>api </ firstNane>
<l ast Nanme>r epl acet est </ | ast Nane>
<l anguageCode>de</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut henti cati ons>
<aut henti cati on>
<met hod>Pi n</ met hod>
<par anet er >42</ par anet er >
</ aut henti cation>
</ aut henti cati ons>
<di sposabl eCerti ficateAdditional I nf or mati on>
<count ryResi dence>AT</ count r yResi dence>
<phoneMbbi | e>+43(676) 111-1111</ phoneMbbi | e>
<docunent Type>Cl </ docunent Type>
<docunent | ssuedBy>Sone Aut hority</docurent | ssuedBy>
<docunent | ssuedOn>2010- 09- 01T0O0: 00: 00Z</ docunent | ssuedOn>
<docunent Expi r yDat e>2020- 09- 01T00: 00: 00Z</ docunent Expi r yDat e>
<soci al SecurityNunber >TEST123TEST456</ soci al Securi t yNunber >
<docunent Nunber >docnr </ docunent Nunber >
</ di sposabl eCertificat eAddi ti onal I nformati on>
</reci pi ent>
<wor kst epConfi gur ati on>
<l-- optional; only valid when APl generated + recipient is a signer
</ wor kst epConfi gurati on>
</recipientOverride>

You can restart only expired envelopes with this function. Just use the envelope id to restart it.
Send a specific template. Therefore the templateld and the overrideOptionsXML is required.

OverrideOptionsXML:



<overrideOpti ons>

<l-- if node is present, value will be overridden,
<name>new nane</ name>

<l-- if node is present, value will be overridden,
<eMai | Subj ect >new subj ect </ eMai | Subj ect >

<l-- if node is present, value will be overridden,
<eMai | Body>new body</ eMni | Body>

<l-- if node is present, value will be overridden,

<l-- exanple: http://172.16.17.138: 57550/ def aul t. aspx?Envel

<cal I backUr | ></ cal | backUr | >
<l-- if node is present, value will be overridden,

if mssing,
if mssing,
if mssing,

if mssing,

if mssing,

<l-- exanple: http://172.16.17.78:57550/ def aul t. aspx?

<l-- if node is present, value will be overridden,
<enabl eRem nder s>t r ue</ enabl eReni nder s>

<l-- if node is present, value will be overridden,
<first Rem nder DayAnount >1</ fi r st Rem nder DayAnount >
<l-- if node is present, value will be overridden,

envel opel d=##Envel opel d##&act i on=##Act i on##&nyPar anfFor Me=1234 -->
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >

if mssing,
if mssing,

if mssing,

<r ecur r ent Reni nder DayAnount >2</ r ecur r ent Rem nder DayAnount >

<l-- if node is present, value will be overridden,

<l-- if node is present, value will be overridden, if m ssing,
<daysUnti | Expi r e>20</ daysUnti | Expire>
<r eci pi ent Overri des>
<r eci pi ent Overri de>
<r eci pi ent LookUp>
<l-- in case a placeholder for a recipient

NanmeOf Pl acehol der </ eMai | > -->

<eMi | >t enpl at elreci p@nmi | . conx/ eMai | >
<or der | ndex>1</ or der | ndex>
</ reci pi ent LookUp>
<r eci pi ent >
<eMi | >new. emai | @nui | . conx/ eMi | >

if mssing,

<enmi | BodyExtra>sone extra text</enmail BodyExtra>

<firstName>Hel | o</ firstName>
<| ast Name>Wor | d</ | ast Nane>
<l anguageCode>en- US</ | anguageCode>
<aut henti cati ons>
<aut henti cati on>
<met hod>Pi n</ met hod>
<par anet er >42</ par anet er >
</ aut henti cati on>
</ aut henti cati ons>
</ reci pi ent >
</ recipientOverride>

<reci pi ent Overri de>
<r eci pi ent LookUp>
<eMi | >t enpl at e2. reci p@mai | . conx/ eMai | >
<or der | ndex>2</ or der | ndex>
</ reci pi ent LookUp>
<r eci pi ent >
<eMi | >new. reci p2@nui | . conx/ eMi | >

<enmi | BodyExtra>sone extra text</enail BodyExtra>

<firstName>Hel | o</ fi rst Name>
<l ast Nane>Wor | d</ | ast Nane>
<l anguageCode>en- US</ | anguageCode>
<aut henti cati ons>
<aut henti cati on>
<met hod>Pi n</ et hod>
<par anet er >4812</ par anet er >
</ aut henti cati on>
</ aut henti cati ons>
</ recipi ent >
</ reci pi ent Overri de>

</ reci pi ent Overri des>

</ overrideQptions>

value fromtenplate is used -->

value fromtenplate is used -->

value fromtenplate is used -->

value fromtenplate is used -->

opel d=##Envel opel d## -->

value fromtenplate is used -->

value fromtenplate i
value fromtenplate i
value fromtenplate i
value fromtenplate i

<bef or eExpi r at i onReni nder Day Anbunt >1</ bef or eExpi r at i onReni nder Day Anount >
value fromtenplate i

is used:

is used -->
is used -->
is used -->
is used -->
is used -->

<eMai | >Pl acehol der:



Creates the Envelope on the server and sends notification mails to the recipients (in default configuration). See Implementation for information how to
integrate the envelope worksteps in your environment. For more details of parameter envelopeDescriptionXml see: The Envelope XML

Usage

<soapenv: Envel ope xnl ns: soapenv="http://schenmas. xnl soap. or g/ soap/ envel ope/" xm ns: esi g="http://ww.
eSi gnAnyWer e. cont " >
<soapenv: Header/ >
<soapenv: Body>
<esi g: SendEnvel ope_v1>
<I--Optional:-->
<esi g: aut hori zati onXm >
<aut hori zati on>
<or gani zat i onKey>##ORGANI ZATI ON- KEY##</ or gani zat i onKey>
<user Logi nNanme>##USER- LOGON##</ user Logi nNanme>
</ aut hori zati on>
</ esi g:authori zati onXm >
<l--Optional:-->
<esi g: sspFi | el ds>
<l--Zero or nore repetitions:-->
<esi g: st ri ng>##F| LE- | D##</ esi g: stri ng>
</ esi g: sspFil el ds>
<l--Optional:-->
<esi g: envel opeDescri pti onXm >
<envel ope>
<name>AP| - Test draft to envel ope</nane>
<eMai | Subj ect >hel | o wor| d</ eMai | Subj ect >
<eMi | Body>Dear #Reci pi ent Fi r st Narme#!

Pl ease sign this docunent. </eMi | Body>
<enabl eRem nder s>Tr ue</ enabl eReni nder s>
<first Rem nder DayAnount >1</fi r st Rem nder DayAnount >
<recurrent Reni nder DayAnount >1</r ecur r ent Rem nder Day Anbunt >
<bef or eExpi r at i onReni nder Day Anmount >1</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>2</ daysUnti | Expire>

<I-- callback to your backend system on a conpl eted envel ope

<cal I backUr | >http://172.16. 17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&nyPar anfFor Me=1234<
/ cal | backUr| >

-->

<cal | backUr | ></ cal | backUr | >

<st eps>
<l-- define recipient and tasks of every step in this envelope -->
<l-- 1st step -->
<st ep>

<emui | BodyExt r a></ enuni | BodyExt r a>
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ reci pi ent Type>
<r eci pi ent s>
<reci pi ent >
<l anguageCode>en- us</ | anguageCode>
<eMai | >r eci pi ent 1@nmi | . conx/ eMai | >
<firstNanme>First</firstName>
<l ast Nane>Si gner </ | ast Nane>
<l-- optional authentication nethods for this recipient -->
</ reci pi ent>
</ reci pi ents>
<I-- Wirkstep config for this step -->
<! --##Wr kst epConfi gReci pi ent 1##- - >
<wor kst epConfi guration>
<Wor kst epLabel >wor kst epLabel </ Wr kst epLabel >
<Snal | Text Zoonfact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>0</ Wr kst epTi meToLi vel nM nut es>
<Fi ni shActi on>
<ServerAction call Synchronous="0" />
<CientAction clientName="SIGN ficant SignAnywhere" closeApp="0" RenpveDocunent Fr onRecent Docunent Li st ="
0" Call dientActionOnl yAfterSuccessful Sync="1">https://ww. significant.conx/CientAction>
</ Fi ni shActi on>
<si gnat ur eTenpl at e>


https://confluence.namirial.com/display/eSign/Integration+Scenarios
https://confluence.namirial.com/display/eSign/The+Envelope+XML

<version>1. 2. 0. 2</ versi on>
<posi tionUnits>Pdf Uni ts</positionUnits>
<posi ti onRef erenceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
</ si gnat ur eTenpl at e>
<pdf Forns i sEditingAl | owed="1" />
<Vi ewer Pr ef erences>
<ShowMer si onNunber >1</ ShowVer si onNurber >
<Enabl eThunbnai | Di spl ay>1</ Enabl eThunbnai | Di spl ay>
<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>
<War ni ngPopupDi spl ayAf t er >Al ways</ War ni ngPopupDi spl ayAfter >
<Q@ui di ngBehavi or >Gui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >
<For nFi el dsGui di ngBehavi or >Al | owSubni t Al ways</ For nFi el dsGui di ngBehavi or >
<Fi ni shWor kst epOnOpen>0</ Fi ni shWr kst epOnCpen>
</ Vi ewer Pr ef erences>
<Policy version="1.0.0.2">
<Cener al Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWor kst ep>0</ Al | owAppendFi | eToWor kst ep>
<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWbr kst ep>
<Al | owEnei | Docunent >0</ Al | owEnai | Docunent >
<Al | owPr i nt Docunent >0</ Al | owPr i nt Docunent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owUndoLast Act i on>0</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ns>0</ Al | owCol ori zePdf For ns>
<Al | owAdhocPdf At t achrment s>1</ Al | owAdhocPdf At t achment s>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr i t er Annot ati ons>0</ Al | owAdhocTypewr i t er Annot ati ons>
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ General Pol i ci es>
<Wor kst epTasks SequenceMbde="SequenceOnl yRequi redTasks" ori gi nal SequenceMode="
SequenceOnl yRequi redTasks" />
<AdhocPol i ci es>
<Al | owibdi fi cati onsAfterSi gnature>1</ Al |l owhbdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
</ Pol i cy>
<ti meCreat ed>2017-01-17T10: 25: 02. 7013041Z</ti meCr eat ed>
<si gnat ur ePl ugi nConf i gurati on>
<Pdf Si gnat ur eProperties_V1i>
<Pdf AConf or mant >0</ Pdf AConf or nant >
<PAdESPar t 4Conpl i ant >1</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>1</ | ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocati onl nfornmationl ncl udeMbde>l ncl ude<
/ Si gningCertificateRevocationl nfornationlncl udeMbde>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hn>Sha256</ Si gnat ur eHashAl gori t hnm>
<Si gni ngCertificateDescriptor>
<l denti fi er >##SI GNATURE- HASH##</ | denti fi er>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gurati on>
<Transact i onCodeConf i gurati ons>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" >
<!--Message used to send a transaction code to the client. The nmessage has to contain the placehol der
*{tld}" for the transactionld and the pl acehol der '{Token}' for the token.-->
<Message>Pl ease aut henticate yourself for the access to the envelope with the transactionld {tld}.
Your code is: {Token}</Message>
<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="en">
<Message>Pl ease aut henticate yourself for the access to the envelope with the transactionld {tld}.
Your code is: {Token}</Message>
<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>



{tid}.

</ Transact i onCodeConf i gurati on>

<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="de">
<Message>Bitte authentifizieren Sie sich fiur den Zugriff auf di e Dokunentenmappe der Transaktion

Ilhre TAN | autet: {Token}</Message>

<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>

<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="it">
<Message>Con riferinento alla transazione {tld}, per autenticarsi si prega di inserire il seguente
CODI CE {Token} </ Message>

<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>

</ Transact i onCodeConfi gur ati ons>

</ wor kst epConfi gurati on>

</ st ep>
<l-- 2nd step -->
<step>
<enmi | BodyExt r a></ enuni | BodyExtr a>

<order | ndex>2</order| ndex> <!-- for parallel steps set the same order index -->

<r eci pi ent Type>Si gner </ r eci pi ent Type>
<reci pi ent s>
<reci pi ent >
<l anguageCode>en- us</ | anguageCode>
<eMai | >r eci pi ent 2@nmi | . conx/ eMai | >
<first Nane>Second</first Name>
<l ast Nane>Si gner </ | ast Nane>

<!-- optional authentication nmethods for this recipient

</ reci pi ent>
</ recipi ents>
<!-- Wrkstep config for this step -->
<! - - ##Wr kst epConf i gReci pi ent 2##- - >

<wor kst epConfi guration>

<Wor kst epLabel >wor kst epLabel </ Wr kst epLabel >

<Snal | Text ZoonFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>0</ Wr kst epTi neToLi vel nM nut es>
<Fi ni shActi on>

<ServerAction call Synchronous="0" />

<ClientAction clientName="S|I GNi ficant SignAnywhere" cl oseApp="0"

->

RenoveDocunent Fr onmRecent Docunent Li st ="

0" Call dientActionOnl yAfterSuccessful Sync="1">https://ww. significant.con/dientAction>

</ Fi ni shActi on>
<si gnat ur eTenpl at e>

<versi on>1. 2. 0. 2</ ver si on>
<posi tionUnits>Pdf Units</positionUnits>

<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
</ si gnat ur eTenpl at e>

<pdf Forms isEditingAl | oned="1" />
<Vi ewer Pr ef er ences>

<ShowVer si onNunber >1</ ShowVer si onNurber >

<Enabl eThunbnai | Di spl ay>1</ Enabl eThunbnai | Di spl ay>

<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>
<War ni ngPopupDi spl ayAf t er >Al ways</ War ni ngPopupDi spl ayAfter>

<Q@ui di ngBehavi or >Gui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >

<For nFi el dsGui di ngBehavi or >Al | owSubni t Al ways</ For nFi el dsGui di ngBehavi or >

<Fi ni shwor kst epOnOpen>0</ Fi ni shwr kst epOnOpen>

</ Vi ewer Pr ef er ences>
<Policy version="1.0.0.2">

<Cener al Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWr kst ep>0</ Al | owAppendFi | eToWor kst ep>

<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWor kst ep>

<Al | owEmai | Docunent >0</ Al | owEnai | Docunent >

<Al | owPri nt Docurment >0</ Al | owPr i nt Docunent >

<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>

<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wr kst ep>

<Al | owUndoLast Acti on>0</ Al | owUndoLast Acti on>

<Al | owCol ori zePdf For ns>0</ Al | owCol ori zePdf For ns>

<Al | owAdhocPdf At t achnent s>1</ Al | owAdhocPdf At t achnment s>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>

<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>



<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypew i t er Annot ati ons>0</ Al | owAdhocTypew i t er Annot at i ons>
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ General Pol i ci es>
<Wor kst epTasks SequenceMbde="SequenceOnl yRequi r edTasks" ori gi nal SequenceMode="
SequenceOnl yRequi redTasks" />
<AdhocPol i ci es>
<Al | owMbdi fi cati onsAfterSi gnature>1</ Al | owvbdi fi cati onsAfterSi gnat ure>
</ AdhocPol i ci es>
</ Policy>
<ti nmeCreat ed>2017-01- 17T10: 25: 02. 7013041Z</ ti meCr eat ed>
<si gnat ur ePl ugi nConfi gurati on>
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >0</ Pdf AConf or nant >
<PAdESPar t 4Conpl i ant >1</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>1</ | ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocati onl nfornmationl ncl udeMbde>l ncl ude<
/ Si gningCertificateRevocationl nformationlncl udeMbde>
</ Pdf Si gnat ur eProperti es_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gorit hn»
<Si gni ngCertificateDescriptor>
<l denti fi er >##S|I GNATURE- HASH##</ | denti fier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gurati on>
<Transact i onCodeConf i gurati ons>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" >
<!--Message used to send a transaction code to the client. The nmessage has to contain the placehol der
‘{t1d}" for the transactionld and the placehol der '{Token}' for the token.-->
<Message>Pl ease aut henticate yourself for the access to the envelope with the transactionld {tld}
Your code is: {Token}</Message>
<hashAl gorithnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transact i onCodeConfiguration trConfl d="snmsAut hTransacti onCodel d" | anguage="en">
<Message>Pl ease aut henticate yourself for the access to the envelope with the transactionld {tld}
Your code is: {Token}</Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="de">
<Message>Bitte authentifizieren Sie sich fiur den Zugriff auf di e Dokunentenmappe der Transaktion
{t1d}. lhre TAN lautet: {Token}</Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="it">
<Message>Con riferinento alla transazione {tld}, per autenticarsi si prega di inserire il seguente
CODI CE { Token} </ Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
</ Transact i onCodeConfi gur ati ons>
</ wor kst epConfi gurati on>

</ st ep>
<!-- define a copy receiver -->
<step>
<emai | BodyExt r a></ enai | BodyExt r a>
<or der | ndex>3</ or der | ndex>
<r eci pi ent Type>CC</ r eci pi ent Type>
<r eci pi ent s>
<r eci pi ent >
<l anguageCode>en- us</ | anguageCode>
<eMi | >copyRecei ver @onmewher e. conx/ eMai | >
<first Nane>Copy Recei ver Nane</firstName>
<l ast Name>Thunder bol t </ | ast Nane>
</ reci pi ent>
</ recipi ents>
</ step>
</ st eps>



</ envel ope>
</ esi g: envel opeDescri pti onXnm >
</ esi g: SendEnvel ope_v1>
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xnl ns: soap="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance" xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schena" ><soap:
Body><SendEnvel ope_v1Response xnml ns="http://ww. eSi gnAnyWher e. conl " ><SendEnvel ope_v1Resul t ><api Resul t versi on="
2.1.260.5831">

<baseResul t >0k</ baseResul t >

<okl nf o>

<envel opel d>##ENVELOPE- | D##</ envel opel d>

</ okl nf 0>

</ api Resul t ></ SendEnvel ope_v1Resul t ></ SendEnvel ope_v1Response></ soap: Body></ soap: Envel ope>

In case you don’t want to wait on the automatic reminders for a recipient, you can manually send the reminder. Just use the envelope-id with this function
and it will automatically remind the current recipient about his or her signing task. Please note, that you can only resend reminders every 12 hours (default
value), to prevent a spaming of the recipient. This value can be changed on private SaaS or on premise instances.

This call only requires an envelope id to unlock a recipient in a parallel use case. So if a signer has opened his document in the parallel case and didn’t
finish it, it can be reverted and the others can open it. It is the same functionality as in the Ul to unlock the envelope.

Uploads a file for using with an new envelope. Returns a Fileld. The Fileld is at least valid for 10 min (time-to-live, actual live time depends on clean up
service load). Full HTTP Request: https://www.significant.com/api.asmx?op=UploadTemporarySspFile_v1

Parameters

file:

<fil e><dat a>##f i | eCont ent ##</ dat a><nanme>##f i | ename##</ nane></fil e>

The file content itself is Base64 encoded.
Result
Returns a file id which is required for further calls referring to this file. Store the generated file id in your application.

This call uploads a document to the users clipboard. This is also used for the MS Word plugin.
This call only verifies your authentication (email and API-key).

Reference Usermanagement API

Usermanagement API can be used by user managers. It allows you to manage users and teams. It should be also used to populate SAML attributes for
the users.

userDescription:


https://www.significant.com/api.asmx?op=UploadTemporarySspFile_v1

<user Descri ption>
<eMai | >test.email @| owm est. conx/ eMai | >
<firstName>Test </firstName>
<l ast Name>Emai | </ | ast Name>
<jobTitle></jobTitle> <!-- optional -->
<phoneNunber ></ phoneNunber > <!-- optional -->
<r ol e>None| Power User | Regi st er edSi gner </ rol e>
<i sUser Manager >0| 1| true| f al se</i sUser Manager >
<def aul t Subj ect ></ def aul t Subj ect > <!-- optional -->
<def aul t Message></ def aul t Message> <!-- optional -->
<noti f yWhenAct i onNeeded>0| 1| true| f al se</ noti f yWhenActi onNeeded>
<noti f yWhenReci pi ent Si gned>0| 1| true| f al se</ noti f yWhenReci pi ent Si gned>
<not i f yWhenReci pi ent Rej ect ed>0| 1| true]| f al se</ noti f yWhenReci pi ent Rej ect ed>
<noti f yWhenDel i ver yFai | ed>0| 1| true| f al se</ noti f yWhenDel i ver yFai | ed>
<noti f yWhenReci pi ent OpenedDocunent >0| 1| true| f al se</ not i f yWhenReci pi ent OpenedDocunent >
<aut hentications> <!-- for SAML Authenticators -->
<sam Aut hentication> <!-- array -->
<provi der Name>AD FS My</ provi der Nane> <!-- SAML (AD FS, authentity provider with SAM.) -->
<userldentifierAttibuteVal ue>adanx/userldentifierAttibuteValue> <l-- SAM. (AD FS) -->
</ sanl Aut henti cati on>
</ aut henti cati ons>
</ userDescription>

userActivationDescriptor:

<userActivati onDescri pt or>
<sendl nvi tationMui |l >0| 1</ sendl nvi tati onMi | >
</ userActivati onDescri ptor>

All fields are optional. If they are not set, the original value is being kept. Attention: an empty tag will update the value to empty!

<user Descri pti on>
<eMai | >test.email @| owm est. conx/ eMai | >
<firstName>Test </ firstName>
<l ast Name>Emai | </ | ast Name>
<jobTitle></jobTitle>
<phoneNunber ></ phoneNunber >
<r ol e>None| Power User | Regi st er edSi gner </ rol e>
<i sUser Manager >0| 1| true| f al se</i sUser Manager >
<def aul t Subj ect ></ def aul t Subj ect >
<def aul t Message></ def aul t Message>
<noti f yWhenAct i onNeeded>0| 1| t rue| f al se</ noti f yWhenActi onNeeded>
<not i f yWhenReci pi ent Si gned>0| 1| true| f al se</ noti f yWhenReci pi ent Si gned>
<noti f yWhenReci pi ent Rej ect ed>0| 1| true]| f al se</ noti f yWhenReci pi ent Rej ect ed>
<noti f yWhenDel i ver yFai | ed>0| 1| true| f al se</ noti f yWhenDel i ver yFai | ed>
<noti f yWhenReci pi ent OpenedDocunent >0| 1| true| f al se</ not i f yWhenReci pi ent OpenedDocunent >
<aut hentications> <!-- for SAML Authenticators -->
<sam Aut hentication> <!-- array -->
<provi der Name>AD FS My</ provi der Nanme> <!-- SAML (AD FS, authentity provider with SAM) -->
<userldentifierAttibuteVal ue>adanx/userldentifierAttibuteValue> <l-- SAM. (AD FS) -->
</ sanl Aut henti cati on>

</ aut henti cati ons>
<Aut onat edDel egat i onSet ti ngs>

<Reason>The reason for del egati on</ Reason>

<EndDat €>2019- 10- 20T12: 54: 53. 217Z</ EndDat e>

<Del egat eeUser | d>##USERI D##</ Del egat eeUser | d>

<UtilizeAl soOnCopyReci pi ents>1</UtilizeA soOnCopyReci pi ent s>

</ Aut onat edDel egati onSet ti ngs>
</ userDescription>

reassignEnvelopesDescriptor:



<r eassi gnEnvel opesDescri pt or >
<newReci pi ent >sonme@uy. conx/ newReci pi ent >
<reassi gnDrafts>0| 1</ reassi gnDrafts>
<reassi gnTenpl at es>0| 1</ r eassi gnTenpl at es>
<r eassi gnCl i pboar d>0]| 1</ r eassi gnd i pboar d>
<reassi gnAddr essBook>0| 1</ r eassi gnAddr essBook>
</ reassi gnEnvel opesDescri pt or >

Returns the user information by email.
findUserDescriptor:

<findUsersDescri ptor>
<r ol e>None| Power User | Regi st er edSi gner</role> <!-- optional -->
<i sUser Manager >0| 1| true| f al se</i sUser Manager> <!-- optional -->
</findUsersDescri ptor>

The call is identical to FindUsers_v1, but the result is a list of users with several details. This list can then be used to to calculate required user settings
with regards to authorization.

<findUsersDescri pt or>
<r ol e>None| Power User | Regi st eredSi gner</role> <!-- optional -->
<i sUser Manager >0| 1| true| f al se</i sUser Manager> <!-- optional -->
</findUsersDescri ptor>

Result:

<ext endedFi ndUser sResul t >

<user >
<i d>c6926bdf - a2ee- 492a- 8f f 1- d451f 28de7bb</i d>
<eMi | >Ronal d. Wenny @f | owaut 0. t est </ eMai | >
<firstName>Mari us</firstName>
<l ast Name>Pet er eder </ | ast Nane>
<si d>MySi d</ si d>
<user Name>
</ user Nane>
<r ol e>Power User </ r ol e>
<i sUser Manager >t r ue</ i sUser Manager >
<i sEnabl ed>t rue</i sEnabl ed>
<aut henti cati ons>

<saml Aut henti cati on>
<provi der Name>QA AD FS</ provi der Nanme>
<userldentifierAttibuteVal ue>Ronal d. Wenny @f | owaut o. t est </ user |l dentifierAttibuteVal ue>
</ sam Aut henti cati on>

</ aut henti cati ons>

</ user>

<user >
<i d>734f df cb- 1f d2- 4e9d- 84c6- d9f 720d70b7b</ i d>
<eMai | >mak. j oan@yzno. conx/ eMai | >
<first Name>Mak</firstNane>
<l ast Nane>Joan</ | ast Nanme>
<si d>My Sl Dasdf | askdj f 6al skdf j 6asl df kj 6al sdkfj askl dofj u</ si d>
<user Nane>adm ni st rat or </ user Nane>
<r ol e>Power User </ r ol e>
<i sUser Manager >t r ue</ i sUser Manager >
<i sEnabl ed>t rue</ i sEnabl ed>

</ user>

</ ext endedFi ndUser sResul t >

GetTeam returns as response the same structure as required for SetTeams.
GetTeam returns as response the same structure as required for SetTeams.

teamXML:



<t eans>
<t eane
<nane>t est teanx/nanme>
<al | owEnvel opeShari ngW t hi nTean»f al se</ al | oweEnvel opeShari ngW t hi nTean®>
<al | owTenpl at eShari ngW t hi nTean»f al se</ al | owTenpl at eShari ngW t hi nTean®
<t eamvenber >
<eMai | >knor ze@yzno. conx/ eMai | >
<t eamMvenber s>
<t eamvenber >
<eMai | >ronal d. korze@i gni fi cant . conx/ eMai | >
<t eamMenbers />
</ t eamvenber >
</ t eamMenber s>
</ t eamvenber >
</teanr
</teans>
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