The Envelope XML

deprecated

G) SOAP API is deprecated

Please note that we announced deprecation of the SOAP API already a while ago in the product release notes. This documentation is therefore
marked as DEPRECATED.
See Api Reference - Introduction REST for the REST API reference which should be considered as the successor of the SOAP API.

Repeating here also how SOAP discontinuation was published in the release notes:

We declared SOAP as deprecated and therefore SOAP will not be included in versions after 21.76 (already postponed by one year, initially the
20.76 was announced). Latest release including SOAP API for eSAW will be 21.76, released in spring 2022 and with the software maintenance
on 21.76 until spring 2024.

Therefore, we recommend REST technology for integration. Please see also the migration guide.

Nevertheless, the content and structure explained on this page is more or less valid also for the REST API, in REST API Versions v1-v5 even if
the format changed from XML to JSON.

The Envelope XML Guide contains all information about how you can create envelopes with SOAP. Beside the information about how to configure different
electronic signature types (e.g. Click2Sign, Draw2Sign) with SOAP, this guide also shows how to configure authentication methods with XML.

© Envelope Structure
© Hello World Tutorial — Envelope XML
© Envelope Section
© Step(s) Section
© Recipient Configuration within a Step
©  Authentication
© Hide Specific Documents
© Disposable Certificate Additional Information
© Workstep Configuration
© Developer mode
Workstep Designer
Create your own configuration
Signature
GetAdHocWorkstepConfiguration
Place advanced tags

[e]
[e]
[e]
[e]
[e]
© Input Validation for Form Fields

Envelope Structure

The envelope contains all information necessary for sending out a workflow to different signers or other types of recipients. Basically it consists of the
envelope definition and the workflow. The documents itself are not included but referenced. The workflow itself exists of steps and within the steps of the
recipients. Signing recipients have to have the workstep configuration. The workstep configuration is the definition of the signing task.
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A envelope consists of one steps definition (workflow). One ore more step must be
present. Each step consists of one or more recipients. A CC step doesn’t contain a
workstep configuration.

The following table shows the different icons for the document status with explanation:

e Envelope is finished

@ Envelope is canceled by one of the recipients

o Ervelope is rejected by one of the recipients

@ Envelope is a Draft
‘{/ Waiting for signing
@ Waiting for acknowlegde
® Ervelope is expired

Hello World Tutorial — Envelope XML



@ Requires Rework

This chapter requires rework. The examples below explain the Envelope XML of the (deprecated) SOAP API. Comparable content and
structures apply also for the Envelope JSON structure, which is used in REST API integration scenarios.

The next lines of code shows the basic structure of the envelope XML:

<envel ope>

<l-- META information for envelope: e.g.: Nane, eMil Subject, Reninders, Expiration, CallbackURL etc.
<steps>
<step>
<l-- Step x in Wrkflow |Information about recipient(s) and Wrkstep Configuration -->
<wor kst epConfiguration />
</ step>
<step>
<l-- next step in workflow -->
<wor kst epConfiguration />
</ step>
</ st eps>

</ envel ope>

Let’s have a look at the Hello World Tutorial envelope XML. You can download the XML here.

<envel ope>
<nane>t est </ nane>
<eMai | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >
<eMui | Body>Dear #Reci pi ent Fi rst Name# #Reci pi ent Last Nane#

#Per sonal Message#
Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDat e#</eMi | Body>
<enabl eRem nder s>t r ue</ enabl eReni nder s>
<firstRem nder DayAnpunt >5</ fi r st Reni nder Day Anount >
<r ecur rent Rem nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anobunt >3</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>28</daysUnti | Expire>
<cal | backUr | ></ cal | backUr | >
<met aDat a>Your neta dat a</ net aDat a>
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<di spl ayedEmai | Sender ></ di spl ayedEnai | Sender >
<st eps>
<st ep>
<enui | BodyExt r a></ enmai | BodyExt r a>
<order | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opti ons>
<docunent Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opti on>
</ docunent Opt i ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >t est </ Wor kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text Zoonfact or Per cent >
<Wor kst epTi neToLi vel nM nut es>43210</ Wor kst epTi meToLi vel nM nut es>
<Fi ni shAction />
<Vi ewer Pref erences>
<SendVi si bl eArea al | owedDonai n="*">0</ SendVi si bl eAr ea>
<Fi ni shwr kst epOnOpen>0</ Fi ni shwr kst epOnCpen>
</ Vi ewer Pref erences>
<Policy version="1.1.0.0">
<AdhocPol i ci es>
<Al | owivbdi fi cati onsAfterSi gnature>1</ Al | owibdi ficati onsAfterSi gnature>
</ AdhocPol i ci es>
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<General Pol i ci es>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocPdf At t achment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocTypewr i t er Annot ati ons>0</ Al | owAdhocTypewr i t er Annot ati ons>
<Al | owEnmi | Docunent >1</ Al | owEnzi | Docunent >
<Al | owFi ni shwr kst ep>1</ Al | owFi ni shWr kst ep>
<Al | owPr i nt Docunent >1</ Al | owPr i nt Documnent >
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owRej ect Wor kst epDel egat i on>1</ Al | owRej ect Wr kst epDel egat i on>
</ General Pol i ci es>
<Wor kst epTasks ori gi nal SequenceMbde="NoSequenceEnf or ced" SequenceMde="NoSequenceEnforced">
<Task type="Si gnFi el d' DocRef Nunber="1" id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_36cf f 3f 5- 38b2-
cc21l-a467- 713e8bb2del8" i nternal Conpl et ed="0" fini shPercentage="0" conpl eted="0" enabl ed="1" di spl ayNane=""
requi red="1" />
</ Wor kst epTasks>
</ Policy>
<ti meCr eat ed>2019- 09- 24T09: 56: 35. 5231387Z</ti meCr eat ed>
<Transacti onCodeConfi gurati ons>
<Transact i onCodeConfi guration trConfld="snmsAut hTransacti onCodel d">
</ Transact i onCodeConfi gur ati on>
</ Transact i onCodeConfi gur ati ons>
<receiverl| nformation>
<user | nformation>
<firstName>Charl y</firstName>
<l ast Name>Xyzno</ | ast Nane>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai ner >1</ showNani ri al Di sposabl eDi scl ai ner >
</ receiverlnformtion>
<sender | nf or mati on>
<user | nformation>
<firstName>Charl y</firstName>
<l ast Name>Xyzno</ | ast Nane>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<pdf Forns i sEditingAl |l owed="0" />
<TypewriterAnnot ationTasklnfo />
<attachnentFields />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ versi on>
<posi ti onRef erenceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<posi tionUni t s>Pdf Uni t s</ posi ti onUnits>
<si g id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_36cf f 3f 5- 38b2- cc21- a467- 713e8bb2de18" >
<TaskDi spl ayNarme />
<par am nane="enabl ed" >1</ par an®>
<posi ti onPage>1</ posi ti onPage>
<posi tionX>72</ posi tionX>
<positionY>525. 92</ posi ti onY>
<wi dt h>190</w dt h>
<hei ght >80</ hei ght >
<par am name="posi ti oni ng" >onPage</ par an>
<par am nanme="r eq" >1</ par an>
<param name="fd" />
<par am nanme="f d_dat ef or mat " >dd- MM yyyy HH:. nm ss</ par an»
<param nanme="fd_ti nezone" >dat et i neut c</ par an»
<DocRef Nunber >1</ DocRef Nunber >
<Al | owedSi gnat ur eTypes>
<si gType i d="9e0e5ea9- 2ba0- 4769- 84dc-f e7b20b134a5" type="Picture">
<al | owedCapt uri ngMet hods>Cl i ck2Si gn</ al | owedCapt uri ngMet hods>
<St anpl npri nt Confi guration>
<Di spl ayExtral nformati on>1</ Di spl ayExt ral nf or mati on>
<Di spl ayEmai | >1</ Di spl ayEmai | >



<Di spl ayl p>1</ Di spl ayl p>
<Di spl ayNane>1</ Di spl ayNane>
<Di spl aySi gnat ur eDat e>1</ Di spl aySi gnat ur eDat e>
<Font Fam | y>Ti mes New Ronman</ Font Fami | y>
<Font Si ze>11</ Font Si ze>
</ St anpl npri nt Confi gurati on>

</ si gType>
</ Al | owedSi gnat ur eTypes>
</ sig>

</ si gnat ur eTenpl at e>
<resourcelris>
<si gnat ur el magesUri >htt ps:// denp. xyznmo. com / Resour ce/ Si gnat ur el mages/ ?
i nk=1VcbZCAr hf QOvf J~Xel pnshMFFPCcKU6s OGM6EeLE1KvNaOBF1j 8 A1PC7mJg21noG</ si gnat ur el nagesUri >
<del egati onUri >https://denp. xyzno. conl / Resour ce/ Del egat e</ del egati onUri >
</resourcelris>
<Audi ti ngTool sConfiguration WiteAuditTrail="0">
<Noti ficati onConfiguration />
</ Audi ti ngTool sConfi gurati on>
<Loggi nghet al nf or mat i on>
<envel opel d>e841898d- 9bba- 48c7- b3c5- 4e057a77089a</ envel opel d>
<envel opeReci pi ent 1 d>4c1a2900- 5b4b- 49b2- 906a- f 50f 5daeeal8</ envel opeReci pi ent | d>
</ Loggi ngMet al nf or mat i on>
</ wor kst epConfi guration>
<r eci pi ent s>
<reci pi ent >
<eMui | >#H#EMAI L##</ eMai | >
<enui | BodyExt r a></ enmai | BodyExt r a>
<firstNane>Charl y</firstNanme>
<l ast Nane>Xyzno</ | ast Name>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>t rue</ al | owDel egati on>
<aut hentications />
</ reci pi ent>
</ reci pi ent s>
</ step>
<step>
<emui | BodyExt r a></ enui | BodyExt r a>
<order | ndex>2</ or der | ndex>
<r eci pi ent Type>Cc</reci pi ent Type>
<useDef aul t Agr eenent s>f al se</ useDef aul t Agr eenent s>
<r eci pi ent s>
<r eci pi ent >
<eMai | >##EMAI L##</ eMai | >
<enui | BodyExt r a></ enai | BodyExt r a>
<firstNane>Charl y</firstNanme>
<l ast Nane>Xyzno</ | ast Nanme>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dat i on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut hentications />
</ reci pi ent>
</ reci pi ents>
</ step>
</ st eps>
<at t achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

Envelope Section

The Envelope Section contains the configuration of the envelope.



The example configures the following settings:

Name of the envelope (name)

E-Mail Subject

E-Mail Body: the message for the signers email (see Email Templating for more details and the available tags).

Reminders and expiration

© enableReminders: if set to false, no reminders will be sent at all

o firstReminderDayAmount: an active recipient will retrieve a 1st notification after the defined amount of days. Values: 1 to
(daysUntilExpire — 1)

o recurrentReminderDayAmount: an active recipient will retrieve a recurring notification after the first notification every configured days.
Values: 1 to (daysUntilExpire — 1)

© beforeExpirationReminderDayAmount:an active recipient will retrieve a notification on the configured days before expiration. Values:
positive integer

o daysUntilExpire: If the envelope isn't finished or rejected within the defined amount of days, the envelope will expire. Values: 1 to
_global.xml ‘maxEnvelopeValidityinDays’ setting (default: 28)

® Callback URL is fired when the envelope is finished (this means successfully finished & signed or by a recipient rejected). So you can notify your
integrating system and get the information which envelope is finished (placeholder for envelope id is ##Envelopeld##). If you want to listen to
events within the workflow use the workstep-callbacks.

Attention: if the callback URL doesn’t return a HTTP 200 the envelope goes into an error state is will not be finished! eSAW tries to call the URL
until it gets a HTTP 200 or reaches the limit of callback-attempts (30).

® The meta data element allows you to store additional, non-eSAW-data (e.g. for archiving) directly in the envelope. You can retrieve this
information via get Envel opeByl d call. An example of metaData is to store data for the archiving system in the envelope. The callback-
integrating solution then can download the files (PDF & Audit-Trail) and store them directly in the archive.

* DisplayedEmailSender Configuration: If the displayedEmailSender is empty only eSignAnywhere is used. If the field is not empty, this text will be
used before ” via eSignAnywhere”. Without displayedEmailSender the organization default setting is used. On-Premise or private SaaS allows to
modify “via eSignAnywhere” text.

® attachSignedDocumentsToEnvelopelLog allows to add the final & signed document to the audit trail. Per default this feature is disabled. Note:

this requires eSAW 3.4+

Following collapse contains an example of an envelope section.

<nane>eSi gnAnyWere Tutori al </ nane>

<eMai | Subj ect >Hel | o Wor | d</ eMai | Subj ect >

<eMi | Body>Dear #Reci pi ent Fi rst Name#! Pl ease sign this docunent. </eMil Body>

<enabl eRem nder s>Tr ue</ enabl eReni nder s>

<first Rem nder DayAmount >1</fi r st Rem nder Day Amount >

<recur r ent Reni nder DayAnmount >1</ r ecur r ent Rem nder Day Anobunt >

<bef or eExpi r at i onReni nder Day Anmount >1</ bef or eExpi r at i onReni nder DayAnount >

<daysUnti | Expi re>2</daysUnti | Expire>

<!-- callback to your backend system on a conpl eted envel ope

<cal | backUrl >http://172.16.17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&mryPar anfor Me=1234<
/ cal | backUr | >

-->

<cal I backUrl />

<net aDat a>Your neta dat a</ net aDat a>

<di spl ayedEmai | Sender ></ di spl ayedEnai | Sender >

<attachSi gnedDocunent sToEnvel opeLog>1</ at t achSi gnedDocunent sToEnvel opeLog>

Step(s) Section

The step(s) section is defining the workflow. You can define steps (with the order-index) and its recipients (at least one recipient, parallel recipients are
supported).

<steps>

<step>
<l-- Step x in Wrkflow |nfornation about recipient(s) and Wrkstep Configuration -->
<wor kst epConfiguration />

</ st ep>

<step>
<l-- next step in workflow -->
<wor kst epConfiguration />

</ step>

</ st eps>

Recipient Configuration within a Step

Example of a simple step (one recipient as signer with empty workstep configuration; see section about workstep configuration for more details):
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<step>
<emui | BodyExtra />
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<r eci pi ent s>
<reci pi ent >
<l anguageCode>en- us</ | anguageCode>
<eMai | >first.signer@nuail.conx/eMil >
<firstName>First</firstName>
<l ast Nane>Si gner </ | ast Name>
<al | owDel egati on>True</ al | owDel egati on>
<l-- No notification will be sent if set to True
use this in case you want to integrate this step into a portal or handle this step with another
product (Kiosk, iOS/ Android/ W ndows Phone App -->
<di sabl eEmai | >Fal se</ di sabl eEnwsi | >
<!-- optional authentication nethods for this recipient -->
</reci pi ent>
</ reci pi ent s>
<wor kst epConfiguration />
</ step>

The following parts are configured in this example:

emailBodyExtra

Order index in workflow

Recipient Type (Signer, CC, Acknowledge)

Recipient Data (Language, E-Malil, Firstname, Lastname, Delegation, Authentication)
Workstep configuration to define the signing task

Authentication

There are different authentications available. In this section the PIN and the SMS authentication are explained:

<aut henti cati ons>

<aut henti cati on>

<met hod>Pi n</ met hod>

<par anet er >4812</ par anet er >

</ aut henti cati on>

<aut henti cati on>

<met hod>SMs</ et hod>

<par anet er >+43664123456789</ par anet er >
</ aut henti cati on>

</ aut henti cati ons>

You can copy paste the authentication within the recipient tag. Following lines of code shows the place for the authentication:



<reci pi ent s>
<r eci pi ent >
<eMai | >##EMAI L##</ eMai | >
<enui | BodyExt r a></ enai | BodyExt r a>
<firstNane>Charl y</firstNanme>
<l ast Nanme>Xyzno</ | ast Nanme>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut henti cati ons>
<aut henticati on>
<met hod>Sms</ et hod>
<par anet er >+43664123456789</ par anet er >
</ aut hentication>
<aut henti cati on>
<net hod>Pi n</ net hod>
<par anet er >1234</ par anet er >
</ aut henti cati on>
</ aut henti cati ons>
</ recipient>
</ reci pi ent s>

To configure a OAuth2/SAML Authentication you can additionally use checks (eSAW 2.6+) to force a specific user to authenticate.

<aut henti cati ons>

<aut henti cati on>
<l-- CustonmAut henticationProvider will be napped to Generi cOAut hProvider -->
<met hod>Cust omAut hent i cat i onProvi der </ met hod>
<par anet er >naneof pr ovi der </ par anet er >
<checks>

<check conpareQperation="equal s" fieldl d="userprofile" val ue="a232656-6656-5665"></ check>

</ checks>

</ aut henti cati on>

<aut henti cati on>
<met hod>Cust onmOAut hPr ovi der </ net hod>
<par anet er >nareof provi der </ par anet er >

<checks>
<check conpareQperation="equal s" fieldld="useremail" val ue="jordan@yzno. cont ></ check>
<check conpareQperation="equal s" fieldl d="userprofile" val ue="a232336-6656-5665"></ check>
</ checks>

</ aut henti cation>
</ aut henti cati ons>

Hide Specific Documents

To configure the visibility of documents you first have to upload at least two documents. Therefor, upload two documents with the API call
UploadTemporarySspFile_v1 to get two document Ids. After this API call you have to add the document Ids to the API call SendEnvelope_v1:

<esi g: sspFi |l el ds>
<esi g:string>First document</esig:string>
<esi g: string>Second docunent </ esi g: string>
</ esig: sspFilelds>

After adding the documents you can now configure the visibility of the documents.

API Configuration is done via envelope/steps/step/documentOption; Sample:



<envel ope>
<st eps>
<step>

<enmi | BodyExtra>
</ emai | BodyExt r a>
<or der | ndex>1</ or der | ndex>
<docunent Opti ons>

<docunent Opti on docRef="1">

<i sH dden>1</i sHi dden>
</ docunent Opt i on>
<docunent Opti on docRef="2">
<i sH dden>1</i sHi dden>

</ docunent Qpt i on>
</ docunent Opti ons>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<wor kst epConfi guration>...</workstepConfiguration>
<r eci pi ent s>

<reci pi ent >
<eMai | >next @ eci pi ent . domai n</ eMai | >

</ reci pi ent>
</ recipi ents>
</ step>

</ st eps>
</ envel ope>

This feature is not available in all subscriptions.

Disposable Certificate Additional Information

If you want to use the disposable certificate you have to add additional information for the recipient:

<reci pi ent >

<di sposabl eCerti ficateAddi ti onal | nformati on>
<count r yResi dence>| T</ count r yResi dence>
<phoneMbi | €>+39XXXXXXXXXX</ phoneMobi | e>
<docunent Type>Cl </ docunent Type>
<docunent | ssuedBy>Conune di XXXXXXXXX</ docunent | ssuedBy>
<docunent | ssuedOn>20XX- XX- 01T00: 00: 00Z</ docunent | ssuedOn>
<docunent Expi r yDat e>20XX- XX- 30T00: 00: 00Z</ docunent Expi r yDat e>
<seri al Nummber >XXXXXXXXXXXXXXXX</ ser i al Nunber >
<identificati onType>FOREI GN_TAX_CODE</i dentificati onType>
<identificationCountry>lT</identificati onCountry>
<docunent Nurmber >XXXXXXXXXXXXX</ document Nunber >

</ di sposabl eCertificateAdditional I nfornation>

<r eci pi ent >

Workstep Configuration

The workstep configuration is the most tricky part for an integration.

There are many ways how to make a workstep configuration. The following list shows some options:

Developer mode (Visit the guide)
Workstep designer

Create your own configuration
GetAdHocWorkstepConfiguration
Place advanced tags

Developer mode
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To allow you to generate these, sometimes quite complex configuration, we created the Developer Mode. The Developer Mode allows you to use
eSignAnyWhere as a “configuration builder”. This means you create your desired workflow with the eSignAnyWhere User Interface (upload document,
define recipients, define signature and form fields, etc.) and download its configuration. So eSAW is generating the configuration for your via Ul created
workflow. Therefor, you do not have to know each step in the configuration and how it is build. Example: If you want to configure a signature field on your
document you can first add it on a document in the SAW Viewer and then download the configuration and add the signature in your workstep configuration.

For more information please have a look at the developer mode guide.

Workstep Designer

@ Availability of Workstep Designer

The workstep designer is a tool for developers only. It is usually not available on production environments, but can be used on our demo
environment and on-premise staging environments.

With the workstep designer you can add fields, authentications, viewer preferences, general policies and more. Following steps guide you through the
process of using the workstep designer:

Open the workstep designer

Select SignAnyWhere

Start designing

Create your workstep and finish it with the button “Save configuration”

Following Screenshots show you these steps:

Figure Description

Plaasa st by cpaning a documant! ST 1. Start designing (upload a file)

2. You have to select “SignAnyWhere”
for creating a eSignAnyWhere
compatible workstep

Figure Description


https://confluence.namirial.com/display/eSign/Developer+Mode

1. “Create WorkStep” can be used for
trying the current configuration in a
SAW Viewer (default eSAW client)

2. Save configuration downloads the
current configuration

3. You have to select “SignAnyWhere”
for creating a eSignAnyWhere

Test compatible workstep

4. Via “+" (Plus) you can add & place
signature fields on the document

You can also watch the following video which shows the process from the beginning.

Your browser does not support the HTML5 video element

Create your own configuration

You can also start with an empty workstep configuration and add those elements which you want. The next lines of code shows an example of an empty
workstep configuration.

<Wor kst epConfi guration>
<pdf Forns isEditingAl | owed="1">
<pdf FormsG oup id="fornFillingl">
</ pdf For mrs G oup>
</ pdf For ns>
<si gnat ur eTenpl at e></ si gnat ur eTenpl at e>
<si gnat ur ePl ugi nConfiguration />
<Fi ni shAction />
<Policy version="1.0.0.2">
<General Policies />
<Wor kst epTasks></ Wor kst epTasks>
</ Policy>
</ Wor kst epConfi gurati on>

Signature

First you have to add the signature field in the signature template. You can copy paste the following code and replace the ##Placeholder## with the
following signature configurations in the following section:

<si gnat ur eTenpl at e>##Pl acehol der ##</ si gnat ur eTenpl at e>

The following collapses shows examples of signature configurations (Click2Sign, Draw2Sign, Type2Sign and biometric signature):



<sig id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nurmber >
<posi ti onX>80. 22857</ posi ti onX>
<positionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nane="enabl ed" >1</ par an®>
<par am nanme="conpl et ed" >0</ par an>
<par am nane="si gType" >Pi ct ur e</ par an»
<par am nanme="posi ti oni ng" >onPage</ par an>
<par am nanme="al | owedCapt uri nghMet hods" >C i ck2Si gn</ par an»>

</ sig>

<si g id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nurber >
<posi tionX>80.22857</ posi ti onX>
<posi tionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am name="enabl ed" >1</ par an>
<par am nane="conpl et ed" >0</ par an>
<par am name="si gType" >Pi ct ur e</ par an>
<par am nanme="posi ti oni ng" >onPage</ par an®>
<par am nanme="al | owedCapt uri nghMet hods" >Dr aw2Si gn</ par an»>
</ sig>

<sig id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi ti onX>80. 22857</ posi ti onX>
<posi tionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nane="enabl ed" >1</ par an®
<par am name="conpl et ed" >0</ par an®>
<par am nane="si gType" >Pi ct ur e</ par an»
<par am name="posi ti oni ng" >onPage</ par an®>
<par am nanme="al | owedCapt uri nghet hods" >Type2Si gn</ par an»
</ sig>

<si g id="93cce567-aebc-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nurmber >1</ DocRef Nurber >
<positionX>80.22857</ posi ti onX>
<posi tionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nanme="enabl ed" >1</ par an»>
<par am nane="conpl et ed" >0</ par an>
<par am name="posi ti oni ng" >onPage</ par an>
owedSi gnat ur eTypes>
<si gType id="672d210e- 9aal- 41b5- bb24- 2e1b4b079f 61" type="Bi onetri cSi gnature">
<bi 0>0</ bi 0>
</ si gType>
</ Al | owedSi gnat ur eTypes>

<Al

</ si g>

After you have added the signature field to the workstep configuration you have to add a new task for the signature field and you have to add the signature
plugin information.

Note: The Id for the signature field must be the same as in the workstep task.



Following code shows an example for a workstep task. You can replace the workstep task from the empty workstep configuration by the following one:

<Wor kst epTasks SequenceMdde="SequenceOnl yRequi redTasks" ori gi nal SequenceMdde="SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl et ed="0" required="1" id="93cce567-ae5c-4e98-ac99- 9f 56ac034250" di spl ayNanme="
SignField 1" DocRef Nunber="1" type="Si gnFi el d" internal Al | Concer nedDocRef Nunber sLi st ="1"
al | Requi r edFi el dsFi | | edOnWor kst epCr eati on="0" />
</ Wor kst epTasks>

GetAdHocWorkstepConfiguration

Another way to get the workstep configuration is to upload a file and call the GetAdHocWorkstepConfiguration_v1. For this API call you need the document
Id which you got from the UploadTemporarySspFile_v1 and a AdHocWorkstepConfiguration. You can find an AdHocWorkstepConfiguration in the next
collapse.

Then you receive an empty configuration based on the uploaded PDF. You can now add additional signature fields or change some behaviors

<AdhocWor kst epConfi gurati on>
<I--A label for this workstep-->
<Wor kst epLabel >wor kst epLabel </ Wr kst epLabel >
<!--Defines a inmage generation correction factor. If for exanple this document contains very snall text,
whi ch m ght not be readable with the standard inage resolution of the client, this factor can be used to tell
the client to get a higher resolution.-->
<Snal | Text ZoonFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<I--Defines the tine to live of all the docunents created by the workstep. After this time to live is
expired, all docunents are deleted. '0' sets the time to live to forever.-->
<Wor kst epTi meToLi vel nM nut es>10</ Wor kst epTi neToLi vel nM nut es>
<!--Configure the actions done by the server and the by the clients when the workstep is finished.-->
<Fi ni shActi on>
<I--Configure the action done by the server when the workstep is finished.-->
<!--Attribute 'call Synchronous' wether the server should call that action before returning to the client
whi ch cal |l ed Fini shworkstep. Possible values: '1' the server does not return until the action is conpleted.
This may cause long waiting tines for the client in case of timeouts or other errors, 'O the server returns to
the client and calls the action afterwards. This nay cause problems if the client finish action depends on the
server finish action to be already conpl eted-->
<Server Action cal |l Synchronous="0">htt p://ww. googl e. at </ Server Acti on>
<l--Aclient action specifies the behavior of a specific client after a workstep is finished.-->

<l--'clientNarme': defines which client should inplenent this behavior. Predefined client nanes are:
"SICGNificant WBI', "'SIGNi ficant iPadApp' and 'SIGN ficant Androi dApp'. Any additional client name can be
defined by the user.-->

<I--'closeApp': defines if the client should close after finish.-->

<!--' RenpbveDocunent FronRecent DocunentList': if 1, the Docunent (Workstep) is renoved fromthe docunent

list, when the workstep has been successfully synced with the server.-->
<I--"CalldientActionOnl yAfterSuccessful Sync': if 1, the clientAction (Ui) is called, when the workstep
has been synced with the server. if 0, the clientAction (Uri) is called, when the user pressed finish/reject -
i ndependently, if the server was reachable and returned ok.-->
<CientAction clientName="W5l" cl oseApp="0" RenpbveDocunent Fr omRecent Docunent Li st ="0"

Cal | i entActi onOnl yAfterSuccessful Sync="1">ww. googl e. at </ Cl i ent Acti on>
</ Fi ni shActi on>
<! - -[ DEPRECATED)] Def aul t Wdt h: The default signature width for parsed signature fields in points. Specify
gTenpl ate. wi dth instead. -->
<! - - [ DEPRECATED] Def aul t Hei ght: The default signature height for parsed signature fields in points. Specify
gTenpl at e. hei ght instead. -->
<!--Configure the adhoc workstep creation-->
<NoSequenceEnf or ced>0</ NoSequenceEnf or ced>
<I--Atenplate for signature definitions.-->
<Si gTenpl at e>

<!--The elenments width in points-->

<wi dt h>50. 5</ wi dt h>

<!--The el ements height in points-->

<hei ght >100. 5</ hei ght >
</ Si gTenpl at e>
<!--Configuration for parsing the formfields. Possible values: '1'" parse the formfields, '0" do not parse
formfields-->

<I--Attribute 'mapRequiredFi el dsToRequi redTask': set the formfilling task required when sone of the fields
are required. Possible values: '1' required forns lead to required tasks, '0' required fields do not enforce
the task to be required-->

<I--Attribute 'fornsGouping' : Specify how the parsed forns should be grouped into tasks. Possible val ues:
' PerPage' all forns on one page are grouped to one forns group, 'PerDocunent' all forms of one document are

Si

Si



grouped to one forns group, 'PerEnvelope' all forms of all docunments inside the envel ope are grouped to one
forms group-->
<l--Attribute '"returnSinplifiedConfig : Possible values: '1'" return nminified formfield infornmation, 'O
return full formfield infornation-->
<I--Attribute 'addKeepExi stingVal ueFl ag': Possible values: '1" CreateWrkstep will use the PDF defined form
field value, '0' CreateWrkstep will use the XML defined formfield val ue-->
<Par seFor nFi el ds mapRequi r edFi el dsToRequi r edTask="0" for nsG oupi ng="Per Page" returnSi nplifiedConfig="0"
addKeepExi sti ngVal ueFl ag="0">1</ Par seFor nFi el ds>
<l--1f the workstep is not generated by hand but autonatically generated by the Wrkstep Controller
AdhocPol i ci es are specified-->
<AdhocPol i ci es>
<l--Configure if any modifications, |ike adding attachnents, freehand annotations are allowed after a
signature is applied-->
<Al | owbdi fi cati onsAfterSi gnature>1</ Al | om\bdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
<!--Configurate the signatures for this workstep. One default configuration has to be defined. The default
configuration is used for flatten signatures, adhoc signatures and signature fields which do not reference a
speci al signature plugin configuration. The default configurati on does not contain the attribute 'spcld . If
the attribute 'spcld is defined the signature plugin configuration does only apply to signature fields
referencing the configuration by specifiying <param name="spcl d">i d</ par anp. - - >
<si gnat ur ePl ugi nConfi gurati on>
<!--Configurate the signature properties-->
<Pdf Si gnat ur eProperties_V1>
<!'--Shoul d the signatures be pdf A conformant. Note this setting does not convert a document into pdfA, it
only keeps it pdfA conformant if it already is. Possible values: '1' sign pdf A conformant - in this case the
file size will be bigger than without pdfA '0' do not sign pdfA conformant.-->
<Pdf AConf or mant >0</ Pdf AConf or nant >
<I--Defines if the signature shoul d be PAJES part 4 conpliant. Possible values: '1' sign the docunent
PAJES part 4 conpliant, '0' sign the document with standard pdf signature. Default value: '0'-->
<PAdESPar t 4Conpl i ant >0</ PAJESPar t 4Conpl i ant >
<!--Defines if the certificate chain for the signing certificate should be enbedded into the signature.
Possible values: '1' include the certificate chain, '0' do not include the certificate chain. Default val ue:
‘0 -->
<l ncl udeSi gni ngCerti fi cat eChai n>0</ | ncl udeSi gni ngCerti fi cat eChai n>
<!--Defines if and how the revocation infornmation for the signing certificate chain should be enbedded.
Possi bl e val ues: ' DoNot | ncl ude' no revocation information is included, 'Include' the revocation information has
to be included, if not possible the signature throws an exception, 'TryTolnclude' if the revocation information
can be fetched, it should be included, if not the signature is done w thout revocation information. Information
about the signatures where the revocation information could not be included is saved into the WrkstepStat us,
' CheckRevocati onl ncl udeCQcsp' the revocation information has to be included when it is an OCSP, if checking of
the revocation (OCSP or CRL) fails an exception is thrown. Information about the signatures where the
revocation information could not be included is saved into the WrkstepStatus-->
<Si gni ngCertificateRevocationl nformati onl ncl udeMdde>DoNot | ncl ude<
/ Si gni ngCertificateRevocationl nfornmationl ncl udeMode>
</ Pdf Si gnat ur eProperti es_V1>
<!--Configurate the cryptographic data-->
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<!--The hash al gorithmused for the signatures. Possible values: 'Shal', 'Sha256', 'Sha512'-->
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gorit hn»
<!--The description of the signing certificate. Mdre than one SigningCertificateDescriptor can be defined
by adding this node nore than once. |If nore SigningCertificateDescriptors are present, these configurations are
used as backup if the selected SigningCertificateDescriptor is not working. For exanple if no revocation
information can be retrieved although it should be included into the signature.-->
<Si gni ngCertificateDescriptor>
<I--The certificates identifier-->
<l dentifier>14527a6bcf a8b4d7d0183f cabb735b1lc246d14ae</|dentifier>
<!--The certificate identifier type. Possible values: 'Subject', 'ShalThunmbprint'-->
<Type>ShalThunbpri nt </ Type>
<!--The cryptographic service provider to |locate the certificate. Possible values: 'default' uses the
servers certificate store, 'custom uses the custom signature action-->
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gurati on>
<l--Configure the signature string parsing-->
<Si gStri ngPar si ngConfi gurati on>
<I--Defines a signature string to parse. Tag can be present nore than once-->
<Si gStri ngsFor Par si ng>
<!--The start pattern of the signature string if it has a start and end pattern. G herw se the whole word
to parse-->
<StartPattern>"sig</StartPattern>



<l--End pattern if needed, otherw se enpty-->
<EndPat t er n>" </ EndPat t er n>
<!--Define if the signature strings should be cleared fromthe docunent. Possible values: '1'" renove the
signature strings fromthe docunent, '0' do not change the docunent-->
<Cl ear Si gString>1</d ear Si gStri ng>
<!--Define if only the entire word should be searched. For exanple if start pattern is 'signature' only
'signature' but not 'signaturepad' is found. This option does only effect signature string wthout end
patterns. Possible values: '"1' search only the entire word, '0' search words containing the pattern as well.-->
<Sear chEnti reWr dOnl y>1</ Sear chEnti r eWor dOnl y>
</ Si gStri ngsFor Par si ng>
</ Si gStri ngPar si ngConfi gurati on>
<!--Defines general policies for this workstep-->
<CGeneral Pol i ci es>

<!--1s the client allowed to save the workstep docunent-->

<Al | owSaveDocunent >1</ Al | owSaveDocunent >

<l--1s the client allowed to save the audittrail docunent-->

<Al | owSaveAudi t Trai | >0</ Al | owSaveAudi t Trai | >

<l--1s the client allowed to rotate the pages of the docunent-->
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>

<l--1s the client allowed to append a file to the workstep-->
<Al | owAppendFi | eToWr kst ep>1</ Al | owAppendFi | eToWbr kst ep>

<l--1s the client allowed to add append tasks to the workstep-->
<Al | owAppendTasksToWr kst ep>1</ Al | owAppendTasksToWor kst ep>
<l--1s the client allowed to enmnil the workstep docunent-->

<Al | owEnmi | Docunent >0</ Al | owEnzi | Docunent >

<l--1s the client allowed to print the workstep docunent-->

<Al | owPr i nt Docunent >0</ Al | owPr i nt Docunent >

<!--1s the client allowed to finish the workstep-->

<Al | owFi ni shwor kst ep>1</ Al | owFi ni shWr kst ep>

<l--1s the client allowed to reject the workstep-->

<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>

<!--1s the client allowed to undo actions-->

<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>

<l--1s the client allowed to colorize pdf forms-->

<Al | owCol ori zePdf For ms>0</ Al | owCol ori zePdf For s>

<l--1s the client allowed to add adhoc attachnents-->

<Al | owAdhocPdf At t achnment s>0</ Al | owAdhocPdf At t achment s>

<!--1s the client allowed to add signatures which are not defined in the tasks-->
<Al | owAdhocSi gnat ur es>1</ Al | owAdhocSi gnat ur es>

<l--1s the client allowed to add stanpi ngs which are not defined in the tasks-->
<Al | owAdhoc St anpi ngs>1</ Al | owAdhoc St anpi ngs>

<l--1s the client allowed to add adhoc freehand annotations-->
<Al | owAdhocFr eeHandAnnot at i ons>1</ Al | owAdhocFr eeHandAnnot at i ons>
<l--1s the client allowed to add adhoc typewriter annotations-->
<Al | owAdhocTypewr it er Annot ati ons>1</ Al | owAdhocTypew i t er Annot ati ons>
<l--1s the client allowed to add adhoc picture annotations-->
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<l--1s the client allowed to append adhoc docunents-->

<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ Gener al Pol i ci es>
</ AdhocWr kst epConfi gurati on>

Place advanced tags

Another way to prepare the workstep is to use signature field placeholder (‘sig’) or advanced tags in the document. For signature field placeholders you
need to get the AdHocWorkstepConfiguration via API (GetAdHocWorkstepConfiguration_v1) and for advanced tags you have first to perform a prepare call
(PrepareSendEnvelopeSteps_v1). An alternative is to use the Workstep Designer. The workstep designer can help you creating a workstep xml and you
can directly try it in the SignAnyWhere Viewer (the eSignAnyWhere default signing client).

<wor kst epConfi guration>
<Wor kst epLabel />
<Snal | Text ZoonFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>900</ Wr kst epTi neToLi vel nM nut es>
<Fi ni shActi on>
<ServerAction call Synchronous="0" />
<ClientAction clientNane="SIGNificant SignAnywhere" cl oseApp="0" RenpveDocunent Fr onRecent Docunent Li st ="0"
Cal | di ent Acti onOnl yAfterSuccessful Sync="1" />
</ Fi ni shAction>
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<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</versi on>
<posi tionUni t s>Pdf Uni t s</ posi ti onUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<si g id="cb5df e088- 968b- 462b- 8cdf - 15d282f 0Oedb2" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi tionX>51. 42857</ posi ti onX>
<positionY>464. 7771</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nane="enabl ed" >1</ par an»>
<par am nane="conpl et ed" >0</ par an>
<par am nane="bi 0" >0</ par an>
<par am nane="si gType" >Pi ct ur e</ par an»
<par am nanme="posi tioni ng" >onPage</ par an»>
<par am nane="al | owedCapt uri ngMet hods" >C i ck2Si gn</ par an»
</ si g>
</ si gnat ur eTenpl at e>
<sender | nf or mati on>
<user | nformation>
<firstName />
<l ast Nane />
<eMail />
</ user | nformation>
</ sender | nf or mati on>
<recei verlnformati on>
<user | nformati on>
<firstName />
<l ast Nane />
<eMail />
</ user | nformation>
</receiverlnfornmation>
<Agr eenent s>
<text |anguage="en">++Here you should add the | egal texts that are the base for the contract to be signed.
++</ t ext >
<text |anguage="*">++Here you should add the I egal texts that are the base for the contract to be signed.
++</t ext >
<t ext | anguage="de">++Hi er sollten allfallige Regelungen stehen, die der Benutzer akzeptieren nuss, bevor
er den Vertrag / das Dokument unterzeichnet. ++</text>
</ Agr eenment s>
<l ntroText s>
<text |anguage="en">++Here you shoul d describe, what this transaction is about and what the user needs to
do next.++</text>
<text |anguage="*">++Here you shoul d descri be, what this transaction is about and what the user needs to
do next.++</text>
<text | anguage="de">++Hi er sollten sie beschreiben, umwas es sich bei dem Dokument handelt, und was der
Benut zer nun tun soll.++</text>
</IntroTexts>
<pdf Forns i sEditingAl | owed="1" />
<attachment Fields />
<Pi ct ur eAnnot at i onTaskl nf o>
<M nResol uti on>100</ M nResol ut i on>
<MaxResol uti on>1200</ MaxResol uti on>
<Col or Dept h>Col or 16/ Col or Dept h>
</ Pi ct ur eAnnot at i onTaskl nf o>
<Typewr i t er Annot ati onTaskl nfo />
<Vi ewer Pr ef erences>
<ShowVer si onNunber >1</ ShowVer si onNurber >
<Enabl eThunbnai | Di spl ay>1</ Enabl eThunbnai | Di spl ay>
<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>
<War ni ngPopupDi spl ayAft er >Fi | | O Si gnFi el d</ War ni ngPopupDi spl ayAfter>
<Qui di ngBehavi or >Gui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >
<For nFi el dsGui di ngBehavi or >Al | owSubmi t Al ways</ For nFi el dsCui di ngBehavi or >
<Fi ni shwr kst epOnOpen>0</ Fi ni shwr kst epOnOpen>
</ Vi ewer Pr ef erences>
<Policy version="1.0.0.2">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocurent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>



<Al | owAppendFi | eToWor kst ep>0</ Al | owAppendFi | eToWor kst ep>
<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWor kst ep>
<Al | owEnai | Docunent >1</ Al | owEnai | Docunent >
<Al | owPri nt Docunent >1</ Al | owPr i nt Docunent >
<Al | owFi ni shwWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ns>0</ Al | owCol ori zePdf For ns>
<Al | owAdhocPdf At t achment s>1</ Al | owAdhocPdf At t achment s>
<Al | owAdhocSi gnat ur es>1</ Al | owAdhocSi gnat ur es>
<Al | owAdhocSt anpi ngs>1</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>1</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr i t er Annot ati ons>1</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owAdhocPi ct ur eAnnot ati ons>1</ Al | owAdhocPi ct ur eAnnot ati ons>
<Al | owAdhocPdf PageAppendi ng>1</ Al | owAdhocPdf PageAppendi ng>
</ Gener al Pol i ci es>
<Wr kst epTasks SequencelMde="SequenceOnl yRequi r edTasks" ori gi nal SequenceMde="SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl et ed="0" required="1" id="c5df e088-968b- 462b- 8cdf - 15d282f 0Oedb2" di spl ayNane="
SignField 1" DocRef Nunmber="1" type="Si gnFi el d" internal All Concer nedDocRef Nunber sLi st="1" />
</ Wor kst epTasks>
<AdhocPol i ci es>
<Al | owvbdi fi cati onsAfterSi gnat ure>1</ Al | owvbdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
</ Policy>
<ti meCreat ed>2017-03- 15T11: 02: 31. 7812969Z</ ti neCr eat ed>
<si gnat ur ePl ugi nConf i gurati on>
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >0</ Pdf AConf or nant >
<PAdESPar t 4Conpl i ant >0</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>0</ | ncl udeSi gni ngCertifi cat eChai n>
<Si gni ngCertificateRevocati onl nformati onl ncl udeMode>DoNot | ncl ude<
/ Si gni ngCertificateRevocationl nformationl ncl udeMode>
<Si gnat ur eTi mest anpDat a>
<Password />
<Si gnat ur eHashAl gori t hm>SHA1</ Si gnat ur eHashAl gori t hne
<Uri />
<User Nane />
</ Si gnat ur eTi mest anpDat a>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gorit hn»
<Si gni ngCertificateDescriptor>
<l denti fi er >DDED02DC192573B722E8C027FOE47E63152EB822</ | denti fi er >
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConf i gurati on>
<Audi t i ngTool sConfiguration WiteAuditTrail="1">
<Noti fi cationConfiguration>
<Noti ficationUl>http://| ocal host: 49999/ Recei ver Sanpl e. aspx?
Wor kst epl d=##Wor kst epl d##&Event Type=##Event Type##&Sour ce=##Sour ce##&Ti me=##Ti me##8&Descri pti on=##Descri pti on##<
/ NotificationUl>
</ Noti ficationConfiguration>
</ Audi t i ngTool sConfi gurati on>
<Transact i onCodeConfi gurati ons>
<Transacti onCodeConfi guration trConfld="">
<Message>Pl ease sign the docunent with the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gur ati on>
<Transacti onCodeConfi gurati on trConfld="Transl">
<Message>Pl ease accept the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithml dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gurati on>
</ Transact i onCodeConfi gurati ons>
</ wor kst epConfi gurati on>



Input Validation for Form Fields

In the workstep configuration you can define a form field valdiation for text fields.

<t ext Box id="Text1">

<m nLengt h>5</ m nLengt h>
<pl acehol der s>
<pl acehol der | anguage="*">exanpl e. mai | @yzno. conx/ pl acehol der >
<pl acehol der | anguage="de" >bei spi el . mai | @yzno. conx/ pl acehol der >
</ pl acehol der s>
<tool ti ps>
<tooltip | anguage="*">Pl ease enter your phone nunber in the format +{countryCode}{phoneNunber}</tooltip>
<tooltip | anguage="de">Bitte geben Sie hier Ihre Tel efonnumrer in dem Format +{L&andercode}{Tel ef onnunmer}
ein</tooltip>
</tool tips>
<i nput Val i dati on>
<t ype>Nunber/ Deci nal / Cur r ency/ Phone/ Enmai | / Dat e/ Ti me/ Cust onx/t ype>
<for mat >dd- MM yyyy / \d*(\.]|,)?\d?</format>
<range from="-128" to="127" />
</input Val i dati on>
</ t ext Box>

In the next collapse you can find a workstep configuration with one recipient and a textfield for the input validation:

<envel ope>
<nane>t est </ nane>
<eMai | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >
<eMui | Body>Dear #Reci pi ent Fi rst Name# #Reci pi ent Last Nane#

#Per sonal Message#
Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDate#</eMi | Body>
<enabl eRem nder s>t r ue</ enabl eReni nder s>
<firstRem nder DayAnpunt >5</ fi r st Rem nder Day Anount >
<r ecur r ent Renm nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anpbunt >3</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>28</daysUnti | Expire>
<cal | backUr | ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<di spl ayedEmai | Sender ></ di spl ayedEnwai | Sender >
<steps>
<step>
<emai | BodyExt r a></ enui | BodyExt r a>
<order | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opt i ons>
<docunment Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opti on>
</ docunent Opti ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >t est </ Wr kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>43210</ Wr kst epTi neToLi vel nM nut es>
<Fi ni shAction />
<Vi ewer Pref erences>
<SendVi si bl eArea al | onedDonmi n="*">0</ SendVi si bl eAr ea>
<Fi ni shwor kst epOnOpen>0</ Fi ni shwor kst epOnOpen>
</ Vi ewer Pref erences>
<Policy version="1.1.0.0">
<AdhocPol i ci es>
<Al | owivbdi fi cati onsAfterSi gnature>1</ Al | owibdi ficati onsAfterSi gnature>
</ AdhocPol i ci es>
<Ceneral Pol i ci es>
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<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocPdf At t achnment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
<Al | owAdhocPi ct ur eAnnot ati ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocTypewr i t er Annot ati ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owEmai | Docunent >1</ Al | owEnai | Docunent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owPr i nt Docunent >1</ Al | owPr i nt Docunent >
<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wr kst ep>
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owRej ect Wr kst epDel egat i on>0</ Al | owRej ect Wir kst epDel egati on>
</ General Pol i ci es>
<Wor kst epTasks ori gi nal SequenceMbde="NoSequenceEnf or ced" SequenceMbde="NoSequenceEnforced">
<Task id="73255b74-07b6- 45cc-8522- 167066a12b20" DocRef Nunber ="1" enabl ed="1" conpl et ed="0" type="
Fill FornmsG oup" required="0" displayNanme="" />
</ Wor kst epTasks>
</ Pol i cy>
<ti meCreat ed>2019- 09- 27T11: 44: 54. 5204547Z</ ti meCr eat ed>
<Transacti onCodeConfi gurati ons>
<Transact i onCodeConfi guration trConfld="snmsAut hTransacti onCodel d" >
</ Transact i onCodeConfi gur ati on>
</ Transact i onCodeConfi gur ati ons>
<recei verlnformation>
<user | nformation>
<first Name>##NAVE##</ f i r st Name>
<l ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai mer >1</ showNani ri al Di sposabl eDi scl ai mer >
</recei verlnfornation>
<sender | nf or mati on>
<user | nformation>
<first Name>##NAVE##</ f i r st Name>
<l ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<pdf Forns i sEditingAl | owed="0">
<pdf For msGr oup i d="73255b74- 07b6- 45cc- 8522- 167066a12b20" >
<t ext Box i d="Text Box_ch0dc271-f b5b- 8e9a- 7001- 89b14bf b33da" >
<DocRef Nurmber >1</ Doc Ref Nunber >
<i sRequi r ed>0</i sRequi r ed>
<posi ti onPage>1</ posi ti onPage>
<posi ti onX>70</ posi ti onX>
<posi tionY>667</ positionY>
<wi dt h>125</w dt h>
<hei ght >20</ hei ght >
</ t ext Box>
</ pdf For ns G oup>
</ pdf For ns>
<TypewriterAnnot ati onTasklnfo />
<attachnentFields />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ ver si on>
<posi ti onRef erenceCor ner >Lower _Lef t </ posi ti onRef er enceCor ner >
<posi tionUni t s>Pdf Uni t s</ posi ti onUni t s>
</ si gnat ur eTenpl at e>
<Audi ti ngTool sConfi guration WiteAuditTrail="0">
<Noti fi cationConfiguration />
</ Audi ti ngTool sConfi guration>
<resourcelris />
<Loggi nghet al nf or mat i on>
<envel opel d>24b99a22- dc93- 45d8- b7c3- c5b607bcabed</ envel opel d>
<envel opeReci pi ent | d>7b7ef 5f 6- 2e9a- 49a0- al47- 59324e6463d8</ envel opeReci pi ent | d>
</ Loggi ngMet al nf or mat i on>
</ wor kst epConfi guration>



<r eci pi ent s>
<reci pi ent >
<eMai | >##EMAI L##</ eMai | >
<emai | BodyExt r a></ emuai | BodyExt r a>
<first Name>##NAVE##</ f i r st Nane>
<| ast Name>##NAVE##</ | ast Name>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnmi | >
<ski pExt er nal Dat aVal i dati on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut hentications />
</ recipient>
</ reci pi ent s>
</ step>
<step>
<enui | BodyExt r a></ enmai | BodyExt r a>
<order | ndex>2</ or der | ndex>
<r eci pi ent Type>Cc</reci pi ent Type>
<useDef aul t Agr eenent s>f al se</ useDef aul t Agr eenent s>
<r eci pi ent s>
<reci pi ent >
<eMai | >S#H#EMAI L##</ eMai | >
<emai | BodyExt r a></ enui | BodyExt r a>
<first Name>##NAVE##</ f i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egat i on>f al se</ al | owDel egati on>
<aut hentications />
</ recipient>
</ reci pi ent s>
</ st ep>
</ st eps>
<addFor nFi el ds>
<docunent docRef="1">
<t ext Box name="Text Box_chb0dc271-f b5b- 8e9a- 7001- 89b14bf b33da" readOnl y="fal se" required="fal se" x="70" y="
667.92" w dt h="125" hei ght ="20" page="1">
<font Setti ngs>
<t ext Col or >#000000</ t ext Col or >
<f ont Name>Ti mes New Roman</f ont Nanme>
<font Si ze>11</font Si ze>
<font Styl eBol d>f al se</font Styl eBol d>
<fontStyleltalic>fal se</fontStyleltalic>
<text Align>Left</textAlign>
</font Settings>
<val ue />
<maxLengt h>- 1</ maxLengt h>
<i sMul ti Li ne>fal se</isMultiLine>
<i sPasswor d>f al se</i sPasswor d>
<i sConb>f al se</i sConb>
</t ext Box>
</ docunent >
</ addFor nFi el ds>
<at t achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

The following options are availabe:

* Date
© Format is required; Value: any .NET format
© Range is optional and must match with given format
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<i nput Val i dat i on>

<t ype>dat e</ t ype>

<f or nat >dd. MMWM yyyy</f or nat >

<range from="13. Mai 2018" to="18. Decenber 2019" />
</ i nput Val i dati on>
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© no format or range

<i nput Val i dati on>
<type>enai | <type>
</ i nput Val i dati on>

® Number

© Format is required

" decimalPlaces required; between 0..10

decimalSeparator (if decimalPlaces > 0): comma, point or apostrophe
thousandsSeparator (must be different to decimalSeparator): comma, point, apostrophe, blank
symbol (optional): any text, e.g. for currency
symbolLocation (required if symbol is set): start, startWithBlank, end, endWithBlank
Range: allowed (optional): must match with given format

<i nput Val i dati on>
<t ype>nunber </t ype>
<fornmat deci mal Pl aces="2" deci nal Separ at or =" conma" t housandsSepar at or =" poi nt" synbol ="€" synbol Locati on="
endW t hBl ank" />
<range from="-300,00 €" to="5.000,00 €" />
</ i nput Val i dati on>

True (within the range) False (outside the range)
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® Phone
© Format: required; International, InternationalLeadingZeros, InternationLeadingPlus

<i nput Val i dati on>

<t ype>phone</type>

<format type="international" />
</ i nput Val i dati on>

®* Time
© Format: required; any .NET time format
© Range: allowed (optional), must match with given format

<i nput Val i dati on>

<type>ti ne</type>

<f or mat >HH: m/ f or mat >

<range from="12: 00" to="18:00" />
</ i nput Val i dati on>
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