Envelope structure

This case guides you through the structure of a configuration. Generally the following steps are necessary to test the configuration:

1. Upload a file
2. Create configuration
3. Send an envelope

Please also see the next figure for an overview of the envelope structure:
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For a basic guide of REST and the different API calls please also have a look at our Postman tutorial.
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Upload a file

You can upload a file with the following URL:

ht t ps: // deno. esi gnanywher e. net/ Api / v6/fil e/ upl oad

The result of the API call is the Fileld which will be needed for the sending call.

Configuration



@ Please note that with api v6 the general policies are set as default:

{

Al | owAdhocFr eeHandAnnot ati ons = fal se,
Al | owAdhocPdf Att achments = fal se,

Al | owAdhocPdf PageAppendi ng = fal se,

Al | owAdhocPi ct ureAnnot ati ons = fal se,
Al | owAdhocSi gnatures = fal se,

Al | owAdhocSt anpi ngs = fal se,

Al | owAdhocTypewr i ter Annot ati ons = fal se,
Al | owEmai | Docunent = true,

Al | owPr i nt Docunent = true,

Al | owRej ect Wrkstep = true,

Al | owSaveAuditTrail = true,

Al | owSaveDocunent = true,

Al | omUndoLast Action = fal se,

Al | owRot ati ngPages = fal se,

Al | owAppendFi | eToWrkstep = fal se,

Al | owAppendTasksToWr kstep = fal se,

Al | owCol ori zePdf Forns = fal se,

Al | owRel oadOf Fi ni shedWorkstep = true,
Al | owDownl oadOf Si gnedP7MFi | es true

Via Ul it is possible to change the following policies (settings can be found in organization settings Policy for the document viewer for
recipients):

<CGener al Pol i ci es>

<Al | owSaveDocunent >1</ Al | owSaveDocunent >

<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >

<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>

<Al | owAdhocPdf At t achnent s>0</ Al | owAdhocPdf At t achnment s>
</ Gener al Pol i ci es>

The configuration is the core of the envelope. Within the configuration you can define following settings:

® Envelope configuration
© Name
O Meta data
© Document time stamp etc.
® Unassigned elements
O Textboxes
© Radio buttons
© signatures etc.
® Activities
o Action
" Sign
® Recipient configuration
©  Authentication configuration
" View
® Recipient configuration
©  Authentication configuration
= Sign automatic etc.
= SignAsP7M
© Visibility options
Email configuration
Reminder configuration
Expiration configuration
Callback configuration
Agreement configuration

Starting configuration



Lets start with a nearly empty configuration first. Then fill it step by step with the settings above. In the next collapse you can find the sample configuration
which includes one action (ClickToSign):

"Docunents": [{
"Fileld": "c5a229ae-1234-1234-b6e8- d4eb9f d7bcf 5",
"Docunent Nurmber": 1
}
I,
"Nanme": "Test",
"Activities": [{
"Action": {
"Sign": {
"Reci pi ent Configuration": {
"Contact !l nformation": {
"Emmil": "janedoe@anpl e. cont,
"G venNane": "Jane",
"Surnanme": "Doe",
"LanguageCode": "EN'
}
b
"El enents": {
"Signatures": [{
"TaskConfiguration": {
"OrderDefinition": {
"Orderlndex": 0
}
}
"Elenent1d": "sanple sig clicktosign",
"Required": true,
" Docunent Nunber": 1,
"Di spl ayNanme": "Sign here",
"Al | owedSi gnat ur eTypes": {
"dickToSign": {
}
}
"FieldDefinition": {
"Position": {
"PageNunber": 1,
"X": 100,
"Y"': 200
b
"Size": {
"Wdth": 100,
"Height": 70

]
}

i gni ngG oup": "firstSigner"

The next screenshot shows the document after sending the configuration:
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With this configuration we can now add the settings which are mentioned above. First, lets start with the envelope configuration.

Envelope configuration

You can place the general policies directly below the following row:

"Name": "string",

"Met aData": "string",

" AddDocunent Ti mest anp": true,
"ShareWt hTeant': true,
"LockFor nFi el dsOnFi ni sh": true,

Unassigned elements

This section contains all elements which were not assigned to a specific recipient. This results for example from adding so called sig-string to the
document. For example, the SIGNificant Server Platform, analyzes PDF documents and searches for so-called 'sig-strings'. When found, a signature field
is inserted exactly on this position of the document.

Such elements could be:
® PDF form fields
© Textboxes, Checkboxes, Comoboxes, Radio buttons, Listboxes

® Signatures
® Predefined field elements

Attachments



Attachments

"Attachments": [
{
"Elenent!1d": "string",
" Docunent Nurmber ": 0,
"Required": true,
"Fil eName": "string",
"Di spl ayl conType": "Paperclip",
"FieldDefinition": {
"Position": {
"PageNunber": 0,
"X 0,
"Y': 0
b
"Size": {
"Wdth": 0,
"Height": 0O
}
}

askConfiguration": {
"OrderDefinition": {
"Orderlndex": 0

Link configuration



Link configuration

"Li nkConfiguration": {
"HyperLinks": [
{
"Elenentld": "string",
"Uri": "string",
"Docunent Nunber": 0,
"Fi el dDefinition": {
"Position": {
"PageNunber": 0,
"X': 0,
"Y': 0
}
"Size": {
"Wdth": 0,
"Height": 0
}
}
}
1,
"Docunent Li nks": [
{

"El enent1d": "string",

" Docunent Nunber": 0,

"Li nkAnchor": {
"Elenent1d": "string",
"Docunent Nunber": 0,
"LinkDefinition": {

"Position": {
"PageNunber": 0,
"X 0,
"Y': 0
b
"Size": {
"Wdth": 0,
"Height": 0
}
}
H
"Fi el dDefinition": {
"Position": {

"PageNunber": 0,

"X': 0,

"Y': 0

b

"Size": {
"Wdth": 0,
"Height": 0

v3.0

Reading confirmation
With the reading task a recipient must confirm reading the document to have the evidence that he/she was reading it.
Generally there are 3 basic ways concerning the range of the reading task:

® Reading task for an area

® Reading task for one page
® Reading task for the document

Area read confirmation



Area read confirmation

" AreaReadConfirnations": [
{
"Elenent!1d": "string",
"Required": true,
" Docunent Nunber": 0,
"Di spl ayNanme": "string",
"Definition": {
"Position": {
"PageNunber": O,
X0,
"Y' 0
H
"Size": {
"Wdth": O,
“Height": 0
}
}

askConfiguration": {
"OrderDefinition": {
"Orderlndex": 0

Page read confirmation

Page read confirmation

" PageReadConfirmations": [

{
"Elenent!1d": "string",
"Required": true,
" Docunent Nunber": 0,
"Di spl ayNanme": "string",
"PageNunber": 0,
"TaskConfiguration": {
"OrderDefinition": {
"Orderlndex": 0
}
}
}
1.

Document read confirmation

Document read confirmation

"Docunent Confi rmati onReadConfirnation":
"El enent1d": "string",
"Required": true,
"Di spl ayNane": "string",
"TaskConfiguration": {
"OrderDefinition": {
"Orderlndex": 0

Activities

{



This is the main part of the envelope configuration. The section activities can include one to many actions.

Action

Please note that additionally to the elements below you can add a visibility option to either show all documents to the recipient or just selected once:
Visibility option

"VisibilityOptions": [
{
"Docunent Nunber": 0,
"l sHi dden": true

Those actions include the recipients of the envelope as well as the tasks for those recipients (signing, viewing etc.)
One action can either include one of the following tasks:

Automatic signing

Document viewing

P7M signing
Signing

Automatic signing

Please see the following sample for an automatic signing action:



"Docunents": [
{
"Fileld": "1234ddc4-1234-1234-1234- 3af 31¢c131234",
"Docunment Nunber": 1
}
1.
"Nane": "Test.pdf",
" AddDocurent Ti nest anp”: fal se,
"ShareWt hTean!': true,
"LockFor nFi el dsOnFi ni sh": fal se,
"Activities": [

{
"Action": {
"Si gnAutomatic": {
“Profileld": "12347562-1234-1234-1234-5a43184d1234",
"Renderi ngLanguageCode": "EN',
"Visi bl eSi gnatures": [
{
" Docunent Nunber": 1,
"UseExt er nal Ti nest anpServer": fal se,
"FieldDefinition": {
"Position": {
"PageNunber": 1,
"X"': 68.0,
"Y*: 631.8
I
"Size": {
"Wdth": 190. 0,
"Height": 80.0
}
}
}
]
}
},
"VisibilityOptions": [
{
" Docunent Nunber": 1,
"l sHi dden": false
}
]
}

1.
"Emai | Configuration": {
"Subject": "Please sign the enclosed envel ope",
"Message": "Dear #RecipientFirstNanme# #Reci pi ent Last Nane#

#Per sonal Message#
Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDate#"

b

"Reni nder Configuration": {
"Enabl ed": true,
"Fi rst Rem nder | nDays": 5,
"Rem nder Resendl nt erval | nDays": 3,
" Bef or eExpi rati onl nDays": 3

}

Expi rati onConfiguration": {
"Expi rationl nSecondsAfterSendi ng": 2419200

Document viewing

Please see the following sample for a document viewing action:



"Docunents": [
{
"Fileld": "264addc4-1234-1234-1234- 3af 31c13b3c2",
"Docunent Nunber": 1
}
I,
"Nane": "Test.pdf",
" AddDocunent Ti mest anp”: fal se,
"ShareWthTean': true,
"LockFor nFi el dsOnFi ni sh": fal se,
"Activities": [
{
"Action": {
"View': {
"Reci pi ent Configuration": {
"Contact I nformation": {
"Email": "john.doe@anple. cont,
"G venNane": "John",
"Sur nanme": "Doe",
"LanguageCode": "EN'
I
"SendEmai | s": true,
"Al | owAccessAfterFinish": true

}

i ewi ngG oup": "1"
}
.
"VisibilityOptions": [
{
" Docunment Nunber": 1,
"l sHi dden": false

"Action": {
" SendCopy": {
"Reci pi ent Configuration": {
"Contact !l nformation": {
"Emai |l ": "jane.doe@anpl e. cont',
"G venNane": "Jane",
"Surname": "Doe",
"LanguageCode": "EN'
}
}

pyi ngG oup": "2"
}
},
"VisibilityOptions": [
{
" Docunment Nunber": 1,
"l sHi dden": false

}
1
"Emai | Configuration": {
"Subject": "Please sign the enclosed envel ope",
"Message": "Dear #RecipientFirstName# #Reci pi ent Last Nane#

#Per sonal Message#
Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDate#"
b
"Reni nder Configuration": {
"Enabl ed": true,
"Fi rst Rem nder | nDays": 5,



"Remni nder Resendl nterval | nDays": 3,

" Bef or eExpi rati onl nDays": 3
b
"ExpirationConfiguration": {

" Expi rationl nSecondsAfter Sendi ng": 2419200
}

P7M signing

Please see the following sample for a P7M signing action (for more information please also see Using P7M (PKCS7) signature type):

{
"Docunents": [
{
"Fileld": "a33f6f7d-1234-1234-1234-42cfbc3cad08",
"Docunment Nunber": 1
}
I
"Nane": "test",
"Activities": [
{
"Action": {
"Si gnAsP7TM': {
"Reci pi ent Configuration": {
"Contact ! nformation": {
"Email": "john.doe@anpl e. cont,
"G venNane": "John",
"Surnane": "Doe",
"LanguageCode": "EN'
H
"SendEnmai | s": true
},
" Si gnat ur eMet hods": {
"Local Certificate": false,
"Di sposabl eCertificate": {
"Docunent | ssui ngCountry": "AT",
"ldentificationlssuingCountry": "AT",
"l dentificationType": "DrivingLicense",
"PhoneNunber": "+##PhoneNunber ##",
"Docunent Type": "DriverlLicense",
"Docunent | ssuedBy": "##l ssuer ##",
"Docunent | ssuedOn": "2023-02- 15",
"Docunent Expi ryDate": "2023-02-28",
"Serial Nunmber": "##Seri al Nunber ##",
"Docunent Nunber": "123"
}
I
" Si gnAsP7M oup”: "1"
}
}
}
]
}
Signing

Lets have a detailed look into the signing task.
The signing task includes the following information:

® Recipient configuration

© Contact information
® Personal message (optional)
® Authentication

© Access code
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0 SMS OTP

© Swedish bankld

© OAuth

o0 SAML
® Elements

© same elements available as documented in the section "unassigned elements"
® Signature data configuration
® Batch configuration

Recipient configuration

Recipient configuration

"Reci pi ent Configuration": {
"Contact I nformation": {

"Email": "string",
"G venNane": "string",
"Surnane": "string",

"PhoneNunber": "string",
"LanguageCode": "AF"

Personal message

Personal message

"Per sonal Message": "string",

Authentication

Authentication

"Aut henti cati onConfiguration": {

Within this section you can place the different authentication methods:
Access code
Access code
"AccessCode": {

"Code": "string"
I

SMS-OTP

SMS-OTP

" SmsOneTi mePasswor d": {
"PhoneNunber": "string"

b

Swedish Bank Id



Swedish Bank Id

" Swedi shBankl d": {
" Per sonal Nunber": "string",
" Al | owAnyPer sonal Nunber": true
H

OAuth2

OAuth2

" QAut hAut henti cati ons": [

{
"Provi der Name": "string",
"Val idations": [
{
"Fi el dRef erencel d": "string",
"Expect edVal ue": "string"
}
]
}

SAML

SAML

"Sanm Aut henti cations": [

{
"Provi der Name": "string",
"Val idations": [
{
"Fi el dRef erencel d": "string",
"Expect edVal ue": "string"
}
]
}

]

Additionally to the those configuration referring the recipient also following settings are available. This setting include to disable the email and allowing the
recipient to access the envelope again after it has been completed and closed. Furthermore, it is possible to include app links in the email and allowing
delegation:

Additional recipient configuration

"Di sabl eEmai | ": true,
"Al | owAccessAfterFinish": true,
"I ncl udedEmai | AppLi nks": {
"Androi d": true,
"iO8": true,
"W ndows": true

}

"Al | owDel egation": true

Elements

In this section you can add elements for the recipient which (if they are set required) must be finished in order to finish the envelope.
PDF Forms

Textbox



Textbox

"Text Boxes": [
{
"Elenent!1d": "string",
"Required": true,
"Val ue": "string",
" Docunent Nunber": 0,
"Val idation": {
"Type": "None",
"Dat eVal i dati onConfiguration": {
"Format": "string",
"Range": {
"Front': "string",
"To": "string"
}
}
"Nunber Val i dati onConfi guration": {
"Decimal Digits": O,
"Synbol ": "string",
"Synbol Location": "Start",
"G oupSeparator”: "Conma",
"Deci nal Separator": "Comm",
"Range": {
"Front': "string",
"To": "string"
}
}
"PhoneVal i dati onConfiguration": {
"Type": "International"
1,
"Ti meVal i dati onConfiguration": {
"Format": "string",
"Range": {
"Front': "string",
"To": "string"
}
}
},
"FieldDefinition": {
"ReadOnl y": true,
"MaxLength": 0,
"IsMultiline": true,
"l sPassword": true,
"IsFileSelect": true,
"IsScrol | Al'l oned": true,
"1 sConbi ned": true,
"Text Format": {
"TextCol or": "string",
"Font Si zelnPt": O,
"Font Nanme": "string",
"Bol d": true,
"ltalic": true,
"TextAlign": "Left"
1,
"Position": {
"PageNunber": O,

X0,
"Y' 0
o
"Size": {

"Wdth": 0,
"Height": 0
}
}
"TaskConfiguration": {
"GroupedOrderDefinition": {



"Groupld": "string",
"Orderlndex": 0

Checkbox

Checkbox

"CheckBoxes": [
{
"Elenent!1d": "string",
"Requi redEval Pol i cy": "None",
" Docunment Nunber": 0,
"Required": true,
"| sChecked": true,
"FieldDefinition": {
"ExportVal ue": "string",
"Position": {
"PageNunber": 0,
"X 0,
"Y': 0
I
"Size": {
"Wdth": 0,
"Height": 0
H
"ReadOnl y": true
b
"TaskConfiguration": {
"GroupedOrderDefinition": {
"Groupld": "string",
"Orderlndex": 0

Combobox



Combobox

" ConmboBoxes": [
{

"Elenent!1d": "string",

" Docunent Nurmber ": 0,

"Required": true,

"Val ue": "string",

"FieldDefinition": {

"Text Format": {

"TextColor": "string",
"Font Si zelnPt": O,
"Font Nanme": "string",
"Bol d": true,
"ltalic": true,
"TextAlign": "Left"

H
"ltenms": [
{
"ExportVal ue": "string",
"Di spl ayVal ue": "string"
}
]

"1 sEditable": true,
"ReadOnl y": true,
"Position": {
"PageNunber": 0,

X0,
"Y' 0
o
"Size": {

"Wdth": 0,
"Height": 0
}
b
"TaskConfiguration": {
"G oupedOrderDefinition": {
"Groupld": "string",
"Orderlndex": 0

Radio button



Radio button

"Radi oButt ons":

Listbox

[

"G oupNane": "string",

" Docunent Nurmber ": 0,
"1sSel ect Uni son": true,
"Required": true,

"Sel ectedltem: "string",
"FieldDefinitions": [

{
"ExportVal ue": "string",
"1 sChecked": true,
" CheckBoxAppear ance": true,
"ReadOnl y": true,
"Position": {
"PageNunber": 0,
"X 0,
"Y' 0
H
"Size": {
"Wdth": 0,
"Height": 0
}
}

I
"G oupTaskConfiguration": {
"GroupedOrderDefinition": {
"Groupld": "string",
"Orderlndex": 0



Listbox

"Li st Boxes": [
{
"Elenent!1d": "string",
" Docunent Nurmber ": 0,
"Required": true,
"PreSel ectedltens": [
"string"
1.
"FieldDefinition": {

"Text Format": {
"TextColor": "string",
"Font Si zelnPt": O,
"Font Nane": "string",
"Bol d": true,

"ltalic": true,
"TextAlign": "Left"
}
"ltens": [
{
"Export Val ue":
"Di spl ayVal ue":
}

"string",
"string"

I,
"IsMul ti Select": true,

"ReadOnl y": true,

"Position": {
" PageNunber":
"X 0,
"Y': 0

I

"Size": {
"W dt h":
"Hei ght":

}

o,

0,
0

b
"TaskConfiguration": {
"GroupedOrderDefinition": {
"Groupld": "string",
"Orderlndex": 0

Signatures

Signature information

"Signatures": [
{

"Elenent!1d": "string",

"Required": true,

" Docunent Nunber": 0,

"Di spl ayNanme": "string",

"Fi el dDescription": "string",

"Al | owedSi gnat ur eTypes": {

Before you add the signatures please add the following in the section "Signatures"
timestamp (optional):

. [in order to set the order of the recipients (required) and to set the



TaskConfiguration

"TaskConfiguration": {
" St anpl npri nt Dat eConfi guration": {
"UselLocal Ti nezone": true,
"Dat eTi meFormat": "string"

}

eExt er nal Ti mest anpServer": true,
"Batchld": "string",
"OrderDefinition": {
"Orderlndex": 0O

In the "AllowedSignatureTypes" you can place the following available signature types:

Please note: The following configurations for the signature types do not include the field definition. Please add the following code to the choosen
signature type in order to place the signature field on the document.

Field definition

"Fi el dDefinition": {
"Position": {
"PageNunber": 0,

"X 0,
"Y' 0
I
"Size": {
"Wdth": 0,
"Height": 0
}
o
ClickToSign
ClickToSign
"CickToSign": {
"UseExt er nal Si gnat ur el nage": "Optional",

"Preferred": true,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Displaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

DrawToSign



DrawToSign

"DrawToSi gn": {

"UseExt er nal Si gnat urel nage": "Optional",

"Preferred": true,

" Stanpl nprint Configuration": {
"Di spl ayExtral nfornmation": true,
"Di splayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNurber": true,
"UseCust onSt anpl nprint": true,
"Displaylp": true,
"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

TypeToSign

TypeToSign

"TypeToSi gn": {

"UseExt er nal Si gnaturel mage": "Optional",

"Preferred": true,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Di splaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnat ureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

LocalCertificate



LocalCertificate

"Local Certificate": {

"Enf or cePref erredHashAl gorithnt: true,
"PreferredHashAl gorithni: "Sha256",
"UseExt er nal Si gnat urel mage": "Optional",
"Preferred": true,
" St anpl nprint Configuration": {

"Di spl ayExtral nfornation": true,

"Di spl ayEmai | ": true,

"Di spl ayTransactionld": true,

"Di spl ayTransacti onToken": true,

"Di spl ayPhoneNunber": true,

"UseCust onSt anpl nprint": true,

"Di splaylp": true,

"Di spl ayNane": true,

"Di spl aySi gnat ureDate": true,

"Font Nane": "string",

"Font SizelnPt": 0O

DisposableCertificate

DisposableCertificate

" Di sposabl eCertificate": {
"I sLongLived": false,
"ValiditylnSeconds": O,
"UseExt er nal Si gnat urel rage": "Optional",
"Preferred": true,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransacti onld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Displaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

DisposableCertificate (Long-Lived)

Beside the disposable certificate, the solution can use a specific procedure called "Long-Lived Disposable" for scenarios where the signature becomes a
valid qualified signature after signing. This can be useful where the identification is confirmed/approved after signing of the document.

G) Please note the following: It is not allowed to download the document or the audit trail for a long-lived disposable. Therefore, the policies must
be set correctly (<AllowSaveDocument>0</AllowSaveDocument> and <AllowSaveAuditTrail>0</AllowSaveAuditTrail>)

General description
The Long-Lived Disposable Certificate (LLD) is a special variant of a Disposable certificate.

The main difference to the disposable certificate is, that it is not being activated immediately, but after the signatures have been applied. LLD are always
active, no need to activate them.

Please see the following sample configuration for LLD:



DisposableCertificate (Long-Lived)

"Di sposabl eCertificate": {

"I sLongLi ved": true,

"Validityl nSeconds": O,

"UseExt er nal Si gnat urel mage": "Optional",

"Preferred": true,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onfSt anpl mprint": true,
"Di splaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnat ureDate": true,
"Font Nane": "string",
"Font SizelnPt": 0O

SwissComOnDemand

SwissComOnDemand

" Swi ssContnDermand”: {

"Val idityl nSeconds": O,

"Preferred": true,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di spl ayTransacti onld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onfSt anpl nprint": true,
"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnaturebDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

ATrustCertificate



ATrustCertificate

"ATrustCertificate": {

"Tenpl atel d": "string",

"Preferred": true,

" Stanpl nprint Configuration": {
"Di spl ayExtral nfornmation": true,
"Di splayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNurber": true,
"UseCust onSt anpl nprint": true,
"Displaylp": true,
"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

Biometric

Please note the following available values for the "SignaturePositioning":

Value Description

intersects with field | The signing must intersect with the field but the signer is allowed to leave the boundaries of the signature field

within field The signature must be completely within the boundaries of the signature field
on page The signature can start anywhere on the page, even without intersecting with the signature field
Biometric

"Bionetric": {
"BionmetricVerification": true,
"Al |l owBi onetricStoringOnly": true,
" St or eSi gnedResponseW t hout Bi oData": true,
"Al | owSki pBi oretricVerification": true,
"BionetricServerUserld": "string",
" Si gnat urePosi tioning": "WthinField",
"Preferred": true,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Displaylp": true,
"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

RemoteCertificate



RemoteCertificate

"RenoteCertificate": {

"Validityl nSeconds": O,

"UseExt er nal Si gnat urel nage": "Optional",

"Preferred": true,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransacti onld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Di splayl p*: true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

OneTimePassword

OneTimePassword

" OneTi nePassword": {

"Validityl nSeconds": O,

"UseExt ernal Si gnaturel mage": "Optional",

"Preferred": true,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di spl ayTransacti onld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onfSt anpl nprint": true,
"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnaturebDate": true,
"Font Nane": "string",
"Font Si zelnPt": 0

SwedishBankld



SwedishBankld

" Swedi shBankl d": {

"Preferred": true,

" Stanpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransacti onld": true,
"Di spl ayTransacti onToken": true,
"Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Di splaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnat ureDate": true,
"Font Nane": "string",
"Font SizelnPt": 0O

SignaturePlugins

SignaturePlugins

"Si gnaturePl ugi ns": [
{
"Pluginld': "string",
"Preferred": true,
" St anpl nprint Configuration": {
"Di spl ayExtral nformation": true,
"Di spl ayEmai | ": true,
"Di spl ayTransactionld": true,
"Di spl ayTransacti onToken": true,
" Di spl ayPhoneNunber": true,
"UseCust onSt anpl nprint": true,
"Di splayl p": true,
"Di spl ayNanme": true,
"Di spl aySi gnatureDate": true,
"Font Name": "string",
"FontSizelnPt": 0O

Predefined Field Elements

You can also add predefined elements to the document. Please see the following configurations:

Textfields



Textfields

"TextFields": [
{
"El enent1d": "string",
" Docunent Nunmber": 0,
"Val ue": "string",
"FieldDefinition": {
"Text Format": {
"TextCol or": "string",
"Font Si zelnPt": O,
"Font Nane": "string",
"Bol d": true,
"lItalic": true,
"TextAlign": "Left"
I
"Position": {
"PageNunber": 0,
"X': 0,
"Y': 0
I
"Size": {
"Wdth": 0,
"Height": 0
}
}
}

EmailFields

EmailFields
"Emai | Fields": [

"El enent1d": "string",
"Docunent Nunber": O,
"FieldDefinition": {
"Text Format": {
"TextCol or": "string",
"Font Si zelnPt": O,
"Font Nane": "string",
"Bol d": true,
"Italic": true,
"TextAlign": "Left"
I
"Position": {
"PageNunber": 0,
"X': 0,
"Y': 0
H
"Size": {
"Wdth": 0,
"Height": 0

InitialsFields



InitialsFields

"InitialsFields": [

1

GivenNameFields

GivenNameFields

{
"El enent1d": "string",
" Docunent Nunmber": 0,

"I ncl udeM ddl eNanel nitial s":

"FieldDefinition": {

"Text Format": {
"TextCol or": "string",
"Font Si zel nPt": O,
"Font Nane": "string",
"Bol d": true,
"lItalic": true,
"TextAlign": "Left"

I

"Position": {
"PageNunber": 0,
"X 0,
"Y': 0

I

"Size": {
"Wdth": 0,
"Height": 0

}

}
}

"G venNaneFi el ds": [

SurnameFields

{
"El enent1d": "string",
"Docunent Nunber": O,
"FieldDefinition": {
"Text Format": {
"TextCol or": "string",
"Font Si zelnPt": O,
"Font Nane": "string",
"Bol d": true,
"Italic": true,
"TextAlign": "Left"
I
"Position": {
"PageNunber": 0,
"X': 0,
"Y': 0
H
"Size": {
"Wdth": 0,
"Height": 0

true,



SurnameFields

" Sur nameFi el ds":

FullNameFields

FullNameFields

"Ful | NanmeFi el ds":

DataFields

[
{

"El enent1d": "string",

" Docunent Nunmber": 0,

"FieldDefinition": {

"Text Format": {
"TextColor": "string",
"Font Si zelnPt": O,
"Font Nane": "string",
"Bol d": true,
"ltalic": true,
"TextAlign": "Left"

b

"Position": {

" PageNunber":
"X': 0,
"Y' 0

H

"Size": {
"W dt h":
" Hei ght ":

0,

0,
0

[
{

"El enent1d": "string",
"Docunent Nunber": O,
"Fi el dDefinition": {
"Text Format": {
"TextCol or": "string",
"Font Si zel nPt": O,
"Font Nane": "string",
"Bol d": true,
"ltalic": true,
"TextAlign": "Left"
.
"Position": {
" PageNunber":
"X': 0,
"Y': 0
},
"Size": {
"W dt h":
"Hei ght":

0,

0,
0



DataFields

" Dat eFi el ds": [

{
"El enent1d": "string",
" Docunent Nunmber": 0,
"DateFormat": "string",
"FieldDefinition": {
"Text Format": {
"TextCol or": "string",
"Font Si zel nPt": O,
"Font Nane": "string",
"Bol d": true,
"lItalic": true,
"TextAlign": "Left"
I
"Position": {
"PageNunber": 0,
"X': 0,
"Y' 0
I
"Size": {
"Wdth": 0,
"Height": 0
}
}
}

FinishActionConfiguration

Finish action configuration

"Fi ni shActionConfiguration": {
" Si gnAnyWer eVi ener ":  {
"RedirectUi": "string"
H
"Signi ficantd ientSignatureCaptureForlos": {
" RenpveDocunent Fr onRecent Docunent Li st": true,
"Cal | CientActionOnl yAfterSuccessful Sync": true,
"Cl oseApp": true,
"RedirectUi": "string"
}
"Signi ficant dient Si gnat ur eCapt ur eFor Androi d": {
" RenoveDocunent Fr onRecent Docunent Li st": true,
"Call dientActi onOnl yAfterSuccessful Sync": true,
"Cl oseApp": true,
"RedirectUri": "string"
b
"Signi ficantd ientSi gnatureCaptureFor Wndows": {
"RenoveDocunent Fr onRecent Docunent Li st": true,
"Cal | ClientActionOnl yAfterSuccessful Sync": true,
"Cl oseApp": true,

"RedirectUri": "string"
I
"Ki oskSdk": {
"RedirectUi": "string"
}

Additional envelope information



Additionally to the envelope information you can find above in the section "envelope configuration" you can configure the following:

Email configuration
Reminder configuration
Expiration configuration
Callback configuration
Agreement configuration

Email configuration

Email configuration

"Emai | Configuration": {
"Subject": "string",
"Body": "string",
" Sender Di spl ayNane": "string"
},

Reminder configuration

Reminder configuration

"Rem nder Configuration": {
"Enabl ed": true,
"Fi rst Rem nder | nDays": O,
"Remni nder Resendl nterval | nDays": O,
" Bef or eExpi rati onl nDays": 0
}

v21.16

Expiration configuration
Note: The following information is valid for envelopes as well as for drafts: Settings for the relative time:

® Envelope expiry as relative time, provided in seconds (or milliseconds) after sending the envelope
® Envelope expiry as relative time, in days after sending the envelope

Settings for the absolute time:
® Envelope expiry as absolute time, as timestamp in GMT (with Z in the timestamp text) or optional with defined timezone
Please note the following: Defining no option will lead to usage of the default value of 28 days. Moreover, if you configure an absolute expiry time which is

already in the past at time of sending the envelope, an error message will be returned. For the draft, it is required to have both options - store absolute or
relative time. For the envelopes, only an absolute timestamp is required to be set and considered while being in progress.

Expiration configuration

"ExpirationConfiguration": {
"ExpirationlnSeconds": O,
"ExpirationDate": "string"

}

Callback configuration



Callback configuration

"Cal | backConfiguration": {

"Cal | backUr1": "string",

" St at usUpdat eCal | backUr1": "string",

"ActivityActionCal |l backConfiguration": {
"Url": "string",

"ActionCal | backSel ection": {
"Confirnfransacti onCode": true,
" Def aul t Event Type": true,
" Agreenent Accepted": true,
" Agr eenent Rej ected": true,
"Request Pr epar eAut henti cati onl nformati onSuccess": true,
" Prepar eAut henti cati onSuccess": true,
"Aut henti cationFail ed": true,
"Aut henti cati onRej ected": true,
" Aut henti cati onSuccess": true,
"ReAut henti cationFail ed": true,
"Audi t Trai | Requested": true,
"Audi t Trai | Xml Requested": true,
"Cal | edPage": true,
"Whol sl nformation": true,
" Docunment Downl oaded": true,
"Fl at t enedDocunent Downl oaded": true,
" AddedAnnot ati on": true,
" AddedAtt achnent": true,
" AppendedDocunent ": true,
"FormsFilled": true,
" ConfirnReadi ng": true,
"PageVi ewChanged": true,
"SendTr ansact i onCode": true,
" Pr epar eSi gnWr kst epDocunent": true,
" Si gnWor kst epDocunent ": true,
"UndoAction": true,
"Wor kst epCreated": true,
"Wor kst epFi ni shed": true,
"Wor kst epRej ect ed": true,
"Di sabl ePol i cyAndVal i di t yChecks": true,
"Enabl ePol i cyAndVal i di t yChecks": true,
" AppendFi | eToWor kst ep": true,
" AppendTasksToWor kst ep”: true,
" Set Opti onal Docunent State": true,
" Prepar ePayl oadFor Bat ch": true

Agreement configuration

Agreement configuration

" Agreenent Configuration": {
"UseOr gani zati onAgreement Settings": true,
"Transl ations": [

{
"LanguageCode": "AF",
"Text": "string",
"Header": "string",
"l sDefault": true

}

Sending envelope



After you have added all form fields and signatures you can send the envelope to the recipients. Therefor, add the file Id you received from the file/upload
call and add the configuration. Then you can send the envelope with the envelope/send call.
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