v5 Tutorial; Hello World

This tutorial shows how eSignAnyWhere can be implemented. This guide is intended to get to know the basics of a signature request workflow. After this
guide you will be able to create envelopes and send them. For more information about the REST API you can also start with the Postman Tutorial. For
more information about the XML configurations for the API please also have a look at our XML Guide.
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eSignAnyWhere can be easily implemented. This tutorial shows you how to send your first envelope via api REST service of eSignAnyWhere. If you are
using Postman for your REST calls please also have a look at the following Tutorial: Visit postman tutorial.

Please also see the developer mode for this tutorial: Visit developer mode.

For this tutorial you can use your desired programming language (with REST support) or any REST tool (e. g. Postman). Moreover you will need an active
eSignAnyWhere account for the authorization. (Even a trial account will work).

If you want to use SOAP for your API calls you can use SoapUl. For this tool you can find a tutorial here: Visit SoapUl Sample. For SOAP you might be
also interested in the envelope XML guide which explains you more about the XML configuration.

If you are using JAVA you may be interested in our Java Library.

The REST URI of eSignAnyWhere is: https://demo.esignanywhere.net/Api/v4.0/
here you can find the Swagger: https://demo.esignanywhere.net/Api

The SOAP endpoint of eSignAnyWhere is: https://demo.esignanywhere.net/api.asmx

What the tutorial is about

The tutorial will show you the following basic use-case:
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First we will have an easy api call to start with and then we will implement the above shown use case. Basically you simply upload a document. After the
upload you will receive a documentld, which you need for creating an envelope with a JSON configuration. This configuration contains information about
the envelope itself, workflow steps, signer information, policies and many more. After the envelope is created successful the workflow starts automatically.
The eSignAnyWhere system will use callbacks (you can configure them in the envelope JSON configuration) to notify you if the envelope status has
changed.

First we will have an easy api call to start with and then we will implement the above shown use case. Basically you simply upload a document. After the
upload you will receive a documentld, which you need for creating an envelope with a JSON configuration. This configuration contains information about
the envelope itself, workflow steps, signer information, policies and many more. After the envelope is created successful the workflow starts automatically.
The eSignAnyWhere system will use callbacks (you can configure them in the envelope JSON configuration) to notify you if the envelope status has
changed.
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Your first api call

First we will try the connection with a version request. You can find the endpoints in the next table:

REST SOAP

https://demo.esignanywhere.net/Api/v4.0/version* | GetVersion_v1*

*The version api call does not need an authorization.

The response should be like the following in REST:

{ "Success": true, "Version": "3.7.78.14788" }

and in SOAP:

<api Result version="3.7.78.14788">
<baseResul t >0k</ baseResul t >
</ api Resul t >

Two ways of authorization

Almost all API calls are expecting an authorization. Therefore, your organization key and your email-address of a PowerUser is required or the apiToken.
You can find the organization key in the Settings/Api Token and Apps in eSignAnyWhere. The email-address and the name of the PowerUser is used for
sending the email.

You can either authorize with the

® organizationKey and the UserLoginName or you can use
® the apiToken m

for the authorization. For more information about the two different authorizations please have a look at the v5 REST tutorial using Postman

The authorization XML has to be encoded via HTML special characters (“<” in “&It;” and “>" in “&gt;"). If this encoding is not done you will receive a HTTP
400 Bad Request error.

Higher programming languages takes automatically care of the conversation, so just in lower languages it is required (or also SOAPUI). You can find a
configuration for the authorization for SOAP (XML) in the next lines:

Note: The next lines show a authorization with the organizationKey and the userLoginName.

<aut hori zati on>
<or gani zat i onKey>4647688a- XXXX- XXXX- XXXX- XXXXXXXX</ or gani zat i onKey>
<user Logi nName>your @mai | . addr ess</ user Logi nNanme>

</ aut hori zati on>

Inline-XML (with HTML special characters):

& t;authorizati on&gt;

& t;organi zati onKey&gt ; 4647688a- XXXX- XXXX- XXXX- XXXXXXXX& t;/organi zat i onKey&gt ;
&l t; user Logi nNane&gt ; your @nmai | . address&l t;/userLogi nNane&gt ;

& t;/authorization&gt;

You can also authorize with the apiToken. Please see the following configurations:

<aut hori zati on>
<api Token >hi zi t 4enf 8el | b6b5hwh5b- - - - - - - - oo </ api Token >
</ aut hori zati on>

Inline-XML (with HTML special characters):


https://demo.esignanywhere.net/Api/v4.0/version*
https://confluence.namirial.com/display/eSign/eSignAnyWhere+Release+News#eSignAnyWhereReleaseNews-eSignAnyWhere20.42
https://confluence.namirial.com/display/eSign/v5+REST+tutorial+using+Postman

& t; aut horizati on&gt;
&l t; api Token &gt ; hi zit4enf8el | b6b5hwh5b-------mmmmo e & t;/api Token &gt;
& t;/authorization&gt;

Errors:
For REST you get a HTTP status for the calls (for example: 200 OK or 401 unauthorized).

In case of errors, the error message is part of the response. In baseResult you can see the state of the call (ok/failed) and in the error-Info or ok-Info the
response. The following code shows you an authorization error:

<api Result version="2.2.458.6616">
<baseResul t >f ai | ed</ baseResul t >
<errorlnfo>
<error >ERR0O011</ error>
<error Msg>ERRO011: Parameter api AuthorizationXnl is incorrect: Failed to parse</errorMg>
</errorlnfo>
</ api Resul t >

In case of errors, the error message is part of the response. In baseResult you can see the state of the call (ok/failed) and in the error-Info or ok-Info the
response. The following code shows you an authorization error:

Upload document

1 Note: This call needs the authorization.

First we have to upload a document. This will return a documentld, to use the document for creating an envelope. Therefore, we will use the following
endpoints:

REST SOAP

https://[demo.esignanywhere.net/Api/v4.0/sspfile/uploadtemporary = UploadTemporarySspFile_v1

For this tutorial we just use a simple PDF document. You can download it here or use your own document.

You need to Base64 encode the file.

<file>
<nane>eSi gnAnyWher e_Tut ori al . pdf </ nane>
<dat a>##BASE64- FI LE- CONTENT##</ dat a>
</file>

This XML also has to be encoded via HTML special charaters (“<” in “& t ; " and “>" in “&gt ).

The response after a successfull upload of the file is the document id (SspFileld).

You need the document Id for creating your first envelope. After uploading the file it is just temporary on the server. After 10 minutes it will be deleted and
you are not able to use it again. The moment you are creating an envelope with the file, it gets the time-to-live of the envelope. Attention: The returned file
id is just for creating an envelope. Once the envelope is created, the file id becomes invalid, so for downloading a finished file, you have to retrieve the id
from the envelope status with the following URI for REST: https://demo.esignanywhere.net/Api/v4.0/envelope/##envelopeld## (Replace the placeholder
##envelopeld## with your envelope id.

Get Workstep Configuration

This step is only optional! But required if you do not have a workstep configuration. A workstep configuration is a definition of a signing task for one
recipient. So it contains information about signature fields on the document, form-fields, etc. With the new Developer-Feature of eSignAnyWhere 2.6 it is
not required anymore.

A workstep configuration is required for each signing step in your workflow. If you have already your workstep configuration you can skip this step.
Moreover you can generate a workstep configuration with the SIGNificant Workstep Designer (Note: Only for XML). The SIGNificant Workstep Designer
allows you as a developer to configure a SignAnyWhere workstep, set signature fields and types and many more. You can also use the developer mode
for JISON (REST) and SOAP(XML)

To receive an adhoc workstep configuration you can use the following endpoint:


https://demo.esignanywhere.net/Api/v4.0/sspfile/uploadtemporary
https://namirial-wordpress.s3.eu-west-1.amazonaws.com/wp-content/uploads/2020/04/07181944/Test.pdf
https://demo.esignanywhere.net/Api/v4.0/envelope/##envelopeId##

REST SOAP

https://[demo.esignanywhere.net/Api/v4.0/envelope/prepare = GetAdHocWorkstepConfiguration_v1

You can find a sample configuration for this call in the next section

{
"SspFilelds": [
“HHF | el d##"
1,
" AdHocWor kst epConfi guration": {
"Wor kst epLabel ": "string",
" Smal | Text Zoonfact or Percent": 0,
"Wor kst epTi neToLi vel nM nutes": 0,
"Fi ni shAction": {
"ClientActions": [

{
" RermoveDocunent Fr onRecent Docunent Li st": true,
"Cal | dientActionOnl yAfterSuccessful Sync": true,
"ClientNanme": "string",
"Cl oseApp": true,
"Action": "string"

}

]
}

NoSequenceEnf orced": true,
"SigTenpl ate": {
"Size": {
"Height": 0,
"Wdth": 0
}

| owedSi gnat ureTypes": [

]
.
"Par seFor nfi el ds": {
"MapRequi r edFi el dsToRequi redTask": true,
"For msGr oupi ng": "PerPage",
"ReturnSi nplifiedConfig": true,
" AddKeepExi sti ngVal ueFl ag": true,
"ParseFornField": true
b
"AdhocPol i cies": {
"Al | owbdi ficationsAfterSignature”: true
b
"Vi ewer Pref erences": {
" ShowPageNavi gati onBar": true,
" ShowThunbnai | s": true,
" Ski pFi ni shConfirnDi al og": true,
" Ski pDocunent Di al og": true,
" Show magesl nFul | Wdth": true,
"Di sabl eGeol ocation": true,
" ShowDocunent Downl oadDi al ogAf t er Aut omati cFi ni sh": true,
"Attachment sMaxFi | eSi ze": 0,
" Ski pPrevi eW nageOnDi sposabl eCertificate": true,
"LoadCust omJs": true,
"Al | owCust onButtons": true,
" Qui di ngBehavi or": "Gui deOnl yRequi redTasks",
" For nFi el dsGui di ngBehavi or": "Al | owSubni t Al ways",
" ShowVer si onNunber": true,
"Enabl eWar ni ngPopupOnLeave": true,
"War ni ngPopupDi spl ayAfter": "Fill O SignField",
"Fi ni shwor kst epOnQpen™: true,
" Aut oFi ni shAft er Requi redTasksDone": true,
" Qui di ngBehavi or OnFi ni shedTask": "NoMove",
" Ski pThankYouDi al og": true,
"Nati veAppsUr | Schene": "string",
"Docunent Vi ew nghbde": "Endl essPaper Al | Docunent s",
"Thunbnai | Mode": " ShowAl | Pages"”,


https://demo.esignanywhere.net/Api/v4.0/envelope/prepare

" ShowTopBar": true,
"Di spl ayRej ect Butt onl nTopBar": true,
"Ml tipl eSi gnat ureTypesAndBat chSi gni ngSettings": {
"l sUseBat chSi gni ngCheckedByDefaul t": true,
"I sRenmenber Si gnat ur eTypeCheckedByDef aul t": true,
"1 sRenmenber Bat chSi gni ngDeci si onCheckedByDefaul t": true,
" Ski pMul ti pl eSi gnat ur eTypesAndBat chSi gni ngDi al ogl f Bat chSi gni ngPossi bl e": true

}

"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "string",
"Enabl ed": true

}

"ShowSt art Gui di ngHi nt": true,
" ShowsSt at usBar": true,
" ShowZoonBut t ons": true,
" ShowNoGeol ocati onWarni ng": true,
"AutoStartGuiding": true,
" ShowPageGap": true,
" ShowPageNavi gati onButtons": true,
" ShowFi ni shPossi bl eHi nt": true,
" Ski pRej ect ConfirnDi al og": true,
"Bat chSi gni ngType": "Basic",
"Bat chSi gni ngDi sabl eNext Butt onUnti | Di al ogScrol | edToBottont: true
I
" Si gnat ureConfigurations": [
{
"Spcld": "string",
" Pdf Si gnat ur eProperties": {
"Pdf AConformant": true,
"PAdESPart 4Conpliant": true,
"I ncl udeSi gni ngCertificateChain": true,
"Si gningCertificateRevocationl nformationlncl udeMbde": "DoNotl ncl ude”,
"Si gnat ur eTi mest anpData": {
"Uri": "string",
"Username": "string",
"Password": "string",
" Si gnat ur eHashAl gorithni: "Shal",
"Aut henticationCertifiateDescriptor": {
"ldentifier": "string",
"Type": "string"
}
b
"Enabl eEut | Verification": true,
"Enabl eVal i dat eSi gni ngCertificateNane": true,
"Si gningCertificateNaneRegex": "string"
}

Pdf Si gnat ur eCrypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni: "Shal",
"Si gningCertificateDescriptor": {

"ldentifier": "string",
"Type": "ShalThunbprint"”,
"Csp": "Default"
}
b
"CertificateFilter": {
"KeyUsages": [
"string"
1.

"ThunbPrints": [

"string"
1,
"Root ThumbPrints": [

"string"

]
}

}

]

i gSt ri ngPar si ngConfiguration": {
"Si gStringsForParsings": [
{

"StartPattern": "string",



"EndPattern": "string",
"ClearSigString": true,
"SearchEntireWrdOnly": true
}
]
}
"Ceneral Policies": {

"Al | owSaveDocunent": true,

"Al | owSaveAuditTrail": true,

"Al|l owRot at i ngPages": true,

"Al | owAppendFi | eToWor kstep": true,

"Al | owAppendTaskToWor kst ep”: true,

"Al | owEmai | Docunent": true,

"Al'l owPri nt Docunent": true,

"Al 'l owFi ni shWor kst ep": true,

"Al |l owRej ect Wor kst ep": true,

" Al | owRej ect Wor kst epDel egation": true,

"Al | owUndoLast Action": true,

"Al | owCol ori zePdf Forns": true,

"Al | owAdhocPdf Att achnents": true,

"Al | owAdhocSi gnatures": true,

"Al | owAdhocSt anpi ngs": true,

"Al | owAdhocFr eeHandAnnot ati ons": true,

"Al | owAdhocTypewr it er Annot ati ons": true,

"Al | owAdhocPi ct ureAnnot ati ons": true,

" Al | owAdhocPdf PageAppendi ng": true,

"Al | owRel oadOf Fi ni shedWor kst ep”: true

H
"FinalizeActions": {
b
"Transacti onCodeConfi gurations": [
{
"Id": "string",
"HashAl gorithm dentifier": "Shal",
"Texts": [
{
"Language": "string",
"Val ue": "string"
}
]
}

]
H
" Pr epar eSendEnvel opeSt epsDescriptor": {
"Cl ear Fi el dMar kupString": true
}
}

<AdhocWor kst epConf i gur ati on>

<l-- not relevant-->

<Wor kst epLabel >wor kst epLabel </ Wr kst epLabel >

<l-- not relevant-->

<Smal | Text ZoonFact or Per cent >100</ Smal | Text Zoonfact or Per cent >
<l-- not relevant-->

<Wor kst epTi meToLi vel nM nut es>0</ Wor kst epTi meToLi vel nM nut es>
<l--Configure the actions done by the server and the by the clients when the workstep is finished.-->
<Fi ni shActi on>
<l-- not relevant-->
<Server Action call Synchronous="0"></ Server Acti on>
<!--Aclient action specifies the redirect, when a recipient clicks on finish.-->
<CientAction clientNanme="SIGNi ficant SignAnywhere" cl oseApp="0"
RenoveDocunent Fr omRecent Docunent Li st ="0" Cal | dient Acti onOnl yAfter Successful Sync="1">https://ww. significant.
conx/ d i ent Action>
</ Fi ni shActi on>

<!--Configure the adhoc workstep creation-->
<NoSequenceEnf or ced>0</ NoSequenceEnf or ced>



<!-- Define default properties of signature fields / tasks-->
<Si gTenpl at e>
<!--The elements width in points-->
<wi dt h>50. 5</ wi dt h>
<I--The el ements height in points-->
<hei ght >100. 5</ hei ght >
<!--Paraneter defining the signature type. Possible values: 'BionetricSignature',

'Local Certificate', '"Picture', 'TransactionCode', 'Transacti onCodeAndBi onetricSignature',
' Transact i onCodeAndLocal Certificate', 'Transacti onCodeBi onetricSi gnatureAndLocal Certificate' and
'BionetricSignature_and_Local Certificate' . -->

<par am nane="si gType" >Pi ct ur e</ par an»

<!--Paraneter that refines sigType "Picture": a list, seperated by ",
Dr aw2Si gn, Type2Si gn, d i ck2Sign -->

<param name="al | owedCapt uri ngMet hods" >Dr aw2Si gn, Type2Si gn</ par an>

fromthese val ues:

</ Si gTenpl at e>
<!--Configuration for parsing the formfields. Possible values: '1' parse the formfields, '0' do not
parse formfields-->
<!--Attribute ' mapRequiredFi el dsToRequi redTask': set the formfilling task required when sone of the
fields are required. Possible values: '1'" required forms lead to required tasks, '0" required fields do not
enforce the task to be required-->
<!--Attribute 'fornsGouping' : Specify how the parsed forns should be grouped into tasks. Possible
val ues: 'PerPage' all forns on one page are grouped to one forns group, 'PerDocunent' all fornms of one docunent
are grouped to one fornms group, 'PerEnvelope' all forns of all docunents inside the envel ope are grouped to one
forms group-->
<Par seFor nFi el ds mapRequi r edFi el dsToRequi r edTask="0" for nsG oupi ng="Per Docunent " >1</ Par seFor nFi el ds>
<I--1f the workstep is not generated by hand but autonatically generated by the Wrkstep Controller
AdhocPol i ci es are specified-->
<AdhocPol i ci es>
<l-- not relevant-->
<Al | owiVbdi fi cati onsAfterSi gnature>1</ Al | owibdi ficati onsAfterSi gnature>
</ AdhocPol i ci es>
<!--Configurate the signatures for this workstep. One default configuration has to be defined. The
default configuration is used for flatten signatures, adhoc signatures and signature fields which do not
reference a special signature plugin configuration. The default configuration does not contain the attribute
"spcld' . If the attribute 'spcld is defined the signature plugin configuration does only apply to signature
fields referencing the configuration by specifiying <param nane="spcl d">i d</ par anp. - - >
<si gnat ur ePl ugi nConfi gurati on>
<l--Configurate the signature properties-->
<Pdf Si gnat ur eProperties_V1>
<!'--Shoul d the signatures be pdf A conformant. Note this setting does not convert a
docunent into pdfA, it only keeps it pdf A conformant if it already is. Possible values: '1' sign pdfA
conformant - in this case the file size will be bigger than without pdfA '0' do not sign pdfA conformant.-->
<Pdf AConf or mant >0</ Pdf AConf or mant >
<I--Defines if the signature should be PAdES part 4 conpliant. Possible values: '1'
sign the document PAdES part 4 conpliant, '0" sign the document with standard pdf signature. Default val ue:
0>
<PAdESPar t 4Conpl i ant >1</ PAdESPar t 4Conpl i ant >
<!--Defines if the certificate chain for the signing certificate should be enbedded
into the signature. Possible values: '1' include the certificate chain, '0' do not include the certificate
chain. Default value: '0'-->
<I ncl udeSi gni ngCerti fi cat eChai n>1</ | ncl udeSi gni ngCerti fi cat eChai n>
<I--Defines if and how the revocation information for the signing certificate chain
shoul d be enbedded. Possible values: 'DoNotlnclude' no revocation information is included, 'lInclude the
revocation information has to be included, if not possible the signature throws an exception, 'TryTolnclude' if
the revocation information can be fetched, it should be included, if not the signature is done w thout
revocation information. Information about the signatures where the revocation information could not be included
is saved into the WrkstepStatus, 'CheckRevocationlncludeCcsp' the revocation infornmation has to be included
when it is an OCSP, if checking of the revocation (OCSP or CRL) fails an exception is thrown. Information about
the signatures where the revocation information could not be included is saved into the WrkstepStatus-->
<Si gni ngCertificat eRevocati onl nformati onl ncl udeMbde>I ncl ude<
/ Si gningCertificateRevocationlnformationlncl udeMbde>
</ Pdf Si gnat ur eProperti es_V1>
<I--Configurate the cryptographic data-->
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<!--The hash algorithmused for the signatures. Possible values: 'Shal', 'Sha256',
' Sha512' -->
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hnm>
<!--The description of the signing certificate. Mre than one
Si gni ngCertificateDescriptor can be defined by adding this node nore than once. If nore
Si gningCertificateDescriptors are present, these configurations are used as backup if the selected



Signi ngCertificateDescriptor is not working. For exanple if no revocation information can be retrieved although
it should be included into the signature.-->
<Si gni ngCertificateDescriptor>
<I--The certificates identifier-->
<l dentifier>3b777446a35f ca027cbed5f 69e24995945a611ch</|dentifier>
<!--The certificate identifier type. Possible values: 'Subject',
' ShalThunbprint'-->
<Type>ShalThunbprint </ Type>
<!--The cryptographic service provider to |locate the certificate. Possible
values: 'default' uses the servers certificate store, 'custom uses the custom signature action-->
<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConf i gurati on>

<!--Configure the signature string parsing pattern: Text in the docunent will be parsed for this
pattern and if found, a signature task is generated. -->
<Si gStri ngPar si ngConfi gurati on>
<I--Defines a signature string to parse. Tag can be present nore than once-->
<Si gStri ngsFor Par si ng>
<I--The start pattern of the signature string if it has a start and end pattern.
O herwi se the whole word to parse-->
<StartPattern> sig</StartPattern>
<l--End pattern if needed, otherw se enpty-->
<EndPat t er n>" </ EndPat t er n>
<I--Define if the signature strings should be cleared fromthe docunent. Possible
values: '1' renove the signature strings fromthe docunent, '0" do not change the docunent-->
<O ear Si gStri ng>1</Cl ear Si gStri ng>
<I--Define if only the entire word should be searched. For exanple if start pattern is
'signature' only 'signature' but not 'signaturepad' is found. This option does only effect signature string
wi thout end patterns. Possible values: '1'" search only the entire word, '0" search words containing the pattern
as well.-->
<Sear chEnti r eWor dOnl y>1</ Sear chEnt i r eWor dOnl y>
</ Si gStri ngsFor Par si ng>
</ Si gStringPar si ngConfi guration>
<!--Defines general policies for this workstep-->
<General Pol i ci es>

<l--1s the client allowed to save the workstep docunent-->
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<l--1s the client allowed to save the audittrail docunent-->

<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >

<!-- not relevant-->
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<l--1s the client allowed to reject the workstep-->

<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>

<Al | owAdhocPdf At t achment s>1</ Al | owAdhocPdf At t achment s>
</ Gener al Pol i ci es>

<Vi ewer Pr ef erences>

<ShowMer si onNunber >1</ ShowVer si onNunber >

<Enabl eThunbnai | Di spl ay>1</ Enabl eThunbnai | Di spl ay>

<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>

<War ni ngPopupDi spl ayAf t er >Al ways</ War ni ngPopupDi spl ayAfter >

<Cui di ngBehavi or >Gui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >
</ Vi ewer Pref erences>

</ AdhocWor kst epConfi gurati on>

Send envelope

For sending an envelope we are using the following endpoints:

REST SOAP

https://demo.esignanywhere.net/Api/v4.0/envelope/send | SendEnvelope_v1


https://demo.esignanywhere.net/Api/v4.0/envelope/send

This call requires the authorization, the file id(s) and the envelope configuration. The envelope configuration defines the envelope and the steps in the
workflow. For each signing step you need to define a workstep configuration, which defines what the signer has to do in his/her singing task.

You can finde a sample configuration for this call in the next section:

"SspFilelds": [
"H#H#FI | el dH##"
]

ndEnvel opeDescription": {

"Name": "test",
"Emai | Subj ect": "Please sign the enclosed envel ope”,
"Emai | Body": "Dear #RecipientFirstNane# #Reci pi ent Last Name#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope
#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": ""
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAnount": 3,
"DaysUntil Expire": 28,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl": ",
"Steps": [
{
"Orderl ndex": 1,
"Reci pients": [
{

"Email " “#HEMAI L##",

"FirstNane": "##NAVE##",

"Last Name": " ##NAVE##",

"LanguageCode": "en",

"Enui | BodyExtra": "",

"Di sabl eEmai | ": fal se,

" AddAndr oi dAppLi nk": fal se,

" Addl osAppLi nk": fal se,

" AddW ndows AppLi nk": fal se,

"Al'l owDel egation": false,

"Al | owAccessFi ni shedWor kstep”: fal se,

" Ski pExt er nal Dat aVal i dation": fal se,

"Aut henti cati onMet hods": [

{
"Met hod": "Pin",
"Paraneter": "1234"
}
]
}

I,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
"Smal | Text ZoonFact or Percent": 100,
"Fini shAction": {
"ServerActions": [],
"CientActions": []
},
"Recei verlnformation": {
"User I nformation": {
"FirstNane": "##NAVE##",
"Last Nane": " ##NAVE##"
"EMai | " " #H#EMAI L##"
},
"Transact i onCodePushPl ugi nData": []
},
"Sender | nformation": {
"User I nformation": {
"FirstNane": "##NAVE##",



"Last Nane": "##NAVE##",

“EMai | " "H#HEMAI L##"
}
b
"Transacti onCodeConfi gurations": [
{
"1d": "snsAut hTransacti onCodel d",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
]
}
1.

"Si gnatureConfigurations": [],
"Vi ewer Pref erences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | onedDomai n": "*",
"Enabl ed": fal se

}
}
"ResourceUris": {
"Signaturel magesUri": "http://beta4.testl ab. xyzmo. com / Resour ce/ Si gnat ur el mages/ ?
I'i nk=1agj n5M/gNpSt 2j Fi ZQySxLEi AO~ecLOxKqy3soEHk2F4Dz 1MPSYLXRkpA21XMKYY"

}

udi ti ngTool sConfiguration": {
"WiteAuditTrail": false,
"NotificationConfiguration": {}

I
"Policy": {
"General Policies": {
"Al | owSaveDocunent": true,
"Al |l owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owEnai | Docunment": true,
"Al | owPri nt Docunent": true,
"Al 'l owFi ni shworkstep": true,
"Al| owRej ect Wr kstep": true,
"Al | owRej ect Wr kst epDel egation": false,
"Al | owUndoLast Action": false,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
"Al | owAdhocPi ctureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se
}

rkstepTasks": {
" Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"Texts": [
{
"Language": "*",
"Val ue": "Signature Disclosure Text"
o
{
"Language": "en",
"Val ue": "Signature Disclosure Text"
}
I
"Headi ngs": [
{
"Language": "*",

"Val ue": "Signature Disclosure Subject”



H
{
"Language": "en",
"Val ue": "Signature Disclosure Subject”
}
]

sRequi red": fal se,
"1d": "ra",
"Di spl ayNane": "ra",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Agreenments"

"Positi onPage": 1,

"Position": {
"PositionX": 63.0,
"PositionY': 603.0

H
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
b
" Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
3
{
"Key": "positioning",
"Val ue": "onPage"
3
{
"Key": "req",
"Val ue": "1"
3
{
"Key": "fd",
"Val ue": ""
3
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH mm ss”
3
{
"Key": "fd_tinmezone",
"Val ue": "datetineutc"
3
{
"Key": "spcld",
"Val ue": "tlLevel Id"
}
1.
"Al | owedSi gnat ur eTypes": [
{
"Al | owedCapt uri ngMet hod": "dick2Sign",
"l1d": "679dd763- 6e25-4a68-929d-cblcel3dac7e",
"Di scrimnatorType": "SigTypedick2Sign",
"Preferred": fal se,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Fam | y": "Ti nes New Roman",
"Font Si ze": 11.0
}
}

1.
"UseTi nestanp": fal se,
"I sRequi red": true,



"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_ale940eb- bcd5- 2222- 9777- f 3570f aedf 3f ",

"Di spl ayNane": "",
" DocRef Nurmber": 1,
"Di scrimnatorType": "Signature"

}
]
}
H
"Navi gation": {
"HyperLinks": [],
"Links": [],
"Li nkTargets": []
}
H
"Docunent Options": [
{
"Docunent Ref erence": "1",
"1 sH dden": false
}
]

eDef aul t Agreenents": true

"Orderl ndex": 2,
"Recipients": [
{
"Emai | " "##EMAI L##",
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": false,
" Ski pExt er nal Dat aVal i dation": fal se,
"Aut henti cati onMet hods": []
}

I,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",

"Docunent Qptions": [],

"UseDef aul t Agreenents": fal se
}

1.
" AddFor nFi el ds": {

"Fornms": {}
H
"OverrideFornfi el dval ues": {

"Forns": {}

}

t achSi gnedDocunent sToEnvel opeLog": fal se

<envel ope>
<nane>eSi gnAnyWere Tutori al </ name>
<eMai | Subj ect >Docunent of eSi gnAnyWiere Tutori al </ eMai | Subj ect >
<eMai | Body>Dear #Reci pi entFirstNane#! Please sign this tutorial docunent.</eMil Body>
<enabl eRem nder s>Tr ue</ enabl eReni nder s>
<first Rem nder DayAnount >1</ fi r st Rem nder DayAnount >
<r ecurrent Ren nder DayAnount >1</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder DayAnount >1</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>2</ daysUnti | Expire>
<!-- callback to your backend system on a conpl eted envel ope
<cal I backUr| >http://172.16.17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&nyPar anfFor Me=1234<
/ cal | backUr | >
.-



<cal I backUrl />
<st eps>
<step>
<emui | BodyExtra />
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<r eci pi ent s>
<r eci pi ent >
<l anguageCode>en</ | anguageCode>
<eMni | >##S| GNER- EVAI L##</ eMai | >
<firstName>Alice</firstNanme>
<l ast Name>Sonenane</ | ast Nane>
<aut henti cati ons>
<aut henti cati on>
<met hod>Pi n</ met hod>
<par anet er >1234</ par anet er >
</ aut henti cati on>
</ aut henti cati ons>
</ recipi ent>
</ reci pi ents>
<wor kst epConfi guration>
<Wor kst epLabel />
<Snal | Text ZoonFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>11520</ Wor kst epTi neToLi vel nM nut es>
<Fi ni shAction />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ ver si on>
<posi ti onUni t s>Pdf Uni t s</ posi tionUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<si g id="93cce567- aebc-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nurmber >1</ DocRef Nunber >
<posi ti onX>80. 22857</ posi ti onX>
<posi tionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nane="enabl ed" >1</ par an»
<par am name="conpl et ed" >0</ par an>
<par am nanme="si gType" >Pi ct ur e</ par an»
<par am nanme="posi tioni ng" >onPage</ par an®>
<par am nane="al | owedCapt uri nghet hods" >C i ck2Si gn</ par an»
</ si g>
</ si gnat ur eTenpl at e>
<Policy version="1.1.0.0">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
</ Gener al Pol i ci es>
<Wr kst epTasks SequenceMdde="SequenceOnl yRequi redTasks" ori gi nal SequenceMde="SequenceOnl yRequi r edTasks"
<Task enabl ed="1" conpl et ed="0" required="1" id="93cce567-ae5c-4e98-ac99-9f 56ac034250" di spl ayNane="
Si gnField 1" DocRef Nunmber="1" type="Si gnFi el d" internal All Concer nedDocRef Nunber sLi st="1"
al | Requi redFi el dsFi | | edOnWor kst epCr eati on="0" />
</ Wor kst epTasks>
</ Pol i cy>
<Transact i onCodeConf i gur ati ons>
<Transacti onCodeConfi gurati on trConfld="">
<Message>Pl ease sign the docunent with the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithml dentifi er>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transacti onCodeConfi gurati on trConfld="Transl">
<Message>Pl ease accept the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
</ Transact i onCodeConfi gurati ons>
</ wor kst epConfi gurati on>
</ st ep>
<step>
<emui | BodyExtra />
<or der | ndex>2</ or der | ndex>
<r eci pi ent Type>CC</ r eci pi ent Type>
<r eci pi ent s>



<reci pi ent >
<l anguageCode>en</ | anguageCode>
<eMai | >##COPYRECEI VER- MAI L##</ eMai | >
<firstNane>Charl y</firstName>
<l ast Name>Randommane</ | ast Nane>
</reci pi ent>
</ reci pi ents>
</ step>
</ st eps>
</ envel ope>

This is the simplest form of a workstep configuration. With the Developer Feature of eSAW 2.6+ you can download the envelope JSON or the envelope
XML including the workstep configuration of any envelope designed in eSAW UI. The second signer only receives a copy, so he/she does not need to
have a workstep configuration.

If the creation of the envelope was successful, you will get the envelope id as response.
In REST:

{ "Envel opeld": "56db6133-XXXX-XXXX~XXXX- XXXXXXXXXXXX" }

<api Resul t version="2.2.458. 6616" >
<baseResul t >0k</ baseResul t >
<okl nf o>
<envel opel d>56db6133- XXXX- XXXX- XXXX- XXXXXXXXXXXX</ envel opel d>
</ okl nf 0>
</ api Resul t >

After the successful creation of the envelope, it is sent to the first recipient. The envelope id is used for managing the envelopes (send reminder, cancel
delete, reject envelope,...).

@ The recipient language must be supported by your organization (Settings->Localization).

Find the envelope

After sending the envelope you can use the following api call to search for the envelope:

REST SOAP

https://demo.esignanywhere.net/Api/v4.0/envelope/find = FindEnvelopes_v1 or FindEnvelopes_v2

In the next section you can find a sample configuration which you need for the api call:

"StartDate": "2020-04-17T13:09:50.089Z",
"EndDat e": "2020-04-17T13: 09: 50. 0892",
"SearchText": "string",

"Status": "Draft",

"1 nSt at usSi nceDays": O,

"Senders": [
"string"

1.

"Signers": [
"string"

1.
"Recipients": [
"string"

]

itingForRecipient": "string",
"Bul k": "string"


https://demo.esignanywhere.net/Api/v4.0/envelope/find

<fi ndEnvel opesDescri pt or >
<status>Draft| Started| | nProgress| Cancel ed| Conpl et ed| Expi r ed| Rej ect ed| Tenpl at e| Acti onRequi r ed|
Wi ti ngFor & her s| Expi ri ngSoon| Acti ve</ st at us>
<i nSt at usSi nceDays>30</i nSt at usSi nceDays>
<sent Aft er Dat e>2017- 02- 08T12: 18: 37. 2415657Z</ sent Af t er Dat e>
<sent Bef or eDat e>2017- 05- 10T11: 18: 37. 2415657Z</ sent Bef or eDat e>
<searchText/>
<hasSender >
<eMai | />
</ hasSender >
<hasSi gner >
<eMai | />
</ hasSi gner >
<hasReci pi ent >
<eMai | />
</ hasReci pi ent >
<wai t i ngFor Reci pi ent/ >
</ findEnvel opesDescri ptor>

You can search for the following status:

REST SOAP
Draft Draft
Canceled Canceled
Completed Completed
Expired Expired
Rejected Rejected
Template Template
Active Active
ExpiringSoon ExpiringSoon

WaitingForOthers | WaitingForOthers
ActionRequired
Started

InProgress

If you search for templates you will get the templateld which you need for the following api calls:

REST SOAP
https://[demo.esignanywhere.net/Api/v4.0/envelope/sendFromTemplate CreateDraftFromTemplate_v1
https://[demo.esignanywhere.net/Api/v4.0/envelope/createFromTemplate SendEnvelopeFromTemplate_v1

https://demo.esignanywhere.net/Api//v4.0/lenvelope/{templateld}/copyFromTemplate = CopyDocumentFromTemplate_v1

For more information about the process of finding the template and send an envelope from the template please also have a look at the template use case.

If you have not finished the envelope then search for “Active” envelopes, if the envelope is already finished please search for “Completed” envelopes to
find the envelope you have sent in the api call above.
As response from this api call you will get a list of all envelopes which fulfill the status.

Envelope Status & Callback

The envelope id can be used any time to receive the envelope status. Therefore, you simply call:

REST SOAP


https://demo.esignanywhere.net/Api/v4.0/envelope/sendFromTemplate
https://demo.esignanywhere.net/Api/v4.0/envelope/createFromTemplate
https://demo.esignanywhere.net/Api//v4.0/envelope/{templateId}/copyFromTemplate
https://confluence.namirial.com/display/eSign/v5+Using+Templates+for+Standard+Processes

https://[demo.esignanywhere.net/Api/v4.0/envelope/##envelopeld## | GetEnvelopeByld vl

You can find a sample response for this call in the next section:

"Status": "InProgress",

"SendDat e": "2023-04-03T07: 21: 13. 697Z",
"ExpirationDate": "2023-05-01T07:21: 13. 6962336Z",
"Val i di tyFronCreationl nDays": 28,

" Expi rationl nSecondsAfter Sendi ng": 2419200,

"Bul ks": [
{
"Status": "InProgress",
“Emmilt: v

"LogDocunent | d":
"Fi ni shedDocurments": [],
"Steps": [
{
"1d": "8d700260-2345-1234-1234- 040618546ac8",
"FirstNanme": "Jane",
"Last Nane": "Doe",
"Orderlndex": 1,
"Email": "jane.doe@anple. cont,
"LanguageCode": "en",
"Status": "Not Signed",
" St at usReason": "",
"Reci pi ent Type": "Signer",
"Wor kst epRedi rectionUrl": "https://deno. esi gnanywher e. net/wor kst epredi rector/si gn?
identifier=Bp~lrxSLSBnk9A1234LCsSi Hpe6hOBnVHFU1234980qCZI9IMLSxP12347kr 33s0k~j 0CDCGEXAHeNA==",
"Al | owAccessFi ni shedWr kst ep": true,

"lIsParallel": false,
"Wor kst epConfiguration": {
"Wor kst epLabel ": "Test",

"Smal | Text ZoonFact or Percent": 100,

"Fini shAction": {
"ServerActions": [],
"CientActions": []

b

"Recei verlnformation": {
"UserInformation": {

"FirstNanme": "Jane",
"Last Nane": "Doe",
"EMail": "jane.doe@anpl e. conf

.
"Transacti onCodePushPl ugi nData": []
b
"Sender | nformation": {
"UserInformation": {
"FirstNanme": "John",
"Last Nane": "Doe",
"EMai | ": "john.doe@anpl e. cont
}
}
"Transacti onCodeConfigurations": [],
" Si gnatureConfigurations": [],
"Vi ewer Preferences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "",
"Enabl ed": fal se

}
b
"ResourceUris": {
"Signaturel magesUri": "https://deno. esi gnanywhere. net/ Resour ce/ Si gnat ur el mages/ ?
I'i nk=1Bp~I r xSLSB1234sSi Hpe6hO8mvVHFUA6! C1234V3RVuxhYT1XZYh"
}

udi ti ngTool sConfiguration": {
"WiteAuditTrail": true

I
"Policy": {


https://demo.esignanywhere.net/Api/v4.0/envelope/##envelopeId##

"General Policies": {
"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
" Al | owAppendFi | eToWr kstep": fal se,
" Al | owAppendTaskToWr kst ep": fal se,
"Al | owEmai | Docunent": true,
"Al | owPrint Docunment": true,
" Al | owFi ni shwWor kstep": true,
"Al | owRej ect Wor kst ep": true,
"Al | owRej ect Wr kst epDel egati on": fal se,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
"Al | owAdhocPi ctureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se,
"Al | owRel oadOf Fi ni shedWor kst ep™: true
b
"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
" Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"ReferenceCorner": "Lower_Left",
"Tasks": [
{
"Texts": [
{
"Language": "en",
"Val ue": "Agreenent text"
H
{
"Language": "*",
"Val ue": "Agreenent text"
}
1.
"Headi ngs": [
{
"Language": "en",
"Val ue": "Agreenent Subject”
b
{
"Language": "*",
"Val ue": "Agreenent Subject"
}
I

"l sRequired": false,

“1d": “ra",

"Di spl ayNanme": "ra",

" DocRef Nunmber": 1,

"Di scrimnatorType": "Agreenents"

"PositionPage": 1,

"Position": {
"PositionX": 100.0,
"PositionY": 200.0

b

"Size": {
"Hei ght": 70.0,
"Wdth": 100.0

}

"Addi ti onal Paraneters": [

{
"Key": "enabl ed",
"Val ue": "1"



{
"Key": "conpl eted",
"Val ue": "0"
I
{
"Key": "req",
"Val ue": "1"
.
{
"Key": "fd",
"Val ue": ""
I
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH mm ss”
.
{
"Key": "fd_timezone",
"Val ue": "datetineutc"”
}
I
"Al | owedSi gnat ureTypes": [
{
"Al | owedCapt uri ngMet hod": "dCick2Sign",
"Ly": "default",
"1d": "03923516-4d2b- 460a- 9950- 29bc24083cec”,
"Di scrimnatorType": "SigTypedick2Sign",
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nformati on": true,
"Di spl ayEmai | ": true,
"Di splayl p": true,
"Di spl ayNanme": true,
"Di spl aySi gnatureDate": true,
"Font Fami ly": "Tinmes New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanpl nmprint": false,
"Di spl ayTransactionld": false,
"Di spl ayTransakti onToken": fal se,
"Di spl ayPhoneNunber": fal se
H
" Si gnat ur ePl ugi nConfigurationlid": ""
}

1.
"UseTi nestanp": fal se,

"I sRequi red": true,

"1d": "1#XyzrmoDupl i cat el dSeper at or #sanpl e sig click2sign",
"Di spl ayNane": "Sign here",

" DocRef Nunmber": 1,

"Di scrimnatorType": "Signature"

}

b

"Navi gation": {
"HyperLinks": [],
"Links": [],
"LinkTargets": []

"ld": "f43354e4-1234-1234-1234-f5a4cc9e0e9d",
"FirstNanme": "John",

"Last Nane": "Doe",

"Orderlndex": 2,

"Emai | ": "john.doe@anpl e. cont,
"LanguageCode": "en",

"Status": "NotSigned",

" St at usReason": s



"Reci pi ent Type": "Cc",
"Wor kst epRedi rectionUrl": "",
"Al | owAccessFi ni shedWr kst ep": true,
"lIsParallel": false,
"Wor kst epConfiguration": {
" Smal | Text ZoonFact or Percent": 100,
"Vi ewer Pref erences": {},
"Policy": {
"General Policies": {
"Al | owRot ati ngPages": true,
"Al | owFi ni shWorkstep": true,
"Al | owUndoLast Action": true

I
"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Lower_Left",
"Tasks": []
}
}
}
}
]
}
1.
"Docunents": [
{
"PageSi zesl nPoi nts": [
{
"Height": 841.8,
"Wdth": 595.2
}
1.
" DocRef Nunmber": 1,
"Fil eName": "Test.pdf",
"FornFields": []
}
1.
"1d": "bb01a820-1234-1234-1234-b2d65b7492ed",
"Bul k": ",
"Basi cOptions": {
"Nanme": "Test",
"Emai | Subj ect": "Please sign the encl osed envel ope",

"Enmai | Body": "Dear #Reci pi ent FirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the
envel ope #Envel opeNane#\ n\ nEnvel ope wi |l expire at #ExpirationDate#",

"Enabl eRem nders": true,

"Fi rst Rem nder DayAnount": 5,

"Recurrent Rem nder DayAnmount": 3,

" Bef or eExpi rati onDayAmount": 3

b

"LockFor nFi el dsAt Envel opeFi ni sh": fal se



<api Result version="2.2.458.6616">
<baseResul t >0k</ baseResul t >
<okl nf o>
<envel opeSt at us>
<i d>13ad0518- XXXX- XXXX= XXXX= XXXXXXXXXXX</ i d>
<nane>eSi gnAnyWere Tutori al </ nane>
<st at us>Conpl et ed</ st at us>
<sendDat €>2017- 03- 15T12: 13: 13. 453Z</ sendDat e>
<expirationDat e>2017-03-17T12: 13: 13. 453Z</ expi r ati onDat e>
<bul kReci pi ent s>
<bul kReci pi ent eMail="">
<st at us>Conpl et ed</ st at us>
<r eci pi ent s>
<reci pi ent >
<or der | ndex>1</ or der | ndex>
<eMai | >first.signer@mail.conx/eMil >
<st at us>Si gned</ st at us>
<si gnedDat €>2017- 03- 15T12: 13: 42. 717Z</ si gnedDat e>
<r eci pi ent Type>Si gner </ reci pi ent Type>
<wor kst epRedi rectionUrl />
</ reci pi ent >
<reci pi ent >
<or der | ndex>2</ or der | ndex>
<eMi | >cc@mai | . conx/ eMai | >
<st at us>Not Si gned</ st at us>
<si gnedDat €>2017- 03- 15T12: 13: 43. 183Z</ si gnedDat e>
<reci pi ent Type>Cc</r eci pi ent Type>
<wor kst epRedi rectionUrl />
</ recipient>
</ reci pi ent s>
<conpl et edDocunent s>
<| ogDocunent | d>52cbha7le- XXXX- XXXX= XXXX- XXXXXXXXXXX<
/1 ogDocunent | d>
<conpl et edDocunent >
<docunment | d>77851da5- XXXX- XXXX= XXXX- XXXXXXXXXXX<
/ docunent | d>
<fil eNane>eSi gnAnyWere_Tutori al . pdf </ fi | eNane>
<fields/>
</ conpl et edDocunent >
</ conpl et edDocunent s>
</ bul kReci pi ent >
</ bul kReci pi ent s>
</ envel opeSt at us>
</ okl nf o>
</ api Resul t >

Callback

The configured callback URL is used to notify your system if the state of an envelope or workstep is changing.
So you can track the status of envelopes without polling the eSignAnyWhere server regulary.

Please note the following referring callbacks:

1 Only the envelope callback is fired, when the envelope is in a final state. The status update callback is fired by a sub-component and you may
require to wait a post-processing time that the envelope reaches its final state. Therefore, please send back the HTTP 200 immediately!
If you are not returning the HTTP 200 immediately, eSignAnyWhere tries to recall the URL.
Attention: After some attempts the envelope will not be finished!

Due to these notes please send the message immediately after you receive the callback and before other callback-processing starts (e.g.
download documents) to avoid a timeout of the callback!

Download a finished document



To download a finished document you simply call the function:

REST SOAP

https://demo.esignanywhere.net/Api/v4.0/envelope/downloadCompletedDocument/##documentld## = DownloadCompletedDocument_v1

You have to use the envelope id and the document id to download the file from the server (Attention: just documents of finished envelopes can be
downloaded and the document id is different from the uploaded-file-id!)
You can receive the document id from the response of the getEnvelope call.

Download respoonse in REST would be for example a 200 OK status.

<api Result version="2.2.458.6616">
<baseResul t >0k</ baseResul t >
<okl nf o>
<file>
<nane>eSi gnAnyWer e_Tut ori al . pdf </ name>
<dat a>##BASE64_FI| LE##</ dat a>
</file>
</ okl nf 0>
</ api Resul t >

@ Additional Information

Depending on the signature method used, it might be necessary or recommended to store additional documents beside the signed document,
to ensure having the necessary evidence. For advanced electronic signatures, you might have to store also the audit trail document; and for
Namirial Disposable Certificate, also the Certificate Request Form by which the signer requested issuance of the QEC. Those documents can
be downloaded using the same method, just with the different file IDs.


https://demo.esignanywhere.net/Api/v4.0/envelope/downloadCompletedDocument/##documentId##
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