v5 Developer FAQ

eSignAnyWhere offers you an SOAP and a REST interface. It uses authentication and XML for the datastructures. See our API documentation for the
basic information about our interfaces. Most programming languages offer you simple SOAP/REST interfaces moreover for the beginning you may start
with SoapUl, a webservice testing tool.

There are two possibilities to customize the Ul

® eSignAnyWhere Ul for Signers: you can customize it by changing the template
® eSignAnyWhere Ul for Users (Backoffice): this can just be done in a private cloud instance or on premise. For more information contact us.

You can configure email templates and languages for your eSignAnyWhere signers. It may also helpful if you have a look in the user guide settings section.
There is an envelope XML guide available.
You can prefill PDF form field with values via API. The following API methods are supported:

® SendEnvel ope_v1

® SendEnvel opeFroniTenpl ate_v1
® CreateDraft_vl

® CreateDraftFronifenpl ate_vl

XML Configuration for prefill PDF forms:

<envel ope>

<overri deFor nFi el dval ues>
<docunent docRef="1">
<t ext Box name="form d">
<val ue>t ext BoxVal ue</ val ue>
</ t ext Box>
<l i stBox name="formd">
<sel ect edl t ens>
<sel ectedl tenl d>sel ect edl t eml</ sel ect edl t em d>
<sel ectedl tenl d>sel ect edl t en2</ sel ect edl t eml d>
</ sel ectedl t emrs>
</li st Box>
<r adi oButtonG oup name="formd">
<sel ect edl t enl d>sel ect edl t enx/ sel ect edl t em d>
</ radi oBut t onG oup>
<checkBox nane="form d">
<i sChecked>true| f al se| 0] 1</ i sChecked>
</ checkBox>
<conmboBox nane="form d">
<val ue>conboBoxVal ue</ val ue>
</ conboBox>
</ docunent >
</ overri deFor nFi el dval ues>

</ envel ope>

Yes, just add two ore more documents within the tag in the API call SendEnvelope_v1:

<sspFil el ds>
<string>First docunent</string>
<string>Second docunent</string>
</ sspFil el ds>

After this configuration you can send an envelope as usual but with multiple documents.
First you have to create a draft (Cr eat eDr af t _v1) and configure the option to allow an external designer (al | owAgent Redi r ect).

XML Configuration
<draft Opti ons>

<al | owAgent Redi r ect >t rue</ al | owAgent Redi r ect >
<i FrameWhi teLi st >http://172. 16. 17. 256; http: //fo0o0. or g</i FrameWi t eLi st >

</ draftOptions>


https://en.wikipedia.org/wiki/SOAP
https://en.wikipedia.org/wiki/Representational_state_transfer
https://confluence.namirial.com/display/eSign/API+Documentation
https://www.soapui.org/
https://confluence.namirial.com/display/eSign/SignAnyWhere+Viewer+-+Customization
https://www.esignanywhere.net/contact/
https://confluence.namirial.com/display/eSign/User+Guide
https://confluence.namirial.com/display/eSign/User+Guide
https://confluence.namirial.com/display/eSign/User+Guide
https://confluence.namirial.com/display/eSign/The+Envelope+XML

The option al | owAgent Redi r ect enables an anonymous designer integration (without eSignAnyWhere Login) and i Fr ameWhi t eLi st extends the
HTTP header with a list to integrate in your web application or portal (via X- FRAVE- OPTI ONS).

The designer can be embedded by modifing the following string:

http://ww. significant.conl Agent Redi rect/i ndex?drafti d=#envel opei d#

If the draft is finished you can start the envelope.
If you don’t want to send an email to a specific recipient, you just have to add the following configuration to the envelope XML (<di sabl eEnai | >Tr ue<
/ di sabl eEmai | >):

Simple Example:

<reci pi ent >
<l anguageCode>en</ | anguageCode>
<eMai | >reci pi ent @nai | . conx/ eMai | >
<first Name>Fi r st nane</ first Nane>
<l ast Nane>Last nane</ | ast Name>

<di sabl eEmai | >Tr ue</ di sabl eEnmi | >

<!-- optional authentication methods for this recipient -->
</ recipi ent>

eSignAnyWhere it calling the Callback URL 30 times. With the timeout this should be enough to recover if the called system is down for a few minutes.
You can modify the message and also the language of the SMS OTP sent via API.

Following types can be defined (inclusive max character length - GSM-7 (3GPP TS 23.038 / GSM 03.38) standard):

® smsAuthTransactionCodeld (SMS Authentication Message)
© Text (excluding placeholders) must not be longer than 146 characters. (If any character not-compliant to the standard will be used, the
limit is reduced to 52!)
® disposableCertificateEnrolAndSignSmsText (Disposable Certificate Message)
o Text (excluding placeholders) must not be longer than 150 characters. (If any character not-compliant to the standard will be used, the
limit is reduced to 60!)
* remoteCertificateSignSmsText (Remote Certificate Message)
o Text (excluding placeholders) must not be longer than 150 characters. (If any character not-compliant to the standard will be used, the
limit is reduced to 60!)
® otpSignatureSmsText (SMS OTP-Signature Message)
O Text (excluding placeholders) must not be longer than 146 characters. (If any character not-compliant to the standard will be used, the
limit is reduced to 52!)
® swissComSign
© Text must not be longer than 160 characters. (If any character not-compliant to the standard will be used, the limit is reduced by half!)
® bankldSignText
O Text must not be longer than 160 characters. (If any character not-compliant to the standard will be used, the limit is reduced by half!)

Please note the following: The tag {tld} (Transaction ID) and {Token} (Token) must be defined in the message. If you do not define a language attribute,
this will be used as fallback or specified language or recipient does not exists.

Please see the following sample configuration for an otp signature:

"SspFilelds": [
"e686d325- 1234- 1234- 1234- f 33cc522f 38c”
]

ndEnvel opeDescri ption": {
"Name": "test",
"Di spl ayedEmai | Sender":
"Enabl eRemi nders": true,
"Fi r st Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAmount": 3,
"Expi rationl nSecondsAf t er Sendi ng": 2419200,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl": "",
"LockFor nFi el dsAt Envel opeFi ni sh": fal se,
"Steps": [
{

"Orderl ndex": 1,
"Recipients": [

{



"Emmi | " "##Emai | ##",
"FirstName": "##Nane##",
"Last Nanme": "##Nanme##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"All owDel egation": true,
"Al | owAccessFi ni shedWor kstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [],
"ldentificationMethods": [],
"Qtpbata": {
"PhoneMbbi | e": "##PhoneNunber ##"
}
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Signer",

"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
"Smal | Text ZoonFact or Percent": 100,

"Transacti onCodeConfi gurations": [

{
"1d": "otpSignatureSnsText",

"HashAl gorithm dentifier": "Sha256",

"Texts": [
{
"Language": "en",
"Value": "This is for testing porpuses only wth the transactionld {tld}. Your code is: {Token}"
}
]
}
1.

"Si gnatureConfigurations": [],
"Vi ewer Pref erences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "",
"Enabl ed": fal se

}
b
"ResourceUris": {
"Del egationUri": "https://deno. esi gnanywhere. net/ Resour ce/ Del egat e"
b
"Audi ti ngTool sConfiguration": {
"WiteAuditTrail": true
b
"Policy": {

"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMbde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"Texts": [
{
"Language": "en",
"Val ue": "Agreenent text"
o
{
"Language": "*",
"Val ue": "Agreenent text"
}



"Headi ngs": [

{

"Language": "en",

"Val ue": "Agreenent Subject”
},
{

"Language": "*",

"Val ue": "Agreenent Subject”
}

1.
"I sRequi red": false,

“1d": “ra",

"Di spl ayNanme": "ra",

"DocRef Nunber": 1,

"Di scrimnatorType": "Agreenents"

"PositionPage": 1,

"Position": {
"PositionX": 58.0,
"PositionY": 593.0

b
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
H
"Addi tional Paranmeters": [
{
"Key": "enabl ed",
"Val ue": "1"
3
{
"Key": "conpl eted",
"Val ue": "0"
3
{
"Key": "req",
"Val ue": "1"
3
{
"Key": "isPhoneNunber Required",
"Val ue": "0"
3
{
"Key": "trValiditylnSeconds",
"Val ue": "60"
3
{
"Key": "fd",
"Val ue": ""
3
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH mm ss”
3
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}
]

"Al | owedSi gnat ur eTypes": [

"Tr ModType": "Transacti onCodeSender Pl ugi n",
"TrValiditylnSeconds": 300,

"TrConfld": "otpSignatureSmsText",

" | sPhoneNunber Requi red": fal se,

"Ly": "sinpleTransacti onCodeSns",

"1d": "84dc05ed- 1234-1234-1234-f bc776f aa439",
"Di scrimnatorType": "SigTypeTransacti onCode"
"Preferred": fal se,

" Si gnat ur ePl ugi nConfi gurati onld":



}
1.
"UseTi nestanp": fal se,
"I sRequi red": true,

"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_f 96c9889- 1234- 1234- 4c9c- f 774add0d46b",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}
]
}
}
},
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
]
}
1,
"Att achSi gnedDocunent sToEnvel opeLog": fal se
}
}

The easiest way to implement the TransactionCodeConfiguration in SOAP is to call the GetAdHocWorkstepConfiguration_v1 to receive a default workstep
for the document or you can modify it directly via API (see sample below).



<Transacti onCodeConf i gurati ons>
<!--Single Transacti onCodeConfiguration.-->
<Transact i onCodeConfi guration trConfld="snmsAut hTransacti onCodel d">
<l--Message used to send a transaction code to the client. The message has to contain the placehol der
'"{tld}" for the transactionld and the placehol der '{Token}' for the token.-->
<Message>Pl ease aut henticate yourself for the access to the envelope with the transactionld {tld}. Your
code is: {Token}</ Message>
<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="en">
<Message>Pl ease authenticate yourself for the access to the envelope with the transactionld {tld}. Your
code is: {Token}</Message>
<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" | anguage="it">
<Message>Con riferinento alla transazione {tld}, per autenticarsi si prega di inserire il seguente CODI CE
{Token} </ Message>
<hashAl gorithmnldentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transact i onCodeConfi guration trConfl d="di sposabl eCertificateEnrol AndSi gnSnsText" >
<Message>Pl ease confirmthe issuance of your disposable certificate and signature, referenced by
transactionld {tl1d}, with the OIP: </ Message>
<hashAl gorithnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transact i onCodeConfi guration trConfl d="di sposabl eCertificateEnrol AndSi gnSrsText" | anguage="en">
<Message>Pl ease confirmthe issuance of your disposable certificate and signature, referenced by
transactionld {tld}, with the OIP: </ Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transact i onCodeConfi guration trConfl d="di sposabl eCertificateEnrol AndSi gnSmsText" | anguage="it">
<Message>Conferna | ' eni ssione del tuo certificato disposable, con riferinmento alla transazione {tld}, e
della firm con | A OTP </ Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transacti onCodeConfiguration trConfld="renoteCertificateSi gnSnmsText">
<Message>Pl| ease sign the docunent, referenced by transactionld {tld}, using the OTP: </ Message>
<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transacti onCodeConfi guration trConfld="renoteCertificateSi gnSnmsText" |anguage="en">
<Message>Pl ease sign the docunent, referenced by transactionld {tld}, using the OTP:. </ Message>
<hashAl gori thm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transacti onCodeConfiguration trConfld="renoteCertificateSi gnSmsText" |anguage="it">
<Message>Firma il documento, con riferimento alla transazione {tld}, usando | A OTP </ Message>
<hashAl gorithmnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
</ Transact i onCodeConfi gur ati ons>

If you have a finished envelope (all recipients finished) and the state of the evelope is still “in Progress”, the reason could be the post processing (the
callback). The callback expects a HTTP 200 and if an error is retured it tries to call the callback after some time again (up to 30 times). This could delay the
“finished” or “error” of the envelope.

The problem is, that the envelope is not yet in the correct status.

The current status is “Started”. This means, that the link for the first recipient is not yet being created.

You have to wait until the status is “InProgress”.
Another option would be to either...

® set “suppressEmails” on the recipient
® orto check “Prevent emails from being sent :” on the organization (using the Admin Web site)

Then the link will be generated immediately when calling SendEnvelope_v1.

If you use regular notifications (emails), the link is sent to the recipient as soon as the Workstep is ready.

You can define a reading task, so that the signer has to confirm the reading of the envelope. Details about the configuration you find in the Reading Task
Guide.

Yes, you can store your own meta data in the envelopes.


https://confluence.namirial.com/display/eSign/v5+Beginner+Guide+REST+and+SOAP
https://confluence.namirial.com/display/eSign/v5+Beginner+Guide+REST+and+SOAP

<envel ope>
<met aDat a>
<el enent >cust om dat a</ el ement >
</ met aDat a>
</ envel ope>

The net aDat a element allows you to store additional, non-eSAW-data (e.g. for archiving) directly in the envelope. You can retrieve this information via get
Envel opeByl d call. An example of metaData is to store data for the archiving system in the envelope. The callback-integrating solution then can
download the files (PDF & Audit-Trail) and store them directly in the archive.

Envelope Bulk
® Draft Draft

© Not sent envelope © Not sent envelope
® Canceled Canceled

© Envelope which was canceled by the sender. (final state).
® Completed
© Envelope which does not need any more actions (final state).
® Expired
o Envelope reached expiration date. Can be restarted with a new
expiration date.
® Rejected
© Rejected by one of the envelope recipient.
®* Template
© Template which can be used to create envelopes with a given
configuration.
® ActionRequired
© Waiting for your action.
® WaitingForOthers
© Waiting for actions of other recipients.
® ExpiringSoon
© The expiration date will soon the be reached.
® InProgress
© The envelope is in progress, waiting for next recipient in the
order to do his/her action.

© Envelope which was canceled by the sender. (final state).
Completed
© Envelope which does not need any more actions (final state).
Expired
o Envelope reached expiration date. Can be restarted with a new
expiration date.
Rejected
© Rejected by one of the envelope recipient.
Template
© Template which can be used to create envelopes with a given
configuration.
Started
© The envelope was started but needs to setup further metrics to
the into status InProgress
CompletedWithWarnings
© Warnings concerning long lived disposable
BulkCompleted
o All envelopes of a bulk are completed
BulkPartlyCompleted
© Not all envelopes of a bulk are completed
InProgress
© The envelope is in progress, waiting for next recipient in the order
to do his/her action.

eSAW supports to send out links for the SIGNificant products automatically via notifications. Therefore you just have to add to the recipient configuration

(XML) the following parameters:

<envel ope>
<steps>
<step>
<r eci pi ent s>
<reci pi ent >

<addAndr oi dAppLi nk>0</ addAndr oi dAppLi nk> <! --
<addl osAppLi nk>0</ addl osAppLi nk> <!-- 0 or 1 -->
<addW ndowsAppLi nk>0</ addW ndowsAppLi nk> <! --

</ reci pi ent >
</ reci pi ent s>
</ step>
</ st eps>
</ envel ope>

1-->

1-->

Otherwise you can connect one workstep of eSignAnyWhere with one of the SIGNificant Apps. First you call the Get Envel opeByl d_v1 with the envel op
el Dyou got in sendEnvelope_v1. In the result you will find the wor kst epRedi r ect i onURL. This URL forwards the SignAnywhere Viewer (Web-Client),
but with the additional parameter & esponseType=r et ur nWor kst epl d it returns the workstepld. Example:

https://denmp. xyzno. com wor kst epr edi rect or/ si gn?i denti fi er =8WNDxmJVr 5V/ aV1AAN4A9xX| KuVs HVQEI QVuM
[ kt LNwlj Of WgaovF2nDg3uWpJJIbp5Q k7Yz92e00=& esponseType=r et ur nWor kst epl d

With this Workstepld you can now connect the SIGNificant product to the document. If the document is finsihed the workflow continues automatically.
Other parameters are:

responseType=redi rect ToVi ewer — redirects to SAW Viewer (default)

responseType=r edi r ect ToAndr oi dApp — redirects to Android App

responseType=r edi r ect Tol Cs App — redirects to iOS App
responseType=r edi r ect TOW ndows App — redirects to Windows App



® responseType=ret ur n\WWr kst epl d — returns the Workstepld for other integration types

If you want to get a callback on specific events, e.g. when a signer rejects the agreement, you can use the following guide.

If you upload a PDF/A document to eSignAnyWhere it stays through the workflow a PDF/A valid document. If you are starting with a non-PDF/A document,
the final document will be also a non-PDF/A document.

Yes, you may use our SigStrings to place signature fields in documents. You just have to type a string (the simplest version: ~ si g* ) in the document and
eSignAnyWhere is placing a signature field for you automatically. Here you get more information about our placeholders.

If you want to use more complex tags (e.g. for form fields, radio buttons, etc.) you may be interested in our advanced tags. This can be found in our Placeh
older Use Case and moreover a look into the PrepareSendEnvelopeSteps_v1 function. This function can be helpful for integrations.

This is typically caused by an outdated Adobe Reader with not update-to-date certificates. Please install a new version or perform an update of the
certificates (Settings > Trust Manager > Update AATL/EUTL).


https://confluence.namirial.com/display/eSign/v5+Api+Reference+-+Introduction+REST
https://confluence.namirial.com/display/eSign/Use+Advanced+Document+Tags+to+insert+Form+Elements+or+Signature+Fields
https://confluence.namirial.com/display/eSign/Use+Advanced+Document+Tags+to+insert+Form+Elements+or+Signature+Fields
https://confluence.namirial.com/display/eSign/Use+Advanced+Document+Tags+to+insert+Form+Elements+or+Signature+Fields
https://www.esignanywhere.net/esignature-api/api-documentation/api-reference/
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