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Introduction

Below will be detailed the SOAP request for sign, change password ecc...

All the methods described are on interface:

https:// <l P- APPLI ANCE>: 8080/ Si gnEngi neWeb/ si gn- ser vi ces?wsdl

The SOAP request examples are generated using SoapUl, you can use this guide to configure SoapUI on your pc.

In this guide will be described the example of Soap Requests.

Credentials Object

All methods for sign require the ojbect Credentials is used to specify the device signature are you using for sign. This object is composed by this
variables:

SOAP-credentials-object

<credenti al s>
<user nane>?</ user nane>
<passwor d>?</ passwor d>
<i dO p>?</i dQt p>
<ot p>?</ ot p>
<securityCode>?</securityCode>
<sessi onKey>?</ sessi onKey>
</credential s>


https://confluence.namirial.com/display/SWS/Configure+Soap+UI

According the device signature (automatic or remote) are you using you should populate different fields.

Automatic Signature

Below the example of Credentials :

SOAP-Credentials-object-automatic-signature

<credenti al s>
<user nane>AHl 123456</ user name>
<passwor d>13572468</ passwor d>
</credenti al s>

Fileds required:

" username

" password
Remote Signature

If you sign with the remote there are two ways:

® specify "idOtp" and "otp"
® specify the sessionKey

Example with "idOtp" and "otp":

SOAP-Credentials-object-remote-signature-idotp-otp

<credential s>
<user nane>RHl P1234567</ user nane>
<passwor d>13572468</ passwor d>
<i dO p>501719</i dOt p>
<ot p>150259</ ot p>
</ credenti al s>

Example with "sessionKey"

SOAP-Credentials-object-remote-signature-sessionKey

<credential s>
<user nane>RHI P1234567</ user nane>
<passwor d>13572468</ passwor d>
<sessi onKey>sadl i j hdf kj sl her pouf dbl khesl j heri hbf doi hej her oi hger </ sessi onKey>
</credenti al s>

If you decide to sign with idOtp and OTP you must obtain the OTP code for sign (from SMS, App and Token) and idOtp.

How obtain the idOtp and OTP code

Below will described with SOAP request how obtain idOtp (with method getOtpList) and OTP code.

Obtain the idOtp

You can obtain the idOtp with method getOtpList. Below the example of SoapRequest. In this example we are using the devicename: "RHIP20102336
019765":



REQUEST-getOTPList

<soapenv: Envel ope xml ns: soapenv="http://schenas. xn soap. or g/ soap/ envel ope/ " xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: get OTPLi st >
<credenti al s>
<user name>RHl P12345</ user nane>
</credential s>
</ ser: get OTPLi st >
</ soapenv: Body>
</ soapenv: Envel ope>

In output the SOAP response will be:

RESPONSE-getOTPList

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get OTPLi st Response xm ns: ns2="http://service.ws. nanl ">

<return>
<i d& p>501719</i dCt p>
<seri al Number >20210113- 091031RJ2L1</ seri al Nurmber >
<t ype>SMB</t ype>

</return>

<return>
<i dOt p>537430</i dCt p>
<seri al Number >20210305- 163726LOPYF</ seri al Nurmber >
<t ype>OTP GENERATOR</type>

</return>

<return>
<i dO p>537433</i dOt p>
<seri al Nunber >20210305- 163726F0I 75</ seri al Nurmber >
<t ype>OTP PUSH</type>

</return>

</ ns2: get OTPLi st Response>
</ soap: Body>
</ soap: Envel ope>

During the signing process, it is possible to choose between these two idOtps: 501719 (associated with OTP SMS) and the idOTP: 537430
(associated with OTP GENERATOR).

It is not possible to use OTP PUSH, they are used for other purposes, not for signing.

For the signature we can choose two types of idOTP: 501719 or 537430.

Obtain the OTP code

With OTP SMS we can obtain the code using the method "sendOtpBySMS" like in this SOAP request:



REQUEST-sendOTPBYySMS

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: sendQ pBy SM5>
<credenti al s>
<user name>RH P12345</ user nane>
</credential s>
</ ser: sendQt pBy SM5>
</ soapenv: Body>
</ soapenv: Envel ope>

If everything is ok, in output response will be:

RESPONSE-sendOTPBySMS

<soap: Envel ope xnl ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: sendQ pBySMSResponse xm ns: ns2="http://service.ws. nam"/>
</ soap: Body>
</ soap: Envel ope>

On your mobile phone, you will receive an SMS containing the OTP code (composed of 6 numbers) for signature. Now, for example, we have
received the code: “214196".

While with OTP App and Token you don't require the method of SWS because you can read the OTP code on Token display or on your smartphone
display (if you are using the App).

Manage the sessionKey

Below will be describe the SOAP request example for obtain the sessionKey, check if the sessionKey is valid and destroy the sessionKey

Obtain the sessionKey

Below the SOAP request example for create the openSession:



REQUEST-openSession

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/"
xm ns: ser="http://service.ws. nanl ">
<soapenv: Header/ >
<soapenv: Body>
<ser:openSessi on>
<credenti al s>
<i d& p>501719</i dCt p>
<ot p>150259</ ot p>
<passwor d>13572468</ passwor d>
<user name>RH P12345</ user nane>
</ credential s>
</ ser:openSessi on>
</ soapenv: Body>
</ soapenv: Envel ope>

In output will obtain the value of sessionKey which will be used for the signature:

RESPONSE-REMOTE-openSession

<soap: Envel ope xnl ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: openSessi onResponse xm ns: ns2="http://service.ws. nam ">
<return>
f4l f 7bg/ cCxWBMTgL3i G FEST5cEAZj gLnXvV3hUFzFHc Tvj | H3FOkJy+kv/ 0Zsv1
UuNKOS7L6] MjHYSspBz+CZIl 7h3r 51 EP2Fqr KTWIQTVyr Nf yr / t r ZnDgx YOLUACY 0ZVUFI | nck5LKj i hui
sv+gZeB68Spwmtc NDdQQdUS3ngz JavHXx09ADCX6 VDI KKMe
/ AYOV+R51XWE9OQJF5Lf KEThI v10CpQC5nhnWBWKOFOm
P4vMB0d79JhFYGWSZW nTQADg8p OM/ g9wwx NnBuGk KKaS70Tplewd+eCGE uSCOk 3H2w9GB6v QLHQEbN6d
WMes| qJORMZ2I gr aD+scbh4Q==
</return>
</ ns2: openSessi onResponse>
</ soap: Body>
</ soap: Envel ope>

The sessionKey just obtained is valid for three minutes (it is not possible to edit this value!). After it expires, you will need to generate another
sessionKey using openSession method and new OTP code (it is not possible to use the same OTP already in use).

Check the sessionKey status

Below the SOAP request example for check the sessionKey status:



REQUEST-remote-getRemainingTimeForSession

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/"
xm ns: ser="http://service.ws. nanl ">
<soapenv: Header/ >
<soapenv: Body>
<ser: get Remai ni ngTi neFor Sessi on>
<credenti al s>
<user name>RH P12345</ user nane>
<sessi onKey>
f 4l f 7bg/ cCXxWBMIgL3i G FEST5cEAZj gLnXvV3hUFzFHcTvj | HBFOkJy+kv
/0Zsv1 UNKOS7L6j MyHYSspBz+CZI 7h3r 51 EP2Fqr KTWI QTVyr Nf yr
[t r ZnDgx YOLUACY0ZVUFI | nck5Lkj i hu
sv+gZeB68Spwmtc NDdQQdUS3ngz JavHXx09ADCX6 VDI KKMe
/ AYOV+R51XWEQOQJF5Lf KEThI v10CpQC5nhnWBWKOFOm
P4vMB0Od79JhFYGWSZW nTQIDg8p OMr g9wwx NmBuGkKKaS70Tplewd+eCG
/ uSC9k 3H2WOGB6v QLHQEbN6d VWMes| qJORMTZ2| gr aD+scbh4Q==
</ sessi onKey>
</credential s>
</ ser: get Remai ni ngTi neFor Sessi on>

</ soapenv: Body>

</ soapenv: Envel ope>

The SOAP response will be:

RESPONSE-remote-getRemainingTimeForSession

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get Remai ni ngTi neFor Sessi onResponse xm ns: ns2="http://service.ws. nam ">
<return>167</return>
</ ns2: get Remai ni ngTi meFor Sessi onResponse>
</ soap: Body>
</ soap: Envel ope>

Where 167 is the seconds until the session is active. After 180 seconds from creation, the session will be automatically deleted, but for good practice,
lose the session before it expires.

You can destroy the session manually before it expires with the method closeSession.

Destroy the sessionKey

Below the example of SOAP request for destroy the session:



REQUEST-remote-closeSession

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:cl oseSessi on>
<credenti al s>
<user name>RHl P12345</ user nane>
<sessi onKey>f 4] f 7bq/ cCxWsnirgL3i G FEST5cEAZ] gLnXvV3hUFzFHc Tvj | HBFOkJy +kv
/ 0Zsv1uNKOS7L6j MyHYSspBz+CZI 7h3r 51 EP2Fqr KTWI QTVyr Nf yr
[t r ZnDgx YOLUACY0ZVUFI | nck5LK;j i hui sv+gZeB68Spwm+c NDAdQQRAUS3ngz JavHXx09ADCX6VDI KKMe
/ AYOV+R51XVE9Q0JF5Lf KEThl v10CpQC5nhnWBWKOFOM P4vMB0d79JhFYGWSZW nTQIDg8pOW g9wwx NmBu Gk KKaS7o0Tplewd+eCG

/ uSC9k3H2WOGB6V QLHQEbN6dVVME S| JORMhZ2I gr aD+sch4Q==
</ sessi onKey>

</ credenti al s>
</ ser:cl oseSessi on>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be ever like this:

RESPONSE-remote-closeSession

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: cl oseSessi onResponse xm ns: ns2="http://service.ws.nam"/>
</ soap: Body>
</ soap: Envel ope>

Summarize

The credentials object for automatic signature is composed like in this example:

REQUEST-AUTOMATIC-Credentials

<credenti al s>
<user nanme>AHl P12345</ user name>
<passwor d>1357268</ passwor d>

</ credenti al s>

With remote signature if you don't use the sessionKey the object Credentials will be:

REQUEST-Credentials-Remote-OTP-SMS

<credenti al s>
<passwor d>13572468</ passwor d>
<user nane>RHl P12345</ user name>
<i d& p>501719</i dCt p>
<ot p>150259</ ot p>

</credenti al s>



While if you are using the sessionKey the object Credentials will be:

REQUEST-Credentials-Remote-OTP-SMS

<credenti al s>
<passwor d>13572468</ passwor d>
<user name>RH P12345</ user nane>
<sessi onKey>f 4] f 7bq/ cCxWsnirgL3i G FEST5cEAZ] gLnXvV3hUFzFHcTvj | H3FCkJy+kv
/ 0Zsv1uNKOS7L6j MyHYSspBz+CZI 7h3r 51 EP2Fqr KTWI QTVyr Nf yr
[t r ZnDgx YOLUACY0ZVUFI | nck5LKj i hui sv+gZeB68Spwmt+c NDAdQRAUS3ngz JavHXx09ADCX6VDI KKMe
/ AYOV+R51XVEQ0JF5Lf KEThl v10CpQC5nhnWBWKOFOmM P4vMB0d79JhFYGWSZW nTQDg8pOMr g9wwx NmBuGkKKaS70Tplewd+eCG
/ uSC9k3H2WOGB6V QLHQEbN6dVVME S| JORMhEZ2I gr aD+sch4Q==
</ sessi onKey>
</credential s>

Methods for sign

Below will be described the SOAP request example for every type of signature:

® Pades
® Cades
® Xades

SignPades

The SOAP request for create Pades signature:

signPades

<soapenv: Envel ope xnl ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: si gnPAJES>
<credenti al s>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
<user name>YOUR- DEVI CE- NAVE</ user nanme>
</credential s>
<buf f er >BASE64- TO- SI G\</ buf f er >
<PAdESPr ef er ences>
<l evel >B</| evel >
<si gner | mage>
<i mageVi si bl e>t rue</i nageVi si bl e>
<i mage>BASE64- | MAGE- LOGO</ i mage>
<x>30</ x>
<y>30</y>
<wi dt h>50</w dt h>
<hei ght >50</ hei ght >
<si gner Nane>Nane of Signer</si gner Nane>
</ si gner | mage>
</ PADESPr ef er ences>
</ ser: si gnPAJES>
</ soapenv: Body>
</ soapenv: Envel ope>

At this link is possible to see the full example (with file to sign and logo image) of signature Pades with appereance.


https://confluence.namirial.com/download/attachments/126164432/signPadesWithAppereance.xml?version=1&modificationDate=1660117961183&api=v2

While at this link , you can find an example of Level T (signature+timestamp)

SignPadesMultiFieldName

The SOAP request for create Pades signature using signatures field:

signPadesMultiFieldName

<soapenv: Envel ope xnl ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws.nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: si gnPAJES>
<credenti al s>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
<user name>YOUR- DEVI CE- NAVE</ user name>
<sessi onKey>SESSI ON_KEY_RECEI VED_FROM OPEN_SESSI O\</ sessi onKey>
</credential s>
<buf f er >BASE64- TO- SI G\</ buf f er >
<PAJESPr ef er ences>
<l evel >B</| evel >
<si gner | mage>

<fi el dsNaneLi st >Si gnat ur eFi el d- 1</ fi el dsNaneLi st >
<fi el dsNameLi st >Si gnat ur eFi el d- 2</fi el dsNaneLi st >

<l-- THIS OPTION set to true allowto sign all signatures fields available -->
<l-- <signAllFiel ds>fal se</signAll Fields> -->

<si gner Name>NAVMVE OF S| GNER</ si gner Name>

</ si gner | nage>
<wi t hSi gnat ur eFi el d>t rue</ wi t hSi gnat ur eFi el d>
</ PAJESPr ef er ences>
</ ser: si gnPAJES>
</ soapenv: Body>
</ soapenv: Envel ope>

At this link is possible to see the full example (with file to sign and logo image) of signature Pades with appereance.

NOTE: in this example the signatures fields: "SignatureField-1" and "SignatureField-2" already exist in a PDF

The response will be the complex object: "PadesWithMultiFieldName" or generate a WSException if don't sign at least one signature field.

Below the response ok, when all elements of "fieldsNameList" are signed (the file is fully signed):

SOAP-response-signPadesMultiFieldName-output-fully-signed

<soap: Envel ope xnl ns:soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: si gnPAdESMuI t i Fi el dNameResponse xm ns: ns2="http://service.ws. naml ">
<return>
<si gnedCont ent >BASE- 64- OF- PDF- W TH- ELEMENTS- OF- LI ST- FI ELDSNAMELI ST</ si gnedCont ent >
</return>
</ ns2: si gnPAdESMul ti Fi el dNaneResponse>
</ soap: Body>
</ soap: Envel ope>


https://confluence.namirial.com/download/attachments/126164432/signPades_Level_T_WithAppereance.xml?version=1&modificationDate=1711617283137&api=v2
https://confluence.namirial.com/download/attachments/126164432/SOAP-signPadesMultifieldName.xml?version=2&modificationDate=1700222968753&api=v2

While if the field are signed partially (for example the session key has expired) therefore the file is partially signed, the response will be:

SOAP-response-signPadesMultiFieldName-output-partially-signed

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: si gnPAJESMuI ti Fi el dNameResponse xml ns: ns2="http://service.ws. nam ">

<return>
<si gnedCont ent >BASE- 64- OF- PDF- W TH ELEMENTS- OF- LI ST- FI ELDSNAMELI ST</ si gnedCont ent >

<serviceError>
<code>69</ code>
<nessage>Sessi on key scadut a</ nessage>

</ serviceError>

<r enmai ni ngFi el dNanes>Si gnat ur eFi el d- 2</ r enui ni ngFi el dNanes>

</return>
</ ns2: si gnPAdESMul ti Fi el dNaneResponse>
</ soap: Body>
</ soap: Envel ope>

The tag:
= "signedContent" contains the partially signed file, because not all fields in a list have been signed
= "serviceError" contains the details about the cause because all signatures fields have been signed
= "remainingFieldNames" contains the list of field remaining to sign

In this case, the response will be the input of the new "signPadesMultiFieldName" request

While if you insert credentials.password, credentials.sessionKey, signature field not exist. In output will obtain a WSException like this:

SOAP-response-signPadesMultiFieldName-output-partially-signed

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<soap: Faul t >
<faul t code>soap: Server </ faul t code>
<faul tstring>Ri chiesta non valida</faultstring>
<detail >
<ns2: WeException xm ns: ns2="http://service.ws. nan ">
<error>105</error>
<nmessage>Ri chi esta non val i da</ nessage>
</ ns2: WBExcepti on>
</ detail>
</ soap: Faul t >
</ soap: Body>
</ soap: Envel ope>

SignCades

The SOAP request for create Cades signature:



signCades

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: si gnCAJES>
<credenti al s>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
<user name>YOUR- DEVI CE- NAMVE</ user name>
</credential s>
<buf f er >VGhpcyBpcyB0aGUgZm sZSBObyBi ZSBzaWluZWQyZnmdy| HRI c3Qu</ buf f er >
<CAdESPr ef er ences>
<l evel >B</ | evel >
</ CAJESPr ef er ences>
</ ser: si gnCAJES>
</ soapenv: Body>
</ soapenv: Envel ope>

In this example the buffer to sign is "txt" files.

The SOAP response will be:

SOAP-response-signCades

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">

<soap: Body>

<ns2: si gnCAdESResponse xm ns: ns2="http://service.ws. nam ">
<return>M | KVwWYJKoZI hvcNAQc Col | KSDCCCk QCAQEX Dz ANBgl ghk gBZQVEAgEFADA2Bgk ghki GOw0BBWGyKQONVGhpcyBpcyB0aGUgZm sZ
SBObyBi ZSBzaWiuZWQgZnmdy| HRI c3Quol | GODCCBswwggWIoAMCAQ CCFzwg TIXI Rl dMAOGCSqGSI b3DQEBOWUAMHOX Jj Ak BgNVBAMVHUShbW
| yaWFs| ENBI EZpcmiLhl FF1YWkpZni j YXRhMSAwWHG YDVQQLDBADZXJ0aWZpY2F0aWdul EF1dCGhvenl 0e TEKMCI GALUECgwb Tt aXJpYWwgUy 5
WLk EuLz Ay MDQ2NTcWNDI 2 Ms wCQYDVQQGEW] J VDAe FwOx ODAXM MkNj MBVDBaFw0y NDAOM MkNj MBVDBaM GnMQs wCQYDVQQGEWJ] J VDEVVBMG
ALUECgWMIk90 FBSRVNFTI RFMRUWEWYDVQQEDAX ERULPI ENPRO5PTUUX Ej AQBgNVBCo MCURFTU8g Tk 9NRTEc MBo GA1UEBRMI'SVQ6 RELDRESNM
TVUMIBBM cx Tz Ef MBOGALTUEAWWAREVNTY BOTO1FI ERFTU8gQO9HTK ONRTEXVBUGALUELhMOREVNTZz Ey Mz QLN c4O0TAWggEi MAOGCSqGSI b3DQ
EBAQUAA4| BDWAWgGgEKAoI BAQD4i 6k2DI 5¢XUj KDi Pf x6qF| 5k Dz +wCpWRFNnWeL137vi 4KhupGpcBEkvr 298xZp82j Fwr oQ1 4NUKAuGBx 7K3
XZZwPnb+qZ2Pf | eNzPj HTt / OUOMGe2wWPOOEZY1cQdr i Xpg4t Bbv5dPWvr OTr t / QA4
/ QuAt h5UekmDO7OC+Csecf yhkl upj f ABnj b4CsUl YF1qa4n4Sakl ESRt r bz9Pj ZxJbK902sTj aQinkK95Yv5cEDETt ANi Vit MKs
| eLgoEFN8vx62Kh3V+dHHG+4z Xf nnd3zv 1Ok VLOKAXI FBShve93ohcr / EhspkR3/ YsHW 6y 5EWCkhbGI PM
/ SXwbhj dVgAbAgVBAAG ggM M | DHz CBog Yl KwYBBQUHAQEEgZUwgZI WWAY! KwYBBQUHVAKGSGhOdHBZz O 8vZ@j cy50ZXNOLnZpcmihY2Vyd
GEuaXQvZ®j dWLl bnRzLO5hbW yaWFs QQFGaxXJt YVF1YWkpZni j YXRhLnNy dDA6Bggr BgEFBQcwAYYuaHROcDovL29j c3AudGvzdCsmaXJt YW
N cnRhLn 0L29j c3AvY2VydHNOYXR1cz AdBgNVHQUAEFgQUvqgLdh6c X6Usi 37 YMret o DUQ+ACWHWYDVROj BBgwFoAU2z gl ULe2L5buO+rw+t GZ
Unk gWgd4wlwyl KwYBBQUHAQVE! z AhMAgGBgQAj k YBATAL Bg YEAI 5 GAQVCARQWCAYGBACORGEEM | BqgYDVROgBI | BoTCCAZOwWggGZBgsr BgEE
AYKaawEBAz CCAYgWVAY! KwYBBQUHAgEW GhOdHAGLY93d3cuZm ybWFj ZXJ0YS5pdC9t YWb1 YWk pLULPLz CCAVI GCCs GAQUFBWM CM | BRB6CA
UAASQBs ACAAC ABy AGUACWBI AGAAdABI ACAAYWBI AHI AdABpAGYAaQBj AGEADABY ACAAG AAgAHYAY(Bs AGKAZABV ACAACWBY AGNAbWAGAHAAZQ
By ACAAZgBpAHI AbQBI ACAAYQBWAHAAbWBZz AHQAZ QAg AGMAbWBUACAAC ABy AGBAYWBI AGQAd QBy AGEAI ABhAHUAJ ABV AGDAYQBOAGK AYWBhACA
Al ABUAGgAa @Bz ACAAYWBI AHI AdABpAGYAaQBj ACEAdABI ACAAbQBhAHKAI ABv AGAAbAB5ACAAY(QBI ACAAd Bz AGUAZAAGAGYAbwBY ACAAD QBU
AGEAd ABOAGUAb g Bk AGUAZ AAV AGEAd QB0 AGB Ab QBh AHQAZ OBk ACAAZ ABp AGE Aa QBOAGEAD AAg AHMAA QBNAGA AYQBOAHUAC g Bl AHIVALj BJBgNVH
R8EQ BAMDEgPKAG6hj hodHRWO 8vY3JsLnRl c3QuzZm ybWFj ZXJ0YS5pdC9GaxJt YUN cnRhUXVhbG maVhd GEX LNy b DAOBg NVHQBBAf 8EBA
MCBk AWDQYJKoZI hvcNAQEL BQADggEBAHNOmp8m G ahhf 58HEC G zWkj opGyaAERSWFScRBAg1k4COf 3JOgi 3QK47F83ai 41j RNC+KBKYP
| mMUSwWEok 3dERWI r VH3x KXo 7 GmCDUN7 Hk 107 B8N+ Tl SKni Mksv Spkx3GEwedr 1VDOCgqj / Ma8wivP+xoXi oBr dl | sTShk
/ gi 5ecr bdFXNhoeA3z Q' vOn7WFPFC6x R+L KWAOEHW
| Ft cCawc W/8hVNhG7 7 CD+wy Onpy pb 1 HKUOVSWFq DWW X7JF8u2809+nDy SqoZ6211 TeTQNOWIKknR26b MKy 7D4Vef N3NI Qbak 8bOf t Wex W ngkv
H5MFPSQ5JW 01 ZG OhPi Hnt ksxggMgM | DHAI BATCBi TBIMSYwWJ AYDVQQRDDB1OYWLpcm hb CBDQSBGaxJt YSBRAWFs aWZp Y2FOYTEgVBAGALU
ECOwmXQRVydd nmaVWhdd vbi BBdXRob3JpdHkxJDAi BgNVBAoOM305hbW yaWFs| FMucC5BLI 8w AONj USMDQYNj EL MAk GALUEBhMCSVQCCFzw
qTIXI R dMAOGOWOGSAFI AWQCAQUAG! | BZzAYBgkghki GOWOBCQVK OwYJKoZI hve NAQe BVBWGCSqGSI b3DQEJBTEPFWOY M A4MIAWODAXNTZaM
COGCSqGS| b3DQEJNDEgMBAWDQYJYI ZI ANUDBAI BBQChDQYJKoZI hvc NAQEL BQAWLWYJKoZI hve NAQKEMSI El | yS2457706HAeqQBOU2HLI F5J
VhJaRgd8I| SguoannBYM HVBgsghki GOWOBCRACLz GBvDCBUTCBt j CBswQyxbk| TFBr i uSqr 8M6xRqZCQN72r MohDr 7Yt uXr wi86f 4wgY4AwgYG
kf zBI9MSYwJ AYDVQQDDB1OYWLpcmi hbCBDQSBGaXJt YSBRAWFs aWZpY2F0YTEgMVB4 GALUEOWXQR2Vydd maVWhdd vbi BBdXRob3JpdHkxJ DAI
BgNVBAoOM05hbW yaWFs| FMuc C5BLI 8wV AONj U3VDQy Ny EL MAk GALUEBhMCSVQCCFzwgTI Xl Rl dMAOGCSqGS| b3DQEBOWMUABI | BAI gAf XNg3
DxOPdQe5QTt f TMW4z U +cTA.T4xaB2x2/ 1403Nnk Rj HCMg4NBDf 8Xi f Co8YTr VQYqYN xDaWsJpj Tpgf bwindwul dkQysg6Ti RTi y3w
/ v01loMk/ X1sj 7TH+6WSS f cRml V5dwTI | HUXOMRXi PAO0CaCsZTO852xwk XUB7z8/ j aW UK4bLoz
/ ckgFMV3YhRLht h7sLWVj gUELd6uk G wCf t PORAKEWXEYu4YnBWOpknFDr DGZgTTYChs| TLt JkNar zI / 43t xXC A7
/ FALCxuy OHcnYNt a+i CWAN3I / EOPI Vz(BXi bNr aAFOLul JI zAlyC+hU4l j ADJeAPOEE=</r et ur n>
</ ns2: si gnCAdESResponse>

</ soap: Body>

</ soap: Envel ope>



SignCades Detached

If you want make the Cades detached signature, SWS not require all files to sign, but only the hash. The tag "buffer" will be the hash of the file.

For example if we want the cades detached signature of this PDF the procedure is:

1) Calculate the hash of this file, for example with the openssl:

openssl dgst -sha256 -binary FILE TO BE_SIGN | openssl enc -a

And in output will obtain the hash to sign, will be:

HASH TO SI GN = nsj 3f 4hJCSELbMW kKFWNr f 0XhkebTnAKaKhx4686DY=

2) Now can execute the method signCades, using the field "cadesPreferences.detached=true":

<soapenv: Envel ope xnl ns: soapenv="http://schems. xn soap. or g/ soap/ envel ope/"
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:si gnCAJES>
<credenti al s>
<user name>YOUR- DEVI CE- USERNAME</ user nane>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
</credential s>
<buf f er >nmsj 3f 4hJCSELbMW kFwWNr f 0XhkebTnAKakKhx4686DY=</ buf f er >
<CAdESPr ef er ences>
<det ached>t r ue</ det ached>
</ CAJESPr ef er ences>
</ ser: si gnCAJES>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:

xm ns: ser="http://service.ws. nam


https://confluence.namirial.com/download/attachments/126164432/PDF_Sample_HelloWorld.pdf?version=1&modificationDate=1680161957032&api=v2

<soap: Envel ope xnl ns:soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">

<soap: Body>

<ns2: si gnCAdESResponse xm ns: ns2="http://service.ws. nanl ">
<r et ur n>M | KKQYJKoZI hveNAQcCol | KG CCChYCAQEXDz ANBgl ghk gBZQVEAgEFADALBgkghki GOwOBBwWGggga2M | Gsj CCBJqgAw BAg! | f
| 5\
/ FI 108WDQYJKoZI hvc NAQELBQAWG Ycx | TAf BgNVBAMVGEShbW yaWFs| EVWI FF1YWpZm | ZCBDQTEf MBOGATUEOMWWWHI 1¢3QuU2Vydnl j ZS
BQcnB2aVRl ¢j EYMBYGALUECGWPTFt aXJ p YWhg Uy 5wk Eu MRowGAYDVQRh DBFWQVRI VCOWM AONj USMDQY N EL MAk GA1UEBhMCSVQwHhc NMTk
WODALMDCON AvhcNM UWODALMDCONj Avvy BmviOwOWY DVQQU EWRJI RDKy MRUWEWY DVQQDDAX 0ZXNOI GF6aVWuZGEx FTATBgNVBAOMDHR ¢3Qy
YXppZWbk YTEaMBg GALUEYQWRVK FUSVQ MDAWMVDAWVDAWVDAX Cz AJBgNVBAYTAKI UM | Bl j ANBgkghki GOWOBAQEFAACCA@BAM | BCgKCAQEA4
TXdE Vhgzht Rf 8HkRnia2NDEf G5Cnl 0PR5y owp660qQTovMjF
/ nbv Y+WTOXI xWHYbAL 1niTe EQWNTWBWKr GDFe3J P3EJ SAnRa8BMWi 5B2JUf ud4f SZSaeeJkoCu2ggZ3/ 64kFdC2yx Pl pwn
/ oKSNJG PyvhNW2JJVINt | sUDdVOrHUg5uFTQo0o423Cvnt RSz 6k Yhr WBKY QO TGGPwuk DgpKhi B+
/ 01pL7DVI 4X4gNi 1gnFQoBbBRG2r SAB8XLXXYP
| aW MF8c3VZX5xELI GunmQEf xOQRIO7kr 1Q h1MXFWhvadRa8l ZnQpg5vMAj t hxXnr 0GyPJci mbxOr bCRWG hVsQ DAQAB04!1 CQDCCAj wwg YCGC
Cs GAQUFBWEBBHs we TA+Bggr BgEFBQcwAo Yy aHROCHVBLY 9kb2Nz LnBhbW y aWFs d HNwL miNv b S9k b2 NLbW/udHW TRt QOEOSY 5§ ¢ nQaNwYI Kw
YBBQUHVAGGK2hOdHAGLY 9v Y3NWLnBhbW yaWFs dHNwWLmi\v b S9v Y3NWL2NI ¢ nRz d GFOd XMMHQYDVROOBBYEFBT3hX0qb5n0V7hKLCUESQNZCI |
1NMB8GALUdI wQYMBaAFGO4zbhJUuXnCXt Xj Pt 6QQEBgnhZM HNBggr BgEFBQe BAWSBWDCBY TAI Bg YEAI 5GAQEWOWYGBACORg EDAg EUMAG GBg QA
j kYBBDATBg YEAI 5GAQYWCQYHBACORgEGA] CBhAYGBACORgEFMHoWOX Y1aHROCHVBLY 9kb2Nz LnbhbW yaWFs d HNwL miNv b S9k b2 N1bW/udHW U
ERTL1BEU19I bi 5WZGYTAMVuMDs WWhOdHBz O 8vZ@&j cy5uYWpeml hbHRzcC5) b20vZ&9j dWLI bnRz L1BEUy 9QRFNf aXQuc GRrEwd pdDBaBg
NVHSAEUz BRVDo GCy s GAQQBgppr AQ DMCswKQYI KwYBBQUHAgEWHWAOdHBZz O 8vZ®0j cy5uYWLpc hbHRzc C5) b20v MAK GBWQAI +Xx AAQVIWNCAY
GBACPeg ECVDQGALUdHWVQX MCswKaAnoCWGEl 2h0dHAGLY 9j cmwubnt aXJpYWk0c3AuY29t LONBNES uY3Js MA4GALUd DWEB
/ WQEAW GQDANBgk ghki GOWOBAQs FAACCAgEAhI PP1QdsAqYEenj 8MoHbF8a
| r AGAop1CbP4YsPr 4Y5YKxr 2TRuf 4L4KcbFHBKpLPI Xzw+2CvzeB2l Gc00Ahs| 0s0d1hQ mLKL6SEk S3uN3sxq6f
/i 2dMS91 uCLcwyn8ZpCnvp2bqqj
/ f Cqzdoi O F1IW QugqRUf LSc95MFM WKz DovQS9Y8I er Hi wonqg3f | 3VuYdvKhxOLri | 7Vepmvk5zf Xxgs EQFnmmH
/advdcrj PAj | 8Sj zz1vsB74Mmt FFk5PNnd1Nl OHGWBKaTeELpud nxsz2qPFO7i noSBUKVEFz 3WB1 vB3UnKURbFEUt j yFYgYTpPTQcs XOkaJM
u/ ST6hRLTpvZ5zs+3AFgf CGhpH7kTCWLMTNT40Yl VEXYct FAMyg8gi MaBet f 06zB954Qqu3eqFvl DZOHC1RbL
/ F2at 61r mSXSbhzRkev+VevKUG | qThMy51 0QSP8nxCqulUvaadepd
/t DznLYdYwnoN7f zof A4ZKAQPLVt 4Kv4l ML612CMDkK+1nmk Euhc TINOh8I 6Kax40q+Ld8qj gnvGAl Me
/ 28df kIl pQS7gn¥0ON1nCcKdKMvhgc (B81LWYnbyY
| ba5BBCwXeqWKpl+oqgor r gFYi WONSHISINF | 0gG61 eEj L5k8nAr kKt Nef Scwbt v1LZXACAuazj D++i J8] VMPn7khf 9qKR8xggMBM | DMM BAT
CBI DCBhz EnVB8 GALUEAWWY Tt aXJ p YWhvg RVUgUXVhb A maVWk I ENBVR8WHQYDVQQLDBZUcnVzdCBTZXJ2aWNl | FByb3ZpZGvy MRgwig YDVQQ
KDA9OYWLpcm hbCBTLNAUQS4x G AYBgNVBGEMEVZBVE! ULTAy MDQ2NTCcWNDI 2MQs wOQYDVQQGEWJ JVAI | f | 5D
/ F1 108wDQYJY! ZI AWUDBAI BBQCgggFz MBgGCSqGSI b3DQEJ Az ELBgk ghki GOWOBBWEWHAYJK0ZI hvec NAQKFMBXDTI z MDIVE MDA3NTAOMVOWLQ
YJKoZI hve NAQKOMSAWH ANBgl ghk gBZQVEAgEFAKENBgk ghki GOwWOBAQs FADAVBgkghki GOWOBCQQxI gQgnsj 3f 4hJ CSELbMW kFwiNr f 0Xhk
ebTnAKakKhx4686DYwgdgGCy qGS| b3DQEJEAI vMYH M HFM HCM G BCADI K96snXsO 13GxGXQuxA66Ryj v45gglab
/ b9RMAPj CBnj CBj aSBi j CBhz EnVB8 GALUEAWWY Tt aXJ p YWy RVUgUXVhbd maW/k | ENBVRBWHQYDVQQLDBZUcnVzdCBTZXJ2aWNl | FByb3Z
pZGVy MRgwFg YDVQRKDAIOYWLpcm hbCBTLNAUQS4xG AYBgNVBGEMEVZBVE! UL TAy MDQ@2NTcWNDI 2MBWCQYDVQQGEWI JVAI | f 1 50
/ FI 108WwDQYJKoZI hvc NAQELBQAEggEAGENV3NNVI r | Li vnj r Nyl 85M gZbaS3bt 6Fcf zREP+hnBSQ7DhXXgszRu2vJ+l kYod
/ MhovvTwb2s6Y2uczugkVN3Jc
/uswUf 61 | | COn8F6bsDt | 5xaTdZY75hu6mBSIdNGyr Tt 072Zwf | 9vnBy Tgt 5Z3M-ORMAaHgs BYHVZW qTy XR58uz8udSMznN2Cf r k+JCbMG v
TCTMhuj CFLy Soc ON/ ZVB1KOEGK
/ N7 Cok9qZ4 00 VQI OBbVEVLU4A2FhNSNnJt ngky 6] PEhnAZ9ssaz J4f hT804f Ubs71AUnBz8A02BV5ACcgKIpXvi r cx8pOnCGEyzax026RFs9A0C
pNhhE3r A==</r et ur n>
</ ns2: si gnCAdESResponse>

</ soap: Body>

</ soap: Envel ope>

In the tag "return” there is the cades detached signature, you MUST decode the content of this tag and will obtain this file: Cades_detached_PDF_Sam
pleHelloworld.p7s

3) Finally we have the cades detached signature and we ready to verify the signature at this link:

= field "signed file" upload the detached signature
= field "original file" upload the file "FILE_TO_BE_SIGN"

And the output will be:


https://confluence.namirial.com/download/attachments/126164432/Cades_detached_PDF_SampleHelloWorld.p7s?version=1&modificationDate=1680162883925&api=v2
https://confluence.namirial.com/download/attachments/126164432/Cades_detached_PDF_SampleHelloWorld.p7s?version=1&modificationDate=1680162883925&api=v2
https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation
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SignXades

The SOAP request for create Xades signature:

SOAP-request-signXades

<soapenv: Envel ope xnl ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: si gnXAdES>
<credenti al s>
<user name>YOUR- DEVI CE- NAVE</ user name>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
</credential s>
<buf f er >PD94bWhwgdnVyc2l vbj 0i M54wl i Bl bm\vZd uZz0i WRGLTgi Pz4NG x UZWkI bWFO
aVW\vPgOKCTx0bz5Ub3ZI PCO0bz4NCgk8ZnJvbT5KYWspPCOnT mBt PgOKCTXx0ZWFk
aWbnPl JI bW uZGvy PC9oZWkaWbnPgOKCTxi b2R5PkRvbi dOI GZvcnd! dCBt ZSBO
ad zI Hdl ZW | bmhPC9i b2R5PgOKPCIOUZWkI bWFOaWNv Pg==</ buf f er >
<XAdESPr ef er ences>
<l evel >B</| evel >
</ XAJESPr ef er ences>
</ ser: si gnXAdES>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:



SOAP-response-signXades

<?xm version="1.0" encodi ng="UTF-8""?>
<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: si gnCAdESResponse xm ns: ns2="http://service.ws.nanf ">

<r et ur n>M | KVWYJKoZI hvcNAQc Col | KSDCCCk QCAQEX Dz ANBgl ghk gBZQVEAgEFADA2Bgk ghki GOWOBBWGgKQONVCGhpcyBpcyB0aGUgZm sZ
SBObyBi ZSBzaWiuZWyZnmdy| HRI c3Quol | GODCCBswygWoAMCAQ CCFzwgTJI Xl R dMAOGCSqGSI b3 DQEBOWUAMHOXJj Ak BgNVBAMVHUShbW
| yaWFs| ENBI EZpcniLhl FF1YWpZni j YXRhMSAWHG YDVQQLDBADZXJ0aWzZpY2F0aV@ul EF1dGnvem 0e TEKMCI GALUECgwb Tt aXJd p YWwg Uy 5
wLk EuLz Ay MDQ2NTcwWNDI 2 MQs wCQYDVQQGEW J VDAe FwOx ODAXM MkNj MBVDBaFw0y NDAOM MkNj MBVDBaM GnMQs wCQYDVQQGEWJI J VDEVVBMG
ALUECgWMTk 90 FBSRVNFTI RFVMRUWEWYDVQQEDAX ERU1PI ENPRO5PTUUX Ej AQBgNVBCoMCURFTUBg Tk 9NRTEC MBo GA1UEBRMI'SVQ6 RE1DRESNM
TVUMIBBM cx Tz Ef MBOGALUEAWWNREVNTY BOTO1FI ERFTUBgQO9HTK 9NRTEXMBUGALUELhMOREVNTZ Ey Mz QLNj c4O0TAWggEI MAOGCSqGSI b3DQ
EBAQUAA4I BDWAWggEKAoI BAQD4i 6k2DI 5¢XUj KDi Pf x6qF| 5k Dz +WwCpWRFNnWeL137vi 4KhupGpcBEKvr 298xZp82j Fwr oI 4NUKAUGBX 7K3
XZZwOnb+qZ2Pf | eNzPj HTt / OUOMGe2wPO0oEZY1c Qdr i Xpg4t Bbv5dPWvr OTr t / QA4
/ QuAt h5UeknmDO70OC+Csecf yhkl upj f ABnj b4CsUl YF1ga4n4Sakl ES8Rt r bz9Pj ZxJbK902sTj aQnnk95Yv5cEDGTt ANi Vit MKs
| eLgoEFN8vXx62Kh3V+dHHG+4z Xf mod3zv 10k VLOKAXI FBShve93ohcr / EhspkR3/ YsHW6Y5EWCKkhbGIPM
| SXwbDhj dVgAbAgMVBAAG ggM M | DHz CBog Yl KwYBBQUHAQEEgZUWgZI WAY! KwYBBQUHVAKGSGhOdHBz O 8vZ&9j cy50ZXNOLnZpcmihY2Vyd
GEuaXQvZ@j dWLl bnRzLO5hbW yaWFs QQFGaxJt YVF1YWpZm j YXRhLm\NydDA6Bggr BgEFBQCWAYYuaHROcDovL29j c3AudGVzdC5maXJt YW
NI cnRhLm 0L29j c3AvY2VydHNOYXR1cz AdBgNVHQUAEFgQUvggLdh6cX6Usi 37 YMret o DUQHACWHWYDVROj BBgwFoAU2z gl ULe2L5buOrw+t GZ
Unk qWgd4wLwYl KwYBBQUHAQVEI z AhVAgGBgQAj k YBATALBg YEAI 5 GAQVICARQWCAYGBACORgEEM | BqgYDVROgBI | BoTCCAZOwWggGZBgsr BgEE
AYKaawEBAz CCAYgWIVAY! KwYBBQUHAgEW ChOdHAG6LY93d3cuzm ybWFj ZXJ0YS5pdCot YWb1YWkpLULPLz CCAVI GCCs GAQUFBwW CM | BRB6CA
UAASQBs ACAAC ABy AGUACWBI AGAAdABI ACAAYWBI AHI AdABpAGYAaQBj AGEAdABY ACAAB AAgAHYAY(QBs AGK AZABY ACAACWBv AGNVAbWAGAHAAZQ
By ACAAZgBpAHI AbQBI ACAAYQBWAHAAbwWBZz AHQAZ QAg AGVAbWBUACAAC ABy AGBAYWBI AGQAD By AGEAI ABhAHUAdABY AGOAYQBOAGKAYWBhACA
Al ABUAGgAaQBz ACAAYWBI AHI AdABpAGYAaQBj AGEAdABI ACAAbQBhAHKAI ABv AGAAbABSACAAYgBI ACAAD QBz AGUAZAAgAGYAbwBy ACAAd QBu
ACGEAdABOAGUAb g Bk AGUAZ AAV AGEAD QBO AGB Ab QBh AHQAZ Bk ACAAZ ABp AGC Aa QBOAGEAb AAg AHVAa QBN AGA AYQBOAHUAC gBl AHVALj BJBgNVH
RBEQ BAMDEgPKAGhj hodHRWA 8vY3JsLnRl c3QuZm ybWFj ZXJ0YS5pdCIGaxJt YUN cnRhUXVhbG maVWhd GEx LimNy b DAOBg NVHQBBAf 8EBA
MCBk AWDQYJ KoZI hvc NAQEL BQADggEBAHNOnp8m Gi ahhf 58HECC) zWkj opGyaAERS WFScRBdg1k4Of 3JQgi 3QK47F83ai 41j RNC+KBKYP
[ MUSWEOK 3dERWI r VH3x KX07 GhCDUN7 Hk 107 B8N+ TI SKni Mksv Spkx3GEwedr 1VDOCgqj / MQa8wivP+x0Xi oBr dI | sTShk
/ qi 5ecr bdFXNhoeA3z Q' vOn7WFPFC6x R+L KWAOCEHW
| Ft cCawc W/8hVNhG7 7 CD+wy Onpy pb 1 HKUOVSWFq DWW X7JF8u2809+nmy SqoZ6211 TeTQNOWIkn26b MKy 7D4Vef N3NI Qbak8bO0f t WexWsngkvi
HSMFPSq5JW 01 ZG ChPi Hnt ksxggMgM | DHAI BATCBI TBOMSYwWJ AYDVQQDDB1OYWLpcm hbCBDQSBGaxXJt YSBRAWFsaWZp Y2FOYTEgVB4GALU
EOMmXQ@VydGd maVWhdG vbi BBdXRob3JpdHkxJ DA BgNVBAoMZED5hbW yaWFs| FMuc C5BLi 8wl AONj USMDQy Nj EL MAk GA1UEBhMCSVQCCFzw
gTIX R dMVAOGCWCGSAFI AWQCAQUAOI | BZz AYBgk ghki GOWOBCQWK CwYJKoZI hvc NAQe BMBWGCSGSI b3DQEJBTEPFWOY M A4MTAWCDAXNTZaM
C0GCSqGS! h3DQEI NDEgMBAWDQYJ YI ZI ANJDBAI BBQChDQYJKoZI hv e NAQEL BQAWLWYJ KoZI hve NAQKENSI El | yS2457706HAeqQOU2H1I F5J
MhJaRgd8l SguoannmBYM HVBgsqhki GOWOBCRACLz GBvDCBUTCBt j CBswQyxbk! TFBr i uSqr 8M6xRqZCQN72r MohDr 7Yt uXr w186f 4wgYAwgYG
kf zBIMSYWJ AYDVQQDDB1OYWLpcm hbCBDQSBGaxXJt YSBRAWFsaWZpY2FOYTEgMB4 GALUEOWXQRVydd maWAhdG vbi BBdXRob3JpdHkxJ DAI
BgNVBAOM05hbW yaWFs| FMuc C5BLI 8wV AONj USMDQYNj ELMAk GA1UEBhMCSVQCCFzwq TIXI R dMAOGCSqGS| b3DQEBOWMUABI | BAI gAf XNg3
DxOPdQe5QTt f TMWAz U/ +c TALT4xaB2x2/ 1403NnkRj HCMy4NBDf 8Xi f Co8YTr VQYqYN xDaWsJpj Tpqf bWindwul dkQusg6Ti RTi y3w
/v0loMk/ X1sj 7H+6WSf f cRml V5dwWTI | HUXOMRXi PAO0CaCsZTOB52xwk XUB7z8/ j aW UK4bLoz
| ckgFMV3YhRLht h7sLWVj gUELd6uk Ci wCf t PORAKEWXEYu4YnBWOpknFDr DGZgTTYChs| TLt JkNar zI| / 4Jt xXc A7
/ FALCxuy OHcnYNt a+i CWAN3I / EOPI VzQBXi bNr aAFOLul JI zAlyC+hU4l j ADJeAPoEE=</r et ur n>
</ ns2: si gnCAdESResponse>

</ soap: Body>

</ soap: Envel ope>

Below is the example of Xades Signature Level B:

signXadesList-Level-B.txt

Below, there is an example of Xades using the preferences:

® signElement
® signatureld

We sign the XML parts with "ld=tagToSign" specified on Soap request by:
<signElement>tagToSign</signElement>

And we set the id of the digital signature to:
<signatureld>idOfSignature</signatureld>

The full example:

signXadesList-on-specifiedTagld.xml


https://confluence.namirial.com/download/attachments/50234655/signXadesList-Level-B.txt?version=1&modificationDate=1643636802378&api=v2
https://confluence.namirial.com/download/attachments/50234655/signXadesList-on-specifiedTagId.xml?version=1&modificationDate=1657106213890&api=v2

SignPkcs1

The SOAP request for create raw signature (PKCS1):

SOAP-request-signPkcs1

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:signPkcsl1>
<credenti al s>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
<user nanme>YOUR- DEVI CE- NAVE</ user nanme>
</credential s>
<hash>c1f bd2b034abaea9ec99535394f 21bb556edcf 1833c680ebdf cc76e1e635844b</ hash>
<pr ef erences>
<hashAl gorit hm>SHA256</ hashAl gori t hn»
</ preferences>
</ ser: signPkcs1>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:

SOAP-response-signPkcs1

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2:si gnPkcslResponse xm ns:ns2="http://service.ws.nam ">
<r et ur n>plkGoLor hOdGXKOFV4NAAZSs FxEl 3YEbSXSI 8t | WCSkoDwKLNOwHeKaos AuuJMIL6VI 61Axi EOBFCh5
[ uf QLFKWai MyvB5VYD62y Xdp8f 2dt MeCf gZGM_EVAci / kd1li M/E2eYi Gor nXk9NoF+eg/ +h6WBTZWSnYr j p0Yl F1oJx OGL
[ r5qr +OWWQ7n73f 03Qe6Rj w
/ TuSI 5V+WDaboct uCl W KSgMBRAcT552Pr NLsnVYmavR4epSUTx5VYwag6! hEHYPUt UkbM3pvN+0C0c ZY7NgOHPf qgr ks OHk M 4Z99DQAKOY S
ZHg+h4Al GrgqFGsLXSRWCbT2G7ve+qX71 Vgg==</r et ur n>
</ ns2: si gnPkcs1Response>
</ soap: Body>
</ soap: Envel ope>

Manage signer device

In this section you can find the example of SOAP request associated to the information about signer device, timestamp, errors

Method change password on automatic/eseal signature

Below an example of change password on automatic signer device (AHIP22021318589386):



REQUEST-AUTOMATIC/ESEAL-changePassword

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: changePasswor d>
<credenti al s>
<passwor d>13572468</ passwor d>
<securityCode>8214260012</ securi t yCode>
<user name>AH P12345</ user nane>
</credential s>
<newPasswor d>NEWPASSWORD123</ newPasswor d>
</ ser: changePasswor d>
</ soapenv: Body>
</ soapenv: Envel ope>

After this execution, the password/PIN of the device signature will be changed from "13572468" (old password) to "NEWPASSWORD123".

Method change password on remote signature

Below an example of change password on remote signer device (RHI3644468199007):

REQUEST-AUTOMATIC/ESEAL-changePassword

<soapenv: Envel ope xml ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: changePasswor d>
<credenti al s>
<user name>YOUR- DEVI CE- NAVE</ user nanme>
<passwor d>YOUR- DEVI CE- PASSWORD</ passwor d>
<i dO p>YOUR- | D- OTP</ i dC p>
<ot p>876321</ ot p>
</credential s>
<newPasswor d>NEWPASSWORD123</ newPasswor d>
</ ser: changePasswor d>
</ soapenv: Body>
</ soapenv: Envel ope>

After this execution the password/PIN of the device signature will be changed from "847291742" (old password) to "NEWPASSWORD123".

Method getCertificate

Below the SOAP request example for obtain the certificate associate to signer device: "SHI7493852568871"



SOAP-request-getCertificate

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:getCertificate>
<credenti al s>
<user name>SH| 12345</ user nane>
</credential s>
</ser:getCertificate>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:

SOAP-response-getCertificate

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2:getCertificateResponse xm ns:ns2="http://service.ws.nam">
<return>M | Glj CCBL6gAWM BAgl | KSO
| 4EWWpWIWDQYJI KoZI hvc NAQEL BQAWg Ywx Jj AkBgNVBAMVHVRI ¢3QyTnFt aXJpYWhgRVUgUXVhbG@ maVWk | ENBVR8WHQYDVQQL DBZUc nVz dCBT
ZXJ2aWN | FByb3ZpZGVvy MRgwi-g YDVQQKDAIOYWLpcm hbCBTLNAUQS4AxG AYBgNVBGEMEVZBVE! ULTAY MDQ2NTcWNDI 2 M wCQYDVQQGEWI IV
DAeFWOxNz ExM QnwOTAMVDBaFwOy Mz ExM QAOTAWVDBaMG0x Cz AJ BgNVBAYTAKI UMROWGAYDVQRhDBFWQVRIVCOWM AON U3VDQy OTEYMBYGAL
UECgWPTHFt aXJpYWhgcy 5wl mEuMRgwFg YDVQRDDA9UYWLpecm hbCBzLnAuYS4xDj AVBgNVBCATBU EMTMEM | Bl j ANBgkghki GOWOBAQEFAAQ
CABAM | BCgKCAQEAPCGhUB7UKgt DTBTY 13r vOGKZk 1+YUf uHPGIXFI 3TxZr i Dt ynChull 400Y1nmMLe5DZVgFXk RFl wO+Gk0ZLJI Yk GAFvTo5
khqu+vsdOwyh/ Hkpei OwWLf nKhCWhYOpnl wahh3a31UlqFVI ZINulybRRf 8N4+y AQQRDI NL7
/ BLVAgqlgVt 1uXj xvas8MAUj j Dbg3eQYXkSn2FJbveDRs127eeXUu+uabqt / GJ Y77Rvd71 KWsatH+dOFOoU/ s7
/ dt 079393r PUSOpW VA3A1107C/ j wFaSgl DdYht Gvi T6Jbakk
/ SM26CQX kNQShr Hs S9S9hCn3DZUf g531 4YGNOHt j Fnt Kwi DAQAB04I CVDCCAI Qg ZQGCCs GAQUFBWEBBI GHM GEMEMGCCs GAQUFBz AChj dodHR
wezovL2RvY3MudGVzdC5uYWLpem hbHRzcC5) b20vZ@&9j dWLI bnRz LO5hbUNBNES uY3J0MDOGCCs GAQUFBz ABhj FodHRwezovL29j c3AudGvz
dC5uYWLpcm hbHRzcC5) b20vb2Nz ¢ C9j ZXJ0c3RhdHVz MBOGAL Ud Dg QNBBRM2g4FWHk gJ 7 Xc Abds Y2f K3wqGB TAf BgNVHSVEGDAWBT8Hvd
/ XQBv+Xuf WemAj Caalhw+nj CBzgYl KwYBBQUHAQVEGC Ewgb4wCAYGBACORgEBMAS GBgQAj k YBAW BFDATBg YEAI 5GAQYWCQYHBACORgGEGA] CB
j WYGBACORgEFM GEMEAWOThOdHBz O 8vZ(@9j cy50ZXNOLnbhbW yaWFs dHNwWLmi\v b S9k b2N1bVWudHM/ UERTL1BEUL9I bi 5WZGYTANMVUMEAWD
mh0dHBz O 8vZ®j cy50ZXNOLnBbhbW yaWrs dHNWLnNv b S9kb2N1bW/udHW UERTL1BEUL9pdCowZGYTAM OMF8GALUdI ARYMFYWPWYLKWYBBA
GCmvs BAgEWMVDAUBggr BgEFBQC CARYi aHROCHVBLY 9kb2NzLnRI ¢3Qubnft aXIpYWk0c3AuY29t Lz AJBgc EAI vs QAEBVAgGBgQAj 30BATASBgN
VHRBEM AWMCEgLKAghi hodHRWO 8vY3JsLnR c3Qubnft aXJpYWk0c3AuY29t LONBNEsuY3Js VAAGALUd DWEB
/ WQEAW GQDANBgk ghki GOWOBAQs FAAOCAGEAE2+uv S s Zwx 2R+t H761 f r PcW GuJ Yl FAh044gu7evJ6
/1 h7TEQc0Y6WSz VHVB 1nf OpnuHD2BPIONS t A+gBggqZnwpcLn3S+3W M7L7WBROLJE20Ji
/ fw0JUzToj t DQR4h64kQUv+u9cygB4Jt FWAZ74WM nmed 5W Bbo9zUx5259qsM +BuXUW23u7l bzl yZLKAL6WSqSr BJhaf BuKt wNI Yf Moj t W
K3kOSi khkt 0ALK/ s74xp9of UpMAEHt | XHk QXN754dUbXbh2z Yt DCAqw7Lvk Unx2y2Yh8t Csv+NOc5kRVHvr Ol j MzuuY?7
/ EuQ0i vVR7ncUg5ABIA9TQBRA7pNWAI D+t 9MHr shEMGLYRWAsy | ARVbXpDpgZcCZxas6HE+JIWGN+LEBFDJi EPdSuvYY/ bLM.3G5wan
/ cTYi cOTK/ HGIxzqoAxUB1gks3eUmsTxzOzy Tnixj JBBWSTUSul Rj K
/ oexLEj Ypr Xei Pj x0gB6J+2+LoXsBA] 1IKMyHLWZONBAQZ7EvvZi 3SDcQOAli j t j DRRNbHvI 1naV3e
/ 1W YLEJaAUghNQBYzf 2hyv8i kDv1Wb3YGWL 2r uu5BDAN7YpMD+sMFMrtj U/ | nN64L10oLYJJ8d79UqJ0ASEbc+OzbnepTt d5sncv CKW
/ xg5@nc22Y9dj Dgk/ HhDUqTVRkGLua8gN4=</r et ur n>
</ ns2:getCertificateResponse>
</ soap: Body>
</ soap: Envel ope>

In the tag "return” there is the base64 associated to the signer device.
Method getAvailableSignatures

Below the SOAP request example for obtain the certificate associate to signer device: "SHI7493852568871"



SOAP-request-getAvailableSignatures

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: get Avai | abl eSi gnat ur es>
<credenti al s>
<user name>SH| 12345</ user nane>
</credential s>
</ ser: get Avai | abl eSi gnat ur es>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:

SOAP-response-getAvailableSignatures

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get Avai | abl eSi gnat ur esResponse xm ns: ns2="http://service.ws. nanl ">
<return>996413</return>
</ ns2: get Avai | abl eSi gnat ur esResponse>
</ soap: Body>
</ soap: Envel ope>

In the tag "return” there is the number of signatures available.
Method getSignatures

Below the SOAP request example for obtain the certificate associate to signer device: "SHI7493852568871"

SOAP-request-getSignatures

<soapenv: Envel ope xnl ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:get Si gnatures>
<credenti al s>
<user name>SH 12345</ user nane>
</ credenti al s>
</ ser: get Si gnat ures>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:

SOAP-response-getSignatures

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get Si gnat ur esResponse xm ns: ns2="http://service.ws. nanl ">
<ret urn>3587</return>
</ ns2: get Si gnat ur esResponse>
</ soap: Body>
</ soap: Envel ope>

In the tag "return” there is the number of signatures apposed since the device has been created.



Manage errors in SWS

In this section will be described how manage the errors in SWS and obtain the info about errors.

If the SOAP request is not correct in output will obtain the SOAP response with this structure:

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<soap: Faul t >
<f aul t code>soap: Server </ faul t code>
<faul tstring>Codice OTP errato, riprovare con il prossinp codice</faultstring>
<detail >
<ns2: WsExcepti on xnl ns: ns2="http://service.ws. nanl ">
<error>44</error>
<nessage>Codi ce OTP errato, riprovare con il prossino codice</ nmessage>
</ ns2: WsExcept i on>
</ detail>
</ soap: Faul t >
</ soap: Body>
</ soap: Envel ope>

This SOAP response contains:

= error code = 44
" error message = "Codice OTP errato, riprovare con il prossimo codice"

By default SOAP response on SWS contains the error message in italian, but is possible to obtain the error message in other different languages
using the method "getErrors".

Method getErrors

This method permits to obtain the list of all errors in a specified language or all languages.

For example if we want obtain the list of all errors in english language the SOAP request will be:

SOAP-request-getErrors

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:getErrors>
<l ang>EN</ | ang>
</ser:getErrors>
</ soapenv: Body>
</ soapenv: Envel ope>

In output will obtain a list of all errors in a specified language:



SOAP-response-getErrors

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get ErrorsResponse xm ns: ns2="http://service.ws. nam ">

<return>
<error Code>0</ error Code>
<error Language>EN</ err or Language>
<errorLanguage2>ENG</ er r or Language2>
<errorText>No errors found</errorText>

</return>

<return>
<error Code>1</error Code>
<error Language>EN</ er r or Language>
<error Language2>ENG</ er r or Language2>
<errorText >Generic error</errorText>

</return>

<return>
<error Code>1007</ err or Code>
<error Language>EN</ err or Language>
<error Language2>ENG</ er r or Language2>
<errorText >The OTP devi ce was not activated</errorText>
</return>
<return>
<error Code>1009</ err or Code>
<error Language>EN</ err or Language>
<error Language2>ENG</ er r or Language2>
<errorText >Unavai |l abl e attenpts for the OIP devi ce</errorText>
</return>
<return>
<error Code>1016</ err or Code>
<error Language>EN</ err or Language>
<error Language2>ENG</ er r or Language2>
<errorText >The OTP devi ce was not associated to the hol der</errorText>
</return>
</ ns2: get Err or sResponse>
</ soap: Body>
</ soap: Envel ope>

With this method is possible to obtain the description associated to a specified error code (in this example 44). Below the example:

SOAP-request-getErrors-on-specific-errorCode

<soapenv: Envel ope xmi ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:getErrors>
<l ang>EN</ | ang>
<error Code>44</ err or Code>
</ ser:getErrors>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will be:



SOAP-request-getErrors-on-specific-errorCode

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get ErrorsResponse xm ns: ns2="http://service.ws. nam ">
<return>
<error Code>44</ error Code>
<error Language>EN</ err or Language>
<errorLanguage2>ENG</ er r or Language2>
<errorText >Wong OTP code, try again with the next code</errorText>
</return>
</ ns2: get Err or sResponse>
</ soap: Body>
</ soap: Envel ope>

Methods for timestamp

Below the SOAP request for apply timestamp and get the timestamps available
Apply timestamp

Below an example of SOAP request for apply timestamp. In output will have the timestamp in TSD format

SOAP-request-timestamp

<soapenv: Envel ope xnl ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws.nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:tinestanmp>
<cont ent >BASE64- FI LE- TO- APPLY- TI MESTAMP</ cont ent >
<pr ef erences>
<out put AsTSD>t r ue</ out put AsTSD>
<t i mest anpHashAl go>SHA- 256</ t i mest anpHashAl go>
<timestanpUr|l >TSA- URL</ti nestanpUrl >
<t i mest anpUser nane>TSA- USERNAME</ t i mest anpUser nanme>
<t i mest anpPasswor d>TSA- PASSWORD</ t i mest anpPasswor d>
</ preferences>
</ser:timestanp>
</ soapenv: Body>
</ soapenv: Envel ope>

In output will obtain the TSD.
NOTE:

The TSA-URL for PROD environment is:

tsa-url-prod

https://timestanp. namirialtsp.com

While the TSA-URL for TEST environment is:



tsa-url-test

https://tinmestanp.test.namrial tsp.com

Method getAvailableTimestamps

This method permits to obtain the timestamp available. Below an example:

SOAP-request-getAvailableTimestamps

<soapenv: Envel ope xnl ns: soapenv="htt p://schenmas. xm soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: get Avai | abl eTi nest anps>
<pr ef erences>
<timestanpUrl>https://timestanp.test.nanmrialtsp.con enquiry</tinmestanpUrl>
<ti mest anpUser name>TSA- USERNAME</ t i nest anpUser nane>
<t i mest anpPasswor d>TSA- PASSWORD</ t i mest anpPasswor d>
</ pref erences>
</ ser: get Avai | abl eTi nest anps>
</ soapenv: Body>
</ soapenv: Envel ope>

The SOAP response will contain the number of timestamp available associate to TSA-USERNAME.

NOTE: if you are checking the PROD TSA account the timestampURL will be:

timestampUrl-PROD

https://timestanp. namrialtsp.conm enquiry

Methods for utilities
Below the utilitiest to extraxt info about file

Method getAllSignatureFieldsWithPreferences

This method permits to obtain the extract all info about signature fields of a PDF document available. Below an example:



SOAP-request-getAllSignatureFieldsWithPreferences

<soapenv: Envel ope xnl ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
/">
<soapenv: Header/ >
<soapenv: Body>
<ser:get Al | Si gnat ur eFi el dsW t hPr ef erences>
<buf f er >BASE64- FI LE- TO- EXTRACT- | NFO</ buf f er >
<pr ef erences>
<encrypti onPasswor d>stri ng</ encrypti onPasswor d>
<wi t hCertificate>bool ean</withCertificate>
<wi t hDet ai | s>bool ean</wi t hDet ai | s>
</ preferences>
</ ser:get Al Si gnatureFi el dsWthPreferences>
</ soapenv: Body>
</ soapenv: Envel ope>

The response will be:

xm ns: ser="http://service.ws. nam



SOAP-response-getAllSignatureFieldsWithPreferences

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get Al | Si gnat ur eFi el dsW t hPr ef erencesResponse xm ns: ns2="http://service.ws. nanl ">
<return>
<identifier>SignatureField-1</identifier>
<si gned>f al se</ si gned>
</return>
<return>
<identifier>SignatureField-2</identifier>
<si gnat ureDet ai | s>
<appear ance>
<hei ght >50. 0</ hei ght >
<wi dt h>200. 0</wi dt h>
<x>100. 0</ x>
<y>100. 0</ y>
</ appear ance>

<certificate>M | GzDCCBbSgAWM BAgl | XPCpM eVGVOWDQYJKoZI hvc NAQEL BQAW TEMMCQGALUEAWWI Tt aXJ p YWwg QOEgRM y bWEgUXVh
bA maWNhdGEx| DAeBgNVBAsSMFON cnRpZm j YXRpb24gQXV0a&yaXR5MSQM gYDVQQRKDBt OYWLpcm hbCBTLnAuQS4v VDI WNDY1Nz AOM YXC
zAJBgNVBAYTAKI UVB4XDTE4NMDEY Mz E2 Mz cWVFOXDTI 0MDQy Mz E2 Mz cwiVFowgac x Cz AJ BgNVBAYTAK I UVRUNVEWY DVQQRKDAX OT04gUFJ FUOVOVE
Ux FTATBgNVBAQVDERFTU8gQO9HTk 9NRTESMBAGAL UEKgwWJ REVNTY BOT0 1 FMRWMAVGY Y DVQQFEX NJ VDp ETUNETK 0x NVQx MEEY Nz FPMR8WHQYDVQQ
DDBZERU1PI E5PTUUgREVNTY BDTOdOT01FMRcwWFQYDVQQUEWS ERULPMTT z NDU2Nz g5 MDCCASI wDQYJKoZI hv c NAQEBBQADggEPADCCAQuCggEB
APi LqTYM | xdSMbOl 9/ HqoWKmMQPP7AKI ZEWedZwv Xf u+LgqG6kal WESS+vbh3z FrmzaMXCuhDYj g1SQCAYHHsr ddl nA72Zv6pnY98h43M-MiIC3
| RAWZ7bA/ SgRI j VxB2uJenDi OFu/ | 09Yys50u384D0] 9C4C2H R6SbQ7s4L4Kx5x
| KGSWBMNBAGaNv gKx GhgXWpr i f hJqSUTx G2t vPO+NNEl st 3TaxONpCeYr 31 i / | wQPpQOA2IWwgz 94uCgQU3y/ Hr YqHAX50cch7j Nd+ah3f O
/ UBRW QoBcgUFK®73ei Fyv8SGy mRHf 9i wdanr LK TAKSFs Yk8z9Jf AOGN1 W Bs CAWEAAa OCAy MiggM M G Bggr BgEFBQc BAQSBI TCBKj BUBg
gr BgEFBQcwA0ZI aHROCHVBLY 9kb2Nz LnRI ¢3QuZm ybWFj ZXJ0YS5pdCOkb2N1bWudHWM TnFt aXJ p YW DQUZpcmLhUXVhbd maVWAhd GEuY3J
0MDoGCCs GAQUFBz ABhi 50dHRWO 8vb2Nzc C50ZXNOLnZpemlhY2VydCGEuaXQvb2Nz cC9j ZXJ0c 3RhdHVz MBOGAL Ud DgQNBBS+qAt 2Hpxf pSyL
f t gy 962gNRD4Bz Af BgNVHSMEGDAW BThOAhQX 7YvI u477D60ZI TCSpap3j AvBggr BgEFBQc BAWQ MCEWCAYGBACORgEBMAs GBgQAj k YBAW BF
DAl Bg YEAI 5GAQQWygGgBgNVHSAEggGhM | Bn TCCAZK GCy s GAQQBgppr AQEDM | Bi DAWBggr BgEFBQe CARYkaHROcDovL3d3dy5maxXJt YWN cn
RhLm 0L21hbnVhbGkt TUSVM | BUgY! KWwYBBQUHAg! wggFEHo! BQABJAGNAI ABWAHI AZQBz AGUAbgBOAGUAI ABj AGUAC gBOAGKAZgBpAGVAYQB
0AGBAI ADoACAAdgBhAGNAaQBKAGBAI ABz AGBAbABYACAACABI AHI Al ABMAGKAC gBt AGUAI ABhAHAAC ABv AHVAAABI ACAAYWBY AGAAI ABWAHI A
bwBj AGUAZABILAHI AYQAgAGEAdQBOAGBAbQBhAHQAaQB] AGEALgAgAFQAaABpAHVAI ABj AGUACgBOAGKAZgBpAGVAYQBOAGUAI ABt AGEAe QAgA
GBAbgBs AHKAI ABi AGUAI AB1AHVAZQBK ACAAZgBV AHI Al AB1AGAAYQBOAHQAZ QBUAGQAZ Bk ACBAY(QBLAHQAbwBt AGEAJABI AGQAI ABKAGKAZW
Bp AHQAY(Bs ACAAcWBp AGE Abg BhAHQAD QBy AGUAC WAU MEK GAL Ud HWRCVEAWP A80 D GOGN0dHAGLY 9 cmmudGvzdC5maXJdt YWNI cnRhLml OLOZ
pcmh@VydGFRIWFs aWZpY2FO YTEuUY3J s VA4 GAL Ud DWEB/ wQEAWM GQDANBgk ghki GOWOBAQs FAAOCAQEAec6any YgKJIqGF
/ nwc RMKPNaSO kbJoARGK YVIXEF2DWIg5/ ck6qLdAr j sXzdqLj WNEOL40Epg
| +ZRLASI TdORFbut Uf f Epej saYl NSbseTU7sHW34hOVI gel y Sy 9KnirHe YTB52v VUPQKCgP8x Br z Aw
| 7CheKgG 0gi XNKGT+qLI 5yt t 0Vc2Gh4Df M7+86f t YUSULr FHAspac4Qdb8WLwsr BxZXy FU2Ebvs| P7DI 6enKl vUcpQe VLAV NVET sk Xy 7bz T
36bTJIKghnr bUhNSNAOLD2Sbbpswr LsPhV583c0hBt qTxvR+1bPFayeCS+l f kwU9Kr kI Yj Ghk6MBE+] ee2Sw==</certifi cat e>
<l ocat i on>Casa</| ocati on>
<nane>DEMO NOVE DEMO COGNOVE</ name>
<page>- 1</ page>
<reason>prova nuovo metodo</reason>
<si gnDat €>2023- 10- 19T15: 24: 37+02: 00</ si gnDat e>
<subj ect DN>DNQ=DEMO1234567890, CN=DEMO NOVE DEMO COGNOVE, SERI ALNUVBER=I T: DMCDNML5T10A2710,
G VENNAME=DEMO NOME, SURNAME=DEMO COGNOME, O=NON PRESENTE, C=I T</subj ect DN>
</ si gnat ureDet ai |l s>
<si gned>t r ue</ si gned>
</return>
<return>
<identifier>SignatureField-3</identifier>
<si gned>f al se</ si gned>
</return>
</ ns2:get Al | Si gnat ureFi el dsWt hPref erencesResponse>
</ soap: Body>
</ soap: Envel ope>

Method getAvailableSignatureFields

This method permits to obtain the extract all info about signature fields of a PDF document available. Below an example:



SOAP-request-getAvailableSignatureFields

<soapenv: Envel ope xml ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:ser="http://service.ws. nam
/">
<soapenv: Header/ >
<soapenv: Body>
<ser: get Avai | abl eSi gnat ur eFi el ds>
<buf f er >BASE64- FI LE- TO- EXTRACT- | NFO</ buf f er >
<encrypti onPasswor d>stri ng</encrypti onPasswor d>
</ ser: get Avai | abl eSi gnat ur eFi el ds>
</ soapenv: Body>
</ soapenv: Envel ope>

The response will be:

SOAP-response-getAvailableSignatureFields

<soap: Envel ope xm ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<soap: Body>
<ns2: get Avai | abl eSi gnat ur eFi el dsResponse xnl ns: ns2="http://service.ws. nanl">
<ret urn>Si gnat ur eFi el d- 1</ return>
<r et urn>Si gnat ur eFi el d- 3</return>
</ ns2: get Avai | abl eSi gnat ur eFi el dsResponse>
</ soap: Body>
</ soap: Envel ope>

For example, you can test this request using this pdf

Examples (source code)

Below will find the links contains the source code with examples.
Java:
To add on CMS repo

Php:

C#: https://cms.firmacerta.it/download/sws_cnet.zip

C# (for SaasS instance): https://cms.firmacerta.it/download/SignEngineWebClientSaaS.zip


https://confluence.namirial.com/download/attachments/126164432/PDF_with_signature_field.pdf?version=1&modificationDate=1697728989703&api=v2
https://cms.firmacerta.it/download/sws_cnet.zip
https://cms.firmacerta.it/download/SignEngineWebClientSaaS.zip
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