v5 Beginner Guide REST and SOAP

This sample guides you through the configuration of the workstep. Generally the following steps are necessary to test the workstep configuration.

1. Upload a file
2. Create a workstep configuration
3. Send an envelope

Upload a file
Workstep configuration
Empty workstep
Prepare envelope
AdditionalClientWorkstepInformation
Expiration date
Viewer preferences
Policy
Client Actions
Sender and receiver information

© Sender information:

© Receiver information:

O Workstep task
O Signatures
o Click2Sign
© Draw2Sign
© Type2Sign
© Biometric
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SMS-OTP
Disposable certificate
© Disposable certitifacate (Long-lived)

P7M Signers
Automatic Remote Signature Recipient via API
A-Trust
BankID
Generic Signing Plugin
Generic Signing Plugin (automatic)

© Generic Signing Plugin (Batch-Signature)
© Authentication

© Pin-authentication

O SMS-authentication
© PdfForms

© Textfield

© Radiobutton

© Checkbox

© Listbox

© Listbox (Multiselect)

© Combobox
© AddFormFields

© TypeWriterAnnotation
© Reading Tasks

© Reading task for one page

© Reading task for all pages

© Reading task for a section
© Sending envelope
O Get the envelope
© Download the document(s)
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[e]
[e]
[e]
[e]
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Upload a file

First, you will need a PDF document which you want to upload.

For REST you need the following URL: https://demo.esignanywhere.net/Api/v4.0/sspfile/uploadtemporary

For SOAP you need the API call UploadTemporarySspFile_v1

For this call you need an authentication. For authentication, you'll need an api token. You can find this information in Settings / Api Tokens and Apps. Note
that all API methods require authentication. For more information about the authorization please have a look the API Reference Guide for SOAP or the Pos

tman Guide for REST

After the authorization you need to BASE64 the PDF which you want to upload. If the call was successful you get a file Id which we will need for sending
an envelope.

Workstep configuration
The workstep configuration is the core of the envelope. Within the workstep configuration you can define following settings:

® AdditionalClientWorksteplnformation


https://demo.esignanywhere.net/Api
https://confluence.namirial.com/display/eSign/API+Reference+-+SOAP
https://confluence.namirial.com/display/eSign/REST+tutorial+using+Postman
https://confluence.namirial.com/display/eSign/REST+tutorial+using+Postman

Viewer preferences

Policy

Sender and receiver information
Workstep tasks

Signature template
Authentication

PdfForms

Empty workstep

Lets start with an empty workstep first and then fill it step by step with the settings above. In the next collapse you can find an empty workstep (change
#HEMAIL## to the email-address and "NAME## to the name of the recipient you want to send the envelope):

{
"SspFilelds": [
"H#H#FI | el dH##"
1,
" SendEnvel opeDescription": {
"Name": "test",
"Emai | Subj ect": "Please sign the enclosed envel ope",
"Enmi | Body": "Dear #RecipientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope
#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": "",
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recur r ent Renmi nder DayAmount " : 3,
" Bef or eExpi rati onDayAnount": 3,
"DaysUntil Expire": 28,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl™: ",
"Steps": [
{
"Orderlndex": 1,
"Recipients": [
{
"Emai | " "##EMAI L##"
"FirstName": "##NAVE##",
"Last Name": "##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": true,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}
1,
"Enmi | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
"Smal | Text ZoonFact or Percent": 100,
"Fini shAction": {
"ServerActions": [],
"ClientActions": []
},

"Transacti onCodePushPl ugi nData": [],

"Transacti onCodeConfi gurations": [
{
}
1.
" Si gnatureConfigurations": [],
"Vi ewer Preferences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | onedDonai n": "*",



"Enabl ed": false

}
b
"Policy": {
"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Lower_Left",
"Tasks": []
}
}
}
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
1,
"UseDef aul t Agreenents": true
I
{
"Orderl ndex": 2,
"Recipients": [
{
"Email " "#H#EMAI L##",
"FirstNanme": "##NAVE##",
"Last Nane": "##NAVE##",
"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al'l owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}
1,
"Emai | BodyExtra": "",
"Reci pi ent Type": "Cc",
"Docunent Options": [],
"UseDef aul t Agreenents": fal se
}
1,
" AddFor nFi el ds": {
"Fornms": {}
}
"OverrideFornFi el dval ues": {
"Fornms": {}
}

t t achSi gnedDocunent sToEnvel opeLog": fal se



<envel ope>
<nane>eSi gnAnyWher e Tutori al </ nane>
<eMai | Subj ect >Docunent of eSi gnAnyWere Tutori al </ eMai | Subj ect >
<eMai | Body>Dear #Reci pi entFirstNane#! Please sign this tutorial docunent.</eMil Body>
<enabl eRem nder s>Tr ue</ enabl eReni nder s>
<first Rem nder DayAnmount >1</fi r st Rem nder Day Anmount >
<r ecur r ent Reni nder DayAnount >1</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anount >1</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>2</ daysUnti | Expire>
<I-- callback to your backend system on a conpl eted envel ope
<cal | backUr| >http: //172. 16. 17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&nyPar anfFor Me=1234<
/ cal | backUr | >
-->
<cal | backUrl />
<steps>
<step>
<emui | BodyExtra />
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<r eci pi ent s>
<r eci pi ent >
<l anguageCode>en</ | anguageCode>
<eMni | >##EMAI L##</ eMai | >
<first Name>##NAVE##</ i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
</ recipient>
</ reci pi ent s>
<wor kst epConfi guration>
<Wor kst epLabel />
<Smal | Text Zoonfact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>11520</ Wor kst epTi neToLi vel nM nut es>
<Fi ni shAction />
<Vi ewer Pref erences>
</ Vi ewer Pr ef er ences>
<si gnat ur eTenpl at e>
</ si gnat ur eTenpl at e>
<Policy version="1.1.0.0">
<General Pol i ci es>
</ General Pol i ci es>
<Wor kst epTasks SequenceMde="SequenceOnl yRequi r edTasks" ori gi nal SequenceMde="SequenceOnl yRequi r edTasks"

</ Wor kst epTasks>
</ Pol i cy>
<Transact i onCodeConf i gur ati ons>
<Transacti onCodeConfi gurati on trConfld="">
</ Transact i onCodeConfi gurati on>
</ Transact i onCodeConfi gur ati ons>
</ wor kst epConfi gur ati on>
</ step>
</ st eps>
</ envel ope>

The highlighted text in the SOAP tab is the workstep configuration. Everything around the text is the envelope description. This description is used to
define for example the recipients who should get the envelope. In this case the envelope description contains one recipient.

If the recipient opens the envelope it should look like the following screenshot:
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With this empty workstep configuration we can now add the settings which are mentioned above. First, let us start with the viewer preferences.

Prepare envelope

With the api call: basicURL/envelope/prepare in REST and PrepareSendEnvelopeSteps_v1 in SOAP you can also create a workstep configuration. For
this api call you need the Fileld and a prepare configuration. You can find a sample configuration in the next section:

{
"SspFilelds": [
"##FI | el d##”
1,
" AdHocWor kst epConfi guration": {
"Wor kst epLabel ": "string",
" Smal | Text ZoonFact or Percent": O,
"Wor kst epTi meToLi vel nM nutes": O,
"Fi ni shAction": {
"ClientActions": [

{
" RenoveDocunent Fr onRecent Docunent Li st": true,
"Cal | CientActionOnl yAfterSuccessful Sync": true,
"ClientName": "string",
"Cl oseApp": true,
"Action": "string"

}

]
}

NoSequenceEnf orced": true,
"SigTenpl ate": {
"Size": {
"Height": O,
"Wdth": 0
}

| onedSi gnat ureTypes": [

]
b
" Par seFor nfFi el ds": {
"MapRequi r edFi el dsToRequi redTask": true,
"FormsG oupi ng": " PerPage",
"ReturnSi nplifiedConfig": true,
" AddKeepExi sti ngVal ueFl ag": true,
"Par seFornfield": true

b



"AdhocPol i ci es": {
"Al | owbdi ficationsAfterSignature”: true
b
"Vi ewer Pref erences": {
" ShowPageNavi gati onBar": true,
" ShowThunbnai | s": true,
" Ski pFi ni shConfirnDi al og": true,
" Ski pDocunent Di al og": true,
" Show mages! nFul | Wdth": true,
"Di sabl eGeol ocation": true,
" ShowDocunent Downl oadDi al ogAf t er Aut omati cFi ni sh": true,
"Attachnment sMaxFi | eSi ze": 0,
" Ski pPrevi eW nageOnDi sposabl eCertificate": true,
"LoadCust omJs": true,
"Al | owCust onButtons": true,
" Qui di ngBehavi or": "Gui deOnl yRequi redTasks",
" For nFi el dsGui di ngBehavi or": "Al | owSubni t Al ways",
" ShowVer si onNunber": true,
"Enabl eWar ni ngPopupOnLeave": true,
"\W\ar ni ngPopupDi spl ayAfter": "Fill O SignField",
"Fi ni shwor kst epOnQpen™: true,
" Aut oFi ni shAft er Requi r edTasksDone": true,
" Qui di ngBehavi or OnFi ni shedTask": "NoMove",
" Ski pThankYouDi al og": true,
"Nati veAppsUr| Schene": "string",
"Docunent Vi ewi nghbde": "Endl essPaper Al | Docunent s",
"Thunbnai | Mode": " ShowAl | Pages",
" ShowTopBar": true,
"Di spl ayRej ect Butt onl nTopBar": true,
"Ml tipl eSi gnat ur eTypesAndBat chSi gni ngSettings": {
"l sUseBat chSi gni ngCheckedByDefaul t": true,
"I sRenmenber Si gnat ur eTypeCheckedByDef aul t": true,
"1 sRenenber Bat chSi gni ngDeci si onCheckedByDef aul t": true,
" Ski pMul ti pl eSi gnat ur eTypesAndBat chSi gni ngDi al ogl f Bat chSi gni ngPossi bl e": true

}

"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "string",
"Enabl ed": true

}

"ShowSt art Gui di ngHi nt": true,
"ShowSt at usBar": true,
" ShowZoonBut t ons": true,
" ShowNoGeol ocati onWarni ng": true,
"Aut oSt art Gui di ng": true,
" ShowPageGap": true,
" ShowPageNavi gat i onButtons": true,
" ShowFi ni shPossi bl eHi nt": true,
" Ski pRej ect ConfirnDi al og": true
},
"Si gnatureConfigurations": [
{
"Spcld": "string",
" Pdf Si gnat ureProperties": {
"Pdf AConformant": true,
"PAdESPart 4Conpliant": true,
"I ncl udeSi gni ngCertificateChain": true,
"Si gningCertificateRevocationlnformationlncl udeMode": "DoNot | ncl ude",
" Si gnat ur eTi mest anpbData": {

"WUri": "string",
"Usernane": "string",
"Password": "string",

" Si gnat ur eHashAl gorithnt: "Shal",
"Aut henticationCertifiateDescriptor": {
"ldentifier": "string",
"Type": "string"
}
}
}

Pdf Si gnat ur eCrypt ogr aphi cData": {
" Si gnat ur eHashAl gori thnt': "Shal",
"SigningCertificateDescriptor": {



"ldentifier": "string",
"Type": "ShalThunbprint",
"Csp": "Default"
}
}

rtificateFilter": {
"KeyUsages": [

"string"
1.
"ThunbPrints": [
"string"
]

"Root ThunbPrints": [

"string"

]
}

}
I
"Si gStringParsingConfiguration": {

"Si gStringsForParsings": [

{
"StartPattern": "string",
"EndPattern": "string",
"ClearSigString": true,
"Sear chEntireWrdOnly": true
}

]
H
"Ceneral Policies": {
"Al | owSaveDocunent": true,
"Al | owSaveAuditTrail": true,
"Al | owRot at i ngPages": true,
" Al | owAppendFi | eToWwor kst ep": true,
"Al | owAppendTaskToWr kstep”: true,
"Al | owEnwi | Docurent": true,
"Al | owPri nt Docunent": true,
"Al | owFi ni shWorkstep": true,
"Al|l owRej ect Wr kst ep": true,
"Al'| owRej ect Wr kst epDel egati on": true,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": true,
"Al | owAdhocPdf Att achnents": true,
"Al | owAdhocSi gnatures": true,
"Al | owAdhocSt anpi ngs": true,
" Al | owAdhocFr eeHandAnnot ati ons": true,
"Al | owAdhocTypewriterAnnotations": true,
"Al | owAdhocPi ct ureAnnot ati ons": true,
" Al | owAdhocPdf PageAppendi ng": true,
" Al | owRel oadOf Fi ni shedWor kstep”: true
H
"FinalizeActions": {
"FinalizeActionList": [

]
H
"Transacti onCodeConfi gurations": [
{
"Id": "string",
"HashAl goritm dentifier": "Shal",
"Texts": [
{
"Language": "string",
"Val ue": "string"

]
}
]
H
" Pr epar eSendEnvel opeSt epsDescriptor": {
" Cl ear Fi el dvar kupString": true

}



<AdhocWor kst epConf i gur ati on>
<Wor kst epLabel />
/ Smal | Text ZoonFact or Per cent >
[ Wor kst epTi neToLi vel nM nut es>
<Fi ni shAction />
<NoSequenceEnf or ced>0</ NoSequenceEnf or ced>
<Si gTenpl at e>
<wi dt h>50. 5</ wi dt h>
<hei ght >100. 5</ hei ght >
</ Si gTenpl at e>
<Par seFor nFi el ds nmapRequi r edFi el dsToRequi redTask="1" for nsG oupi ng="Per Page" returnSi nplifiedConfig="0"
addKeepExi sti ngVal ueFl ag="0">1</ Par seFor nFi el ds>
<AdhocPol i ci es>
<Al | owbdi fi cati onsAfterSi gnature>1</ Al | om\bdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
<Pi ct ur eAnnot at i onConfi gur ati onDef aul t s>
<M nResol uti on>100</ M nResol uti on>
<MaxResol uti on>300</ MaxResol uti on>
<Col or Dept h>Col or 16/ Col or Dept h>
</ Pi ct ur eAnnot at i onConfi gur ati onDef aul t s>

<Smal | Text ZoonFact or Per cent >100<
<Wor kst epTi meToLi vel nM nut es>10<

<si gnat ur ePl ugi nConfi gur ati on>
<Pdf Si gnat ur eProperties_V1>

<Pdf AConf or mant >0</ Pdf AConf or mant >

/ PADESPar t 4Conpl i ant >
/1 ncl udeSi gni ngCerti fi cat eChai n>

<PAdESPar t 4Conpl i ant >0<
<l ncl udeSi gni ngCerti fi cat eChai n>0<

<Si gni ngCertificat eRevocati onl nfor mati onl ncl udeMode>DoNot | ncl ude<
/ Si gningCertificateRevocationlnformationlncl udeMbde>

</ Pdf Si gnat ur eProperti es_V1>

<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>

/ Si gnat ur eHashAl gorithne
<Si gni ngCertificateDescriptor>

<Si gnat ur eHashAl gori t hnPShal<

<l dentifi er>DDED02DC192573B722E8C027FOE47E63152EB822</ | denti fi er >

<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>

</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>

</ si gnat ur ePl ugi nConfi gur ati on>
<Si gStri ngPar si ngConfi gurati on>
<Si gStri ngsFor Par si ng>
<StartPattern>"sig</StartPattern>
<EndPat t er n>" </ EndPat t er n>

<C ear Si gStri ng>1</Cl ear Si gStri ng>

<Sear chEntireWor dOnl y>1</ Sear chEnt i r eWor dOnl y>

</ Si gStri ngsFor Par si ng>
</ Si gStringPar si ngConfi guration>
<General Pol i ci es>

<Al | owSaveDocunent >1</ Al | owSaveDocunent >

/ Al | owSaveAudit Trail >

/ Al | owRot at i ngPages>

/ Al | owAppendFi | eToWor kst ep>

/ Al | owAppendTasksToWr kst ep>

/ Al | owEnai | Docunent >

/ Al'l owPri nt Docunent >

/ Al'l owFi ni shwor kst ep>

/ Al | onRej ect Wor kst ep>

/ Al'l owRej ect Wr kst epDel egat i on>
/ Al | omUndoLast Acti on>

/ Al | owCol ori zePdf For ns>

/ Al | owAdhocPdf At t achment s>

/ Al | owAdhocSi gnat ur es>

/ Al | owAdhoc St anpi ngs>

/ Al | owAdhocFr eeHandAnnot at i ons>
/ Al l owAdhocTypewr it er Annot ati ons>
/ Al l owAdhocPi ct ur eAnnot at i ons>
</ Gener al Pol i ci es>

</ AdhocWor kst epConf i gurati on>

<Al | owSaveAudi t Tr ai | >0<
<Al | owRot at i ngPages>1<
<Al | owAppendFi | eToWbr kst ep>0<
<Al | owAppendTasksToWr kst ep>0<
<Al | owEnmai | Docunent >0<
<Al | owPr i nt Docunent >0<
<Al | owFi ni shWr kst ep>1<
<Al | owRej ect Wr kst ep>1<
<Al | owRej ect Wr kst epDel egat i on>0<
<Al | owUndoLast Act i on>1<
<Al | owCol ori zePdf For ms>0<
<Al | owAdhocPdf At t achrment s>1<
<Al | owAdhocSi gnat ur es>1<
<Al | owAdhocSt anpi ngs>1<
<Al | owAdhocFr eeHandAnnot at i ons>1<
<Al | owAdhocTypewr i t er Annot at i ons>1<
<Al | owAdhocPi ct ur eAnnot at i ons>0<
<Al | owAdhocPdf PageAppendi ng>1</ Al | owAdhocPdf PageAppendi ng>



For the api call in SOAP you also need the following configuration:

<pr epar eSendEnvel opeSt epsDescri pt or >
<cl ear Fi el dMar kupSt ri ng>1</ cl ear Fi el dMar kupSt ri ng>
</ pr epar eSendEnvel opeSt epsDescri pt or >

In REST you already have this configuration:

" Pr epar eSendEnvel opeSt epsDescriptor": {
"Cl ear Fi el dMar kupString": true

}

AdditionalClientWorkstepInformation

This field is used to provide additional information. Note: Must be written in XML form.

@ Defining a MetaDataXML sets the value only if AdditionalClientWorkstepInformation is not already set via api. For example:

1. Setting AdditionalClientWorkstepInformation AND MetaDataXml

"SendEnvel opeDescription": {
"Met aDat aXm ": "<Taggi ng doctype=\"1NVO CE\ " ><I nvoi ceNr >123456</ | nvoi ceNr ></ Taggi ng>",

"Recipients": [
{
"Emai | " "##emai | #4",

}
]

Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Addi tional dientWrksteplnformation": "<test id='"test'>Sone |nfornmation</test>",

a. results in

<Addi ti onal O i ent Wr kst epl nf or nati on>
<test id='"test'>Sone |nformation</test>
</ Addi ti onal O i ent Wr kst epl nf or mat i on>



2. Setting AdditionalClientWorksteplnformation only

" SendEnvel opeDescription": {

"Recipients": [
{
“Email " "##emai | #4#,

}
]

Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Addi tional ientWrksteplnformation"”: "<test id='"test'>Sone |nfornation</test>",

a. results in

<Addi ti onal O i ent Wr kst epl nf or nati on>
<test id='test'>Sone Information</test>
</ Addi ti onal O i ent Wr kst epl nf or mat i on>

3. Setting MetaDataXml only

" SendEnvel opeDescription": {
"Met aDat aXm ": "<Taggi ng doctype=\"1NVO CE\"><I nvoi ceNr >123456</ | nvoi ceNr ></ Taggi ng>",

"Reci pients": [
{
"Email " "##emi | #4#",

}
]

Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {

a. results in

<Addi ti onal O i ent Wr kst epl nf or nati on>
<si gnat ur e>
<Taggi ng doctype="1NvO CE">
<l nvoi ceNr >123456</ | nvoi ceNr >
</ Taggi ng>
</ si gnat ur e>
</ Addi ti onal C i ent Wr kst epl nf or mati on>

Expiration date

Note: The following information is valid for envelopes as well as for drafts: Settings for the relative time:

® Envelope expiry as relative time, provided in seconds (or milliseconds) after sending the envelope
® Envelope expiry as relative time, in days after sending the envelope

Settings for the absolute time:

® Envelope expiry as absolute time, as timestamp in GMT (with Z in the timestamp text) or optional with defined timezone
Please note the following: Defining no option will lead to usage of the default value of 28 days. Moreover, if you configure an absolute expiry time which is
already in the past at time of sending the envelope, an error message will be returned. For the draft, it is required to have both options - store absolute or

relative time. For the envelopes, only an absolute timestamp is required to be set and considered while being in progress. Please also see the next REST
API configuration.



Absolute expiration date:

/1 works with envel ope/ send
/1 works with draft/create
" SendEnvel opeDescription": {

"ExpirationDate": "2021-03-22T08: 34: 50. 775Z",

}

/1 works with draft/createFronienpl ate
/1 works with envel ope/ sendFronilenpl at e
"Envel opeQOverrideOptions": {

"ExpirationDate": "2021-03-22T08: 34:50. 775Z",

}

/1 works with draft/update

{

"ExpirationDate": "2021-03-22T08: 34: 50. 775Z"
}

Relative expiration date:

/1 works with envel ope/ send
/1 works with draft/create
" SendEnvel opeDescription": {

"DaysUntil Expire": 1,
/] EXCLUSIVE ORI'! (Only one is allowed - otherw se error)
"Expi rationl nSecondsAf t er Sendi ng": 86400,

}

/1 works with draft/createFronienpl ate
/1 works with envel ope/ sendFronilenpl at e
"Envel opeQverrideOptions": {

"DaysUntil Expire": 1,
/1 EXCLUSIVE ORI'! (Only one is allowed - otherw se error)
" Expi rationl nSecondsAfter Sendi ng": 86400,

}
/1 works with draft/update

{
"Expirationl nSecondsAfterSending": }

G) Please note the following: An absolute expiration date is used in this example. Please
also note the date format (YYYY-MM-DD[T]JHH:mm:ssZ).
For example:

® 2022-12-24T18:21Z
® 2022-01-01T12:00:00+01:00

Viewer preferences

Following lines of code show some viewer preferences configurations:



"Vi ewer Pref erences": {
" ShowPageNavi gati onButtons": true,
" ShowThunbnai | s": true,
" Ski pFi ni shConfirnDi al og": true,
" Ski pDocunent Di al og": true,
" Showl mages! nFul | Wdt h": true,
"Di sabl eGeol ocation": true,
" ShowDocunent Downl oadDi al ogAft er Aut omat i cFi ni sh": true,
" Ski pPrevi e mageOnDi sposabl eCertificate": true,
"LoadCust omJs": true,
"Al'l owCust onButtons": true,
" ShowVer si onNunber": true,
" Enabl eWar ni ngPopupOnLeave": true,
" Fi ni shWor kst epOnOpen": true,
" Aut oFi ni shAft er Requi redTasksDone": true,
" Ski pThankYouDi al og": true,
" ShowTopBar": true,
"Di spl ayRej ect Buttonl nTopBar": true,
" ShowSt art Gui di ngHint": true,
" ShowSt at usBar": true,
" ShowZoonButt ons": true,
" ShowNoGeol ocat i onWar ni ng": true,
"Aut oSt art Gui di ng": true,
" ShowPageGap": true,
" ShowPageNavi gati onButtons": true,
" ShowFi ni shPossi bl eHi nt": true,
" Ski pRej ect ConfirnDi al og": true,
" Bat chSi gni ngDi sabl eNext Butt onUnti | Di al ogScrol | edToBottoni: true

<Vi ewer Pref erences>
<ShowThunbnai | s>1</ ShowThunbnai | s>
<ShowSt at usBar >1</ Showst at usBar >
<ShowTopBar >1</ ShowTopBar >
<Fi ni shwr kst epOnOpen>1</ Fi ni shwr kst epOnOpen>
<Bat chSi gni ngDi sabl eNext Butt onUnti | Di al ogScr ol | edToBot t onp1<
/ Bat chSi gni ngDi sabl eNext Butt onUnti | Di al ogScr ol | edToBot t on®>
<CQui di ngBehavi or >Cui deRequi r edAndOpt i onal Tasks</ Gui di ngBehavi or >
<Bat chSi gni ngType>Basi c</ Bat chSi gni ngType>
<For nFi el dsQui di ngBehavi or >Al | owSubmi t Al ways</ For nFi el dsCui di ngBehavi or >
<@ui di ngBehavi or OnFi ni shedTask>MbveToNext </ Gui di ngBehavi or OnFi ni shedTask>
<Ski pPrevi ew mageOnDi sposabl eCerti fi cat e>1</ Ski pPrevi e nageOnDi sposabl eCertificate>
<ShowPageNavi gat i onBut t ons>1</ ShowPageNavi gat i onBut t ons>
<ShowZoonBut t ons>1</ ShowZoonBut t ons>
<ShowPageGap>1</ ShowPageGap>
<Ski pFi ni shConfi rnDi al og>1</ Ski pFi ni shConfirnDi al og>
<Ski pRej ect Confi rnDi al og>1</ Ski pRej ect ConfirnDi al og>
<Ski pDocunent Di al og>1</ Ski pDocurnent Di al og>
<Showl magesl| nFul | W dt h>1</ Showi mages| nFul | W dt h>
<Di sabl eGeol ocat i on>1</ Di sabl eCeol ocati on>
<ShowNoGeol ocat i onWar ni ng>1</ ShowNoGeol ocat i onVar ni ng>
<ShowDocunent Downl oadDi al ogAf t er Aut omat i cFi ni sh>1</ ShowDocunent Downl oadDi al ogAf t er Aut omat i cFi ni sh>
<Al | owCust onBut t ons>1</ Al | owCust onBut t ons>
<Aut oFi ni shAft er Requi r edTasksDone>1</ Aut oFi ni shAf t er Requi r edTasksDone>
<Di spl ayRej ect But t onl nTopBar >1</ Di spl ayRej ect But t onl nTopBar >
<Tri gger Bankl dDeskt opApp>1</ Tri gger Bankl dDeskt opApp>
<Aut oSt art Gui di ng>1</ Aut oSt art Qui di ng>
<Enabl eWar ni ngPopupOnLeave>1</ Enabl eWar ni ngPopupOnLeave>
<War ni ngPopupDi spl ayAft er>Fi | | O Si gnFi el d</ War ni ngPopupDi spl ayAfter>
<Docunent Vi ewi ngMbde>End| essPaper Al | Docunent s</ Docunent Vi ewi nghbde>
<SendVi si bl eArea al | onedDonai n="*">1</ SendVi si bl eAr ea>
</ Vi ewer Pref erences>

Policy

The following list shows the policy configurations:



Note: With the value “1” you enable the policy and with the value “0” you disable the policy

"Policy": {
"General Policies": {

"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": true,
" Al | owAppendFi | eToWr kst ep”:
" Al | owAppendTaskToWr kst ep”:
"Al | owEmai | Docunent": true,
"Al | owPri nt Docunent": true,
" Al | owFi ni shwor kstep": true,
"Al | owRej ect Wor kst ep”: true,
"Al | owRej ect Wr kst epDel egat i
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": true,
"Al | owAdhocPdf Att achnents": true,
"Al | owAdhocSi gnatures": true,
" Al | owAdhocSt anpi ngs": true,
" Al | owAdhocFr eeHandAnnot ati ons": true,
"Al | owAdhocTypewriter Annotations": true,
"Al | owAdhocPi ct ureAnnot ati ons": true,
" Al | owAdhocPdf PageAppendi ng": true,
"Al | owRel oadO Fi ni shedWor kst ep": true,

true,
true,

on": true,

<Cener al Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWr kst ep>1</ Al | owAppendFi | eToWr kst ep>

. In the following list all policies are enabled.

<Al | owAppendTasksToWr kst ep>1</ Al | owAppendTasksToWor kst ep>

<Al | owEnai | Docunent >1</ Al | owEnai | Docunment >
<Al | owPr i nt Docunent >1</ Al | owPr i nt Document >
<Al | owFi ni shwr kst ep>1</ Al | owFi ni shwr kst ep>
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>

<Al | owRej ect Wor kst epDel egat i on>1</ Al | owRej ect Wr kst epDel egat i on>

<Al | owUndoLast Acti on>1</ Al | owUndoLast Act i on>
<Al | owCol ori zePdf For me>1</ Al | owCol ori zePdf For ns>

<Al | owRel oadOf Fi ni shedWor kst ep>1</ Al | owRel oadCf Fi ni shedWor kst ep>

<Al | owAdhocPdf At t achment s>1</ Al | owAdhocPdf At t achrment s>
<Al | owAdhocSi gnat ur es>1</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>1</ Al | owAdhoc St anpi ngs>

<Al | owAdhocFr eeHandAnnot at i ons>1</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr it er Annot ati ons>1</ Al | owAdhocTypew i t er Annot ati ons>

<Al | owAdhocPi ct ur eAnnot ati ons>1</ Al | owAdhocPi ct ur eAnnot at i

ons>

<Al | owAdhocPdf PageAppendi ng>1</ Al | owAdhocPdf PageAppendi ng>

</ Gener al Pol i ci es>

All policies disabled

All policies enabled
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As you can see on the right screenshot the recipient of the envelope can now print the document as well as reject the envelope and more.

Client Actions

In this section you can define client actions. For detailed information please have a look at the configuration below.

"ClientActions": [

{
"RenoveDocunent Fr onRecent Docunent Li st": fal se,
"Cal | ClientActionOnl yAfterSuccessful Sync": true,
"ClientNane": "SIGNificant SignAnywhere",
"Cl oseApp": false,
"Action": "https://ww.esi gnanywhere. net/"

}

<Fi ni shActi on>
<ClientAction clientName="SIGNificant SignAnywhere" cl oseApp="0"
RenoveDocunent Fr omRecent Docunent Li st ="0" Cal | d i ent Acti onOnl yAfter Successful Sync="1">htt ps://ww. esi gnanywher e.
net/</dientAction>
</ Fi ni shActi on>

Sender and receiver information
Sender information:

"Sender | nformation": {
"UserlInformation": {
"FirstName": "##NAVE##",
"Last Nane": "##NAVE##",
“EMai | " " H#H#EMAI L#E"



<sender | nf or mati on>
<user | nf or mati on>
<first Name>FI RSTNAME</ f i r st Nane>
<l ast Nane>LASTNAME</ | ast Narme>
<eMui | >##EMAI L##</ eMai | >
</ user | nformati on>
</ sender | nf or mat i on>

Receiver information:

"Recei verInformation": {
"UserInformation": {
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",
“EMai | " " H#H#EMAI L##"
}

<recei ver | nformati on>
<user | nformati on>
<first Name>FI RSTNAMVE</ fi r st Nane>
<l ast Nane>LASTNAME</ | ast Narme>
<eMai | >##EMAI L##</ eMai | >
</ user | nformati on>

<showNami ri al Di sposabl eDi scl ai mer >0</ showNani ri al Di sposabl eDi scl ai mer >

</receiverlnformation>

Workstep task

Every task you add to the envelope you have to add also in the section Tasks in REST and in the following section if you create the envelope with SOAP:
<WorkstepTasks>##TASK##</WorkstepTasks>. Furthermore you have to define the signature in the section signature template (only in SOAP):

Signatures

Note: In the StamplmprintConfiguration you can define which data should be displayed after signing. So you could set, for example, that the IP address
and the name should not be displayed after signing. Please see the next sample for a configuration in which all data is displayed. This is followed by a
configuration in which only the date, the transaction token and the transaction id should be displayed.

@ This sample was carried out with an SMS-OTP signature. With such a signature type, in addition to the name, IP address etc., the transaction
token and telephone number can be displayed or hidden too.

Note: If you want to hide all data just set the following variable false:

"DisplayExtralnformation”: false,



"Al | owedSi gnat ureTypes": [
{
"Tr ModType": "Transacti onCodeSender Pl ugi n",
"TrValiditylnSeconds": 300,
"Ly": "sinpleTransacti onCodeSns",
"TrConfld": "otpSignatureSnmsText",
" | sPhoneNunber Requi red": fal se,
“1d": "ceelO5ae-f407-42f9-993c- 6b664055f 5f b",
"Di scrimnatorType": "SigTypeTransacti onCode",
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"OverridelLegacyStanpl nprint": true,
"Di spl ayTransactionld":true,
"Di spl ayTr ansakti onToken": true,
"Di spl ayPhoneNunber": true,
"Di splaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnat ureDate": true,
"FontFam ly": "Tines New Roman",
"Font Si ze": 11.0
}
}
]

UseTi mest anp”: fal se,
"I sRequi red": true,
"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_0d123383- e054- 81ec- 0b17- 96c4e7b955b3",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

<Al | owedSi gnat ur eTypes>
<si gType i d="3dd00265- 9101- 4b90- b2ac- 330f a8f 2180a" type="Transacti onCode" >

<t r ModType>Tr ansact i onCodeSender Pl ugi n</tr ModType>

<t r Conf | d>ot pSi gnat ur eSrsText </t r Conf | d>

<trValidityl nSeconds>300</trValidityl nSeconds>

<l y>si npl eTr ansact i onCodeSns</ | y>

<phonenunber >##phonenunber ##</ phonenunber >

<St anpl npri nt Confi guration>
<Di spl ayExt ral nf or mati on>1</ Di spl ayExt ral nf or mati on>

<OverrideLegacySt anpl npri nt >1</ Overri deLegacySt anpl npri nt >
<Di spl ayTransacti onl d>1</ Di spl ayTransacti onl d>

<Di spl ayTransakt i onToken>1</ Di spl ayTr ansakt i onToken>

<Di spl ayPhoneNunber >1</ Di spl ayPhoneNunber >
<Di spl ayEmai | >1</ Di spl ayEmai | >
<Di spl ayl p>1</ Di spl ayl p>
<Di spl ayNane>1</ Di spl ayNane>
<Di spl aySi gnat ur eDat e>1</ Di spl aySi gnat ur eDat e>
<Font Fam | y>Ti mes New Ronman</ Font Fam | y>
<Font Si ze>11</ Font Si ze>

</ St anpl npri nt Confi gurati on>

</ si gType>
</ Al | owedSi gnat ur eTypes>

Result (All data shown):
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"Al | owedSi gnat ureTypes": [
{
"Tr ModType": "Transacti onCodeSender Pl ugi n",
"TrValiditylnSeconds": 300,
"Ly": "sinpleTransacti onCodeSns",
"TrConfld": "otpSignatureSmsText",
" | sPhoneNunber Requi red": fal se,
"1d": "ceelO5ae-f407-42f9-993c- 6b664055f 5f b",
"Di scrimnatorType": "SigTypeTransacti onCode",
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nformation": true,
"Di splayEmai | ": fal se,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransactionld":true,
"Di spl ayTransakti onToken": true,
"Di spl ayPhoneNunber": f al se,
"Displaylp": fal se,
"Di spl ayName": fal se,
"Di spl aySi gnatureDate": true,
"FontFam ly": "Tines New Roman",
"Font Si ze": 11.0
}
}
1.
"UseTi nestanp”: fal se,
"I sRequi red": true,
"1d": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_0d123383- e054- 81ec- 0b17- 96c4e7b955b3",

"Di spl ayName": ""
" DocRef Nunmber": 1,
"Di scrimnnatorType": "Signature"



<Al | owedSi gnat ur eTypes>
<si gType i d="3dd00265-9101- 4b90- b2ac- 330f a8f 2180a" type="Transacti onCode" >
<t r ModType>Tr ansact i onCodeSender Pl ugi n</tr ModType>
<t r Conf | d>ot pSi gnat ur eSnsText </t r Conf | d>
<trValidityl nSeconds>300</trValidityl nSeconds>
<l y>si npl eTransacti onCodeSns</| y>
<phonenunber >##phonenunber ##</ phonenunber >
<St anpl npri nt Confi guration>
<Di spl ayExt r al nf or mat i on>1</ Di spl ayExt ral nf or mati on>
<OverrideLegacySt anpl npri nt >0</ Overri deLegacySt anpl npri nt >
<Di spl ayTransacti onl d>1</ Di spl ayTr ansacti onl d>
<Di spl ayTr ansakt i onToken>1</ Di spl ayTr ansakti onToken>
<Di spl ayPhoneNunber >0</ Di spl ayPhoneNurber >
<Di spl ayEmai | >0</ Di spl ayEmai | >
<Di spl ayl p>0</ Di spl ayl p>
<Di spl ayNanme>0</ Di spl ayNane>
<Di spl aySi gnat ur eDat e>1</ Di spl aySi gnat ur eDat e>
<Font Fam | y>Ti mes New Ronman</ Font Fam | y>
<Font Si ze>11</ Font Si ze>
</ St anpl npri nt Confi gurati on>
</ si gType>
</ Al | owedSi gnat ur eTypes>

Result (Transaction token, Transaction ID, Signing time):

eSign’

AnyWhere

test

Test

o

A

20 2042 0 27685) | Teres of Lisa | Privacy Policy | Cookie Policy

Click2Sign

This is the simplest signature type, the signer has just to click on the signature field to sing it.

"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 69.0,
"PositionY": 529.92



b

"Size": {
"Height": 80.0,
"Wdth": 190.0

Iy
" Addi
{

tional Paraneters": [

"Key": "enabl ed",

"Val ue": "1"
"Key": "positioning",
"Val ue": "onPage"
"Key": "req",

Val ue": "1"

Key": "fd",

Val ue": ""

Key": "fd_dateformat"”,
Val ue": "dd- MMtyyyy HH: mm ss"

Key": "fd_tinezone",
Val ue": "datetineutc"

"Al | owedSi gnat ur eTypes": [

"Al | owedCapt uri ngMet hod": "dick2Sign",

}

}
]

St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Fam | y": "Ti nes New Roman",
"Font Si ze": 11.0

d": "d63ec0d5-a2ca-46d9-9c73- 7bd8d91aadea",
Di scri m nator Type": "SigTyped ick2Sign",
Preferred": true

UseTi mest anp”: fal se,

"I sRequi red": true,

"1d": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_94816166- 6b59- 1cc1- de9b- 285633162aef "
"Di spl ayNane": "",

" DocRef Nunmber": 1,

"Di scrimnatorType": "Signature"



<si g id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >

<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nurmber >
<posi ti onX>80. 22857</ posi ti onX>
<positionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nane="enabl ed" >1</ par an®>
<par am nanme="conpl et ed" >0</ par an>
<par am nane="si gType" >Pi ct ur e</ par an»
<par am nanme="posi ti oni ng" >onPage</ par an>
<par am nanme="al | owedCapt uri nghMet hods" >C i ck2Si gn</ par an»>

</ sig>

Draw2Sign

This type allows the signer to draw a signature by mouse, finger or pen. Just an image of the signature is created and embedded into the document.

"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 69.0,
"PositionY": 529.92

b,
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
H
"Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
H
{
"Key": "positioning",
"Val ue": "onPage"
I
{
"Key": "req",
"Val ue": "1"
H
{
"Key": "fd",
"Val ue": ""
I
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH mm ss”
H
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}

"Al | owedSi gnat ur eTypes": [

"Al | owedCapt uri ngMet hod": "Draw2Si gn",
" St anpl nprint Configuration": {

"Di spl ayExtral nfornation": true,

"Di splayEmai | ": true,



"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnaturebDate": true,
"FontFam | y": "Tinmes New Roman",
"Font Si ze": 11.0
}
"1d": "d63ec0d5-a2ca-46d9-9c73- 7bd8d9l1aadea”,
"Di scrimnatorType": "SigTypeDraw2Si gn",
"Preferred": true
}
1.
"UseTi nestanp”: fal se,
"I sRequi red": true,
"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_94816166- 6b59- 1cc1- de9b- 285633162aef ",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

<sig id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >

<posi ti onPage>1</ posi ti onPage>

<DocRef Nunber >1</ DocRef Nunber >

<posi tionX>80.22857</ posi ti onX>

<posi tionY>158. 8629</ posi ti onY>

<wi dt h>171. 4286</ wi dt h>

<hei ght >68. 57143</ hei ght >

<par am nanme="enabl ed" >1</ par an»

<par am nanme="conpl et ed" >0</ par an®>

<par am nanme="si gType" >Pi ct ur e</ par an»

<par am nane="posi ti oni ng" >onPage</ par an®>

<par am narme="al | owedCapt uri ngMet hods" >Dr aw2Si gn</ par an>
</ sig>

Type2Sign

With this type of signature the signer has to type in his/her name to sign the signature field.

"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctur eAnnot ati onCol or Dept h": " Col or 16M',
"SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 69.0,
"PositionY": 529.92

b
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
b
"Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
b
{
"Key": "positioning",
"Val ue": "onPage"

h



"Key": "req",
"Val ue": "1"
b
{
"Key": "fd",
"Val ue": ""
b
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH mm ss”
b
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}
1.
"Al | owedSi gnat ur eTypes": [
{
"Al | owedCapt uri nghet hod": "Type2Si gn",
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Displaylp": true,
"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"FontFam ly": "Tines New Roman",
"Font Si ze": 11.0
I
"l1d": "d63ec0d5-a2ca-46d9-9c73- 7bd8d9laadea",
"Di scrimnatorType": "SigTypeType2Si gn",
"Preferred": true
}

1.
"UseTi nestanp": fal se,
"l sRequired": true,

"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_94816166- 6b59- 1cc1- de9b- 285633162aef ",

"Di spl ayNanme": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}
]
}
}
b
o

<sig id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<positionX>80.22857</ posi ti onX>
<posi tionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nanme="enabl ed" >1</ par an®>
<par am name="conpl et ed" >0</ par an®>
<par am nanme="si gType" >Pi ct ur e</ par an»
<par am nane="posi ti oni ng" >onPage</ par an®>
<par am narme="al | owedCapt uri ngMet hods" >Type2Si gn</ par an>
</ sig>

Biometric



"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 67.0,
"PositionY": 521.92

b
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
b
"Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
H
{
"Key": "positioning",
"Val ue": "intersectsWthField"
H
{
"Key": "req",
"Val ue": "1"
H
{
"Key": "fd",
"Val ue": ""
H
{
"Key": "fd_dateformat",
"Val ue": "dd-MMyyyy HH mm ss”
H
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}
1.
"Al | owedSi gnat ur eTypes": [
{
"|IsBio": false,
"Al | owSki pBi omretricVerification": false,
"All owBi onetricStoringOnly": fal se,
" Si gnedResponseW t hout Bi oDat a": fal se,
"Id": "6fa90b47-847f-47bl-b73a-9c3802aa077d",
"Di scrimnatorType": "SigTypeBi onetricSignature”,
"Preferred": true
}

]

UseTi mest anp”: fal se,
"l sRequired": true,
"1d": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_532f 40el- 0583- 8285- f c50- c2a76dc2f a44",

"Di spl ayName": """,
" DocRef Nunmber": 1,
"Di scrimnnatorType": "Signature"



<si g id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nurmber >
<posi ti onX>80. 22857</ posi ti onX>
<positionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nane="enabl ed" >1</ par an®>
<par am nanme="conpl et ed" >0</ par an>
<par am nanme="posi ti oni ng" >onPage</ par an®>
<Al | owedSi gnat ur eTypes>
<si gType i d="672d210e-9aal- 41b5- bb24- 2e1b4b079f 61" type="Bi onetri cSi gnature">
<bi 0>0</ bi 0>
</ si gType>
</ Al | owedSi gnat ur eTypes>
</ sig>

After adding the signature fields in the signature template you have to add these signatures in the workstep task section. Following lines of code shows an
example configuration of a workstep task.

<Wor kst epTasks SequenceMbde="SequenceOnl yRequi r edTasks" ori gi nal SequenceMdde="SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl eted="0" required="1" id="93cce567-ae5c-4e98-ac99- 9f 56ac034250" di spl ayNanme="Si gnFi el d
1" DocRef Nunber="1" type="Si gnFi el d" internal All Concer nedDocRef Nurmber sLi st ="1"

al | Requi redFi el dsFi | | edOnWor kst epCr eati on="0" />

</ Wor kst epTasks>

The Id in the code within the workstep Id must be the same as the Id of the signature field
SMS-OTP

"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol uti on": 0,
"Pi ctur eAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"Texts": [
{
"Language": "en",
"Val ue": "Signature Disclosure Text"
b
{
"Language": "*",
"Val ue": "Signature Disclosure Text"
}
I
"Headi ngs": [
{
"Language": "en",
"Val ue": "Signature Disclosure Subject”
},
{
"Language": "*",
"Val ue": "Signature Disclosure Subject”
}

1.

"I sRequi red": false,

“ld": "ra",

"Di spl ayNanme": "ra",

" DocRef Number": 1,

"Di scrimnatorType": "Agreenents"
I
{

"PositionPage": 1,



"Position": {
"PositionX": 52.0,
"PositionY": 586.0

b
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
H
"Addi ti onal Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
},
{
"Key": "conpl eted",
"Val ue": "0"
H
{
"Key": "req",
"Val ue": "1"
},
{
"Key": "isPhoneNunber Required",
"Val ue": "0"
H
{
"Key": "trValiditylnSeconds",
"Val ue": "60"
b
{
"Key": "fd",
"Val ue": ""
H
{
"Key": "fd_dateformat",
"Val ue": "dd- Mt yyyy HH mm ss”
b
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}
1.
"Al | owedSi gnat ureTypes": [
{
"Tr ModType": "Transacti onCodeSender Pl ugi n",
"TrValiditylnSeconds": 300,
"TrConfld": "otpSignatureSnsText",
"I sPhoneNunber Requi red": fal se,
"Ly": "sinpleTransacti onCodeSns",
"l1d": "c787919a- b2f d- 4849- 8f 97- 98dee281da30",
"Di scrimnatorType": "SigTypeTransacti onCode",
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Displaylp": true,
"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"FontFam ly": "Tines New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransactionld": true,
"Di spl ayTr ansakti onToken": true,
"Di spl ayPhoneNunber™: true
},
" Si gnat ur ePl ugi nConfi gurationld": "ltaLevel Id"
}

1.

"UseTi nestanp”: fal se,

"l sRequired": true,

"1d": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_e7ca3f 6a- 33f a- cdba- d696- 1377f cad51c9",



"Di spl ayName": ,
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}
]
H

Please also see a complete configuration below. Note that the phone number for the otp is in the recipient section!

{
"Nane": "Test.pdf",
"Emai | Subj ect”: "Please sign the enclosed envel ope”,
"Enmmi | Body": "Dear #RecipientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope

#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender™: "",
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAmount": 3,
"Expi rationl nSecondsAfter Sendi ng": 2419200,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl™: ",
"LockFor nFi el dsAt Envel opeFi ni sh": fal se,
"Steps": [
{
"Orderl ndex": 1,
"Recipients": [

{
"Emai | " "##enmi | #4#",
"First Nanme": "##name##",
"Last Nane": "##name##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": true,
"Al | owAccessFi ni shedWor kstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [],
"ldentificationMethods": [],
"CtpData": {
"PhoneMbbi | e": "##phonenunber ##"
}
}

1,
"Enmi | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "Test. pdf",
"Smal | Text ZoonFact or Percent": 100,
"Fini shAction": {
"ServerActions": [],
"CientActions": []
},
"Recei verlnformation": {
"User I nformation": {
"First Nane": "##name##",
"Last Nane": "##name##",
"EMai | " "##emai | ##"
3
"Transact i onCodePushPl ugi nData": []
},
"Sender | nformation": {
"User I nformation": {
"First Nanme": "##name##",
"Last Nane": "##name##",
"EMai | " "##temai | ##"



.

"Transacti onCodeConfi gurations": [],
" Si gnatureConfigurations": [],
"Vi ewer Pref erences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "",
"Enabl ed": false

}
}

"ResourceUris": {

"Del egationUi": ""

}

udi ti ngTool sConfiguration": {

"WiteAuditTrail": true

}

Policy": {

"CGeneral Policies": {
"Al | owSaveDocunent": true,
"Al |l owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owAppendFi | eToWr kstep": fal se,
"Al | owAppendTaskToWr kstep”: fal se,
"Al | owEmai | Docunent": true,
"Al | owPri nt Docunent": true,
"Al | owFi ni shworkstep": true,
"Al | owRej ect Wor kst ep": true,
"Al | owRej ect Wor kst epDel egation": true,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewriterAnnotations": false,
" Al | owAdhocPi ct ureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se,
"Al | owRel oadf Fi ni shedWor kst ep": true

}

rkstepTasks": {

" Pi ct ur eAnnot ati onM nResol ution": 0,

" Pi ct ur eAnnot at i onMaxResol ution": 0,

"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMbde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"Texts": [
{
"Language": "en",
"Val ue": "Signature Disclosure Text"
b
{
"Language": "*",
"Val ue": "Signature Disclosure Text"
}
1.
"Headi ngs": [
{
"Language": "en",
"Val ue": "Signature Disclosure Subject"
3
{
"Language": "*",
"Val ue": "Signature Disclosure Subject”
}
]

sRequi red": fal se,
"ld": "ra",
"Di spl ayNane": "ra",



" DocRef Nunmber": 1,

"Di scrimnatorType": "Agreenents"
o
{
"PositionPage": 1,
"Position": {
"PositionX": 52.0,
"PositionY': 586.0
.
"Size": {
"Height": 80.0,
"Wdth": 190.0
I
"Addi ti onal Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
b
{
"Key": "conpl eted",
"Val ue": "0"
o
{
"Key": "req",
"Val ue": "1"
b
{
"Key": "isPhoneNunber Required",
"Val ue": "0"
o
{
"Key": "trValidityl nSeconds",
"Val ue": "60"
b
{
"Key": "fd",
"Val ue": ""
o
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH: mm ss"
b
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}
I,
"Al | owedSi gnat ur eTypes": [
{
"Tr ModType": "Transacti onCodeSender Pl ugi n",
"TrValiditylnSeconds": 300,
"TrConfld": "otpSignatureSmsText",
" | sPhoneNunber Requi red": fal se,
"Ly": "sinpleTransacti onCodeSns",
"l1d": "c787919a- b2f d- 4849- 8f 97- 98dee281da30",
"Di scrimnatorType": "SigTypeTransacti onCode",
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Displaylp": true,
"Di spl ayNanme": true,
"Di spl aySi gnatureDate": true,
"FontFam ly": "Tines New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransactionld": true,
"Di spl ayTransakti onToken": true,
"Di spl ayPhoneNunber": true
b

" Si gnat ur ePl ugi nConfi gurationld": "ltaLevel ld"



}
1.
"UseTi nestanp": fal se,
"I sRequi red": true,

"1d": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_e7ca3f 6a- 33f a- cdba- d696- 1377f cad51c9",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

}
]
o
"FinalizeActions": {
"FinalizeActionList": [

{

" DocRef Nunmbers": "*",

"Spcld": "ltaLevel I d",

"Di scrimnatorType": "Tinmestanp"
}

]
}
}
"Navi gation": {
"HyperLinks": [],
"Links": [1,
"LinkTargets": []
}
3
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
]

eDef aul t Agreenents": true

"Orderl ndex": 2,
"Recipients": [
{
"Email " "##emai | ##",
"FirstNane": "##nanme##",
"Last Nane": "##nanme##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al | owDel egation": false,
" Ski pExt er nal Dat aVal i dation": fal se,
"Aut henti cati onMet hods": [],
"ldentificationMethods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Options": [],
"UseDef aul t Agreenents": false
}
1,
" AddFor nFi el ds": {
"Forns": {}
3
"OverrideFornFi el dval ues": {
"Forns": {}

}

tachSi gnedDocunent sToEnvel opeLog": fal se



<envel ope>
<name>Test . pdf </ nane>
<eMai | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >
<eMai | Body>Dear #Reci pi ent Fi rst Nane# #Reci pi ent Last Name#

#Per sonal Message#
Pl ease sign the envel ope #Envel opeNanme#

Envel ope will expire at #ExpirationDat e#</ eMi | Body>
<enabl eRemi nder s>t r ue</ enabl eReni nder s>
<first Rem nder DayAnount >5</ f i r st Rem nder DayAnount >
<r ecur rent Rem nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder DayAnount >3</ bef or eExpi r at i onReni nder Day Anpunt >
<daysUnti | Expi r e>28</ daysUnti | Expi re>
<cal | backUr| ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<l ockFor nFi el dsAt Envel opeFi ni sh>f al se</ | ockFor nFi el dsAt Envel opeFi ni sh>
<di spl ayedEmai | Sender ></ di spl ayedEmai | Sender >
<steps>
<step>
<enui | BodyExt r a></ enai | BodyExt r a>
<order| ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opti ons>
<docunent Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opti on>
</ docunent Qpt i ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >Test . pdf </ Wr kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text Zoonfact or Per cent >
<Absol ut eExpi r yDat e>2022- 02- 24T11: 42: 06. 9452877Z</ Absol ut eExpi r yDat e>
<Wor kst epTi meToLi vel nM nut es>43210</ Wr kst epTi neToLi vel nM nut es>
<Fi ni shAction />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ ver si on>
<posi tionUni t s>Pdf Uni t s</ posi tionUnits>
<posi ti onRef erenceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<si g useTi mestanp="fal se" id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_e7ca3f 6a- 33f a- cdba- d696-
1377f cad51c9" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nurmber >1</ DocRef Nunber >
<posi ti onX>52</positionX>
<posi tionY>586</ positionY>
<wi dt h>190</wi dt h>
<hei ght >80</ hei ght >
<par am nanme="enabl ed" >1</ par an>
<par am nanme="conpl et ed" >0</ par an>
<par am nanme="r eq" >1</ par an>
<par am narme="i sPhoneNunber Requi r ed" >0</ par an®>
<param name="tr Val i di t yl nSeconds" >60</ par an>
<param name="fd" />
<par am nanme="f d_dat ef or mat " >dd- MM yyyy HH:. nm ss</ par an»
<param nanme="fd_ti nezone" >dat et i neut c</ par an»
<Al | owedSi gnat ur eTypes>
<si gType i d="00ea98dd- 5bc3- 4ab6-93f 7-f 87f 5277f 7d2" type="Transacti onCode" preferred="fal se">
<spcl d>l taLevel | d</ spcl d>
<t r ModType>Tr ansact i onCodeSender Pl ugi n</tr ModType>
<trValidityl nSeconds>300</trValidityl nSeconds>
<t r Conf | d>ot pSi gnat ur eSrsText </t r Conf | d>
<phonenunber >##phonenunber ##</ phonenunber >
<l y>si npl eTr ansact i onCodeSns</ | y>
<i sPhoneNunber Requi r ed>0</ i sPhoneNunber Requi r ed>
<St anpl npri nt Confi gurati on>
<Di spl ayExt ral nf or mati on>1</ Di spl ayExt ral nf or mati on>
<Overri deLegacySt anpl npri nt >0</ Overri deLegacySt anpl npri nt >
<Di spl ayTransacti onl d>1</ Di spl ayTr ansacti onl d>
<Di spl ayTransacti onToken>1</ Di spl ayTr ansact i onToken>
<Di spl ayPhoneNunber >1</ Di spl ayPhoneNunber >



<Di spl ayEmai | >1</ Di spl ayEmai | >
<Di spl ayl p>1</ Di spl ayl p>
<Di spl ayName>1</ Di spl ayNanme>
<Di spl aySi gnat ur eDat e>1</ Di spl aySi gnat ur eDat e>
<Font Fam | y>Ti mes New Ronman</ Font Fam | y>
<Font Si ze>11</ Font Si ze>
</ St anpl npri nt Confi gurati on>

</ si gType>
</ Al | owedSi gnat ur eTypes>
</ si g>

</ si gnat ur eTenpl at e>
<sender | nf or mati on>
<user | nformation>
<first Name>##NAVE##</fir st Nane>
<l ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<receiverl| nformation>
<user | nformation>
<first Name>##NAVE##</ fir st Name>
<| ast Name>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai ner >1</ showNami ri al Di sposabl eDi scl ai ner >
</receiverlnformtion>
<Agr eenent s>
<t ext | anguage="en">Si gnature Di scl osure Text</text>
<text |anguage="*">Signature Disclosure Text</text>
<headi ng | anguage="en">Si gnature Di scl osure Subj ect </ headi ng>
<headi ng | anguage="*">Si gnat ure Di scl osure Subj ect </ headi ng>
</ Agr eenent s>
<pdf Forns i sEditingAl |l owed="1" />
<attachnentFields />
<TypewriterAnnot ationTasklnfo />
<Vi ewer Pref erences>
<Fi ni shwor kst epOnOpen>0</ Fi ni shwor kst epOnOpen>
<SendVi si bl eArea al | onedDonai n="">0</ SendVi si bl eAr ea>
</ Vi ewer Pr ef erences>
<Policy version="1.2.0.0">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owDownl oadOf Si gnedP7MFi | es>0</ Al | owDownl oadOf Si gnedP7MFi | es>
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWr kst ep>0</ Al | owAppendFi | eToWr kst ep>
<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWor kst ep>
<Al | owEnmi | Docunent >1</ Al | owEnai | Docurnent >
<Al | owPri nt Docunent >1</ Al | owPr i nt Docunent >
<Al | owFi ni shwor kst ep>1</ Al | owFi ni shWr kst ep>
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wr kst ep>
<Al | owRej ect Wor kst epDel egat i on>1</ Al | owRej ect Wr kst epDel egat i on>
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ms>0</ Al | owCol ori zePdf For nms>
<Al | owRel oadOf Fi ni shedWor kst ep>1</ Al | owRel oadCf Fi ni shedWor kst ep>
<Al | owAdhocPdf At t achment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr it er Annot ati ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ General Pol i ci es>
<Wor kst epTasks SequenceMde="NoSequenceEnf orced" >
<Task enabl ed="1" conpl et ed="0" required="0" id="ra" displayName="ra" DocRef Nunber="1" type="
ReadAgr eenent"” fi ni shPercentage="0" />
<Task enabl ed="1" conpl et ed="0" required="1" id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_e7ca3f 6a-
33f a- cdba- d696- 1377f cad51c9" di spl ayName="" DocRef Nunber="1" type="Si gnFi el d" finishPercentage="0" />
</ Wor kst epTasks>
<AdhocPol i ci es>
<Al | owiVbdi fi cati onsAfterSi gnature>1</ Al | owibdi ficati onsAfterSi gnature>



</ AdhocPol i ci es>
<Fi nal i zeActi ons>
<Ti nest anp DocRef Nunbers="*" spcld="|taLevel Id" />
</ FinalizeActions>
<conpl et edActi ons />
<TaskTransactionlds />
<Feat urePol i ci es>
<UseCust onSt anpl npri nt Confi gur at i on>1</ UseCust onft anpl npri nt Confi gur ati on>
</ Feat urePol i ci es>
</ Policy>
<resourcelris>
<del egati onUri ></ del egati onUri >
</resourcelris>
<Loggi ngMet al nf or mat i on>
<envel opel d>##envel opel d##</ envel opel d>
<envel opeReci pi ent | d>##r eci pi ent | d##</ envel opeReci pi ent | d>
</ Loggi nghet al nf or nat i on>
<Navi gation />
<ti meCr eat ed>2022- 02- 24T11: 32: 06. 9572846Z</ t i neCr eat ed>
<Audi ti ngTool sConfiguration WiteAuditTrail="1" />
</ wor kst epConfi guration>
<r eci pi ent s>
<reci pi ent >
<eMi | >##eMai | ##</ eMai | >
<enui | BodyExt r a></ enai | BodyExt r a>
<first Name>##nanme##</first Nane>
<l ast Name>##nane##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dat i on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>true</ al | owDel egati on>
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
<aut hentications />
<identifications />
<smsQt pAddi ti onal | nf or mati on>
<phoneMbbi | e>##phonenunber ##</ phoneMobi | e>
</ smsQ pAddi ti onal | nformati on>
</ reci pi ent >
</ reci pi ent s>
</ step>
<step>
<emai | BodyExt r a></ enui | BodyExt r a>
<order | ndex>2</ or der | ndex>
<r eci pi ent Type>Cc</reci pi ent Type>
<useDef aul t Agr eenent s>f al se</ useDef aul t Agr eenent s>
<r eci pi ent s>
<reci pi ent >
<eMai | >##emai | ##</ eMai | >
<emai | BodyExt r a></ emuai | BodyExt r a>
<first Name>##name##</first Nane>
<l ast Name>##nane##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut hentications />
<identifications />
</ recipient>
</ reci pi ents>
</ st ep>
</ st eps>
<att achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>



Disposable certificate

The disposable certificate signature is a signature variant using the Namirial Trust Service Provider services to issue a (typically qualified) electronic
signing certificate on the fly during signing, on explicit request of the signer.

The implementation distinguishes between "traditional” (depracated) and "lean" (recommended) disposable certificate procedure based on the
configuration in Settings - Organization.

Registration as Local Registration Authority (LRA) at Namirial is mandatory to perform the necessary identification steps in order to issue disposable
certificates. The LRA ID, service password and service username need to be configured in Settings - Organization.

To issue a disposable certificate, the (future) certificate holder must be identified according to the regulations of the LRA contract upfront. The LRA
Contract may contain clauses about how consent for issuing a certificate has to be requested, or delivered to the signer.

Please see the following sample configuration for a disposable certificate signature:

"SspFilelds": [
" ##F| LE_| D##"
]

ndEnvel opeDescription": {
"Name": "test",
"Emai | Subj ect": "Please sign the encl osed envel ope",
"Enmi | Body": "Dear #RecipientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope
#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": "",
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recur r ent Reni nder DayAmount ": 3,
" Bef or eExpi rati onDayAnount": 3,
"DaysUntil Expire": 28,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl": "",
"LockFor nFi el dsAt Envel opeFi ni sh": true,
"Steps": [
{
"Orderlndex": 1,
"Recipients": [
{
"Emmi | " "H#H#EMAI L##"
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al |l owDel egation": false,
"Al | owAccessFi ni shedWor kstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [],
"Di sposabl eCertificateData": {
"Count ryResi dence": "AT",
"l dentificationCountry": "AT",
"ldentificationType": "PASSPORT",
"PhoneMbbi | e": " ##PHONENUVBER##"
"Docunent Type": "PASS",
"Docunent | ssuedBy": "“Nanmirial",
"Docunent | ssuedOn": "2020-07-07T00: 00: 00Z",
" Docunent Expi ryDate": "2020-07-29T00: 00: 00Z",
"Serial Number": "1234",
"Docunent Nunber": "123",
"OverrideHol derl nCaseOf M smatch": fal se
}
}

1,
"Enmai | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {

"Wor kst epLabel ": "test",
" Smal | Text ZoonfFact or Percent": 100,
"Fi ni shAction": {



"ServerActions": [],
"ClientActions": [

{
" RenmoveDocunent Fr onRecent Docunent Li st": fal se,
"Cal | dientActi onOnl yAfterSuccessful Sync": true,
"ClientName": "SIGNificant SignAnywhere",
"Cl oseApp": false,
"Action": "https://ww.esi gnanywhere. net/"

}

]
b
"Recei verlnformation": {
"Userlnformation": {
"FirstName": "##NAVE##",
"Last Nane": "##NAVE##",
"EMai | " " #H#EMAI L##"
H
"Hol der I nformati on": "<recognitionType>PASS</recognitionType><docunent|ssuedOn>07/07/2020<
/ docunent | ssuedOn><docunent Expi r yDat e>29/ 07/ 2020</ docunent Expi r yDat e><docunent | ssuedBy>Nami ri al <
/ document | ssuedBy><docunent Nunber >123</ docunent Nunber ><count r yResi dence>AT<
/ count r yResi dence><fi r st Nane>##NAVE##</ f i r st Name><I| ast Name>##NAVE##</ | ast Nane><emai | S#H#ENMAI L##<
/ emai | ><phoneMbbi | e>##PHONENUMBER##</ phoneMbbi | e><i denti fi cati onType>PASSPORT<
lidentificationType><identificationCountry>AT</identificati onCountry><passport>1234</passport>",
"Transact i onCodePushPl ugi nData": []
},
"Sender | nformation": {
"UserInformation": {
"FirstNane": "##NAVE##",
"Last Nane": "##NAVE##"

"EMai | " " H#H#EMAI L##"
}
I
"Transact i onCodeConfigurations": [
{
"Id": "snmsAut hTransacti onCodel d",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
{
}
]
}

1.

"Si gnatureConfigurations": [],

"Vi ewer Preferences": {

"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {

"Al | ownedDomai n": "*",

"Enabl ed": fal se
}

H

"Resourcelris": {},

"Audi ti ngTool sConfiguration": {
"WiteAuditTrail": false,
"NotificationConfiguration": {}

H

"Policy": {

"General Policies": {
"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owEmai | Docunent": true,
"Al 'l owPrint Document": true,
"Al | owFi ni shworkstep": true,
"Al | owRej ect Wor kst ep": true,
" Al | owRej ect Wor kst epDel egation": false,
"Al | owUndoLast Action": true,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnat ures": fal se,
" Al | owAdhocSt anpi ngs": fal se,
"Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,



" Al | owAdhocPi ct ureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se
}
"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
"SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 89.0,
"PositionY': 575.0

.
"Size": {
"Height": 80.0,
"Wdth": 190.0
}
"Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
b
{
"Key": "positioning",
"Val ue": "onPage"
o
{
"Key": "req",
"Val ue": "1"
b
{
"Key": "fd",
"Val ue": ""
o
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH: mm ss"
b
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
o
{
"Key": "spcld",
"Val ue": "padesSi gni ngl d"
}

"Al | owedSi gnat ureTypes": [

"Tr ModType": "RenoteSi gnat ureDi sposabl eCertificate",
"TrValiditylnSeconds": 300,
"Ly": "remoteCertificate",
"TrConfldlssueCertificate": "disposableCertificateEnrol AndSi gnSnmsText ",
"TrConfld": "renoteCertificateSi gnSnmsText",
"I sPhoneNunber Requi red": fal se,
"1d": "180c4201-4146-4161- baf 8-cb5a607eec62",
"Di scrimnatorType": "SigTypeTransacti onCode",
"Preferred": false,
" St anpl nprint Configuration": {

"Di spl ayExtral nfornation": true,

"Di spl ayEmai | ": true,

"Di splaylp": true,

"Di spl ayNane": true,

"Di spl aySi gnat ureDate": true,

"FontFam ly": "Tines New Roman",

"Font Size": 11.0



}
1.
"UseTi nestanp": fal se,
"I sRequi red": true,

"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_b58c192b- 47c0- 5339- cb18- 4f e77¢3d1812",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

}
]
}
b
"Navi gation": {
"HyperLinks": [],
"Links": [],
"LinkTargets": []
}
b
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
]

eDef aul t Agreenents": true

"Orderl ndex": 2,
"Recipients": [
{
"Emmi | " "H#HENMAI L##",
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al | owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Options": [],
"UseDef aul t Agreenents": fal se
}
1.
" AddFor nFi el ds": {
"Forns": {}
}
"OverrideFornFi el dval ues": {
"Forms": {}

}

t t achSi gnedDocunent sToEnvel opeLog": fal se

<envel ope>
<nane>t est </ nane>
<eMai | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >
<eMui | Body>Dear #Reci pi ent Fi rst Name# #Reci pi ent Last Nane#

#Per sonal Message#

Pl ease sign the envel ope #Envel opeNane#



Envel ope will expire at #ExpirationDate#</eMail Body>
<enabl eRem nder s>t r ue</ enabl eReni nder s>
<firstRem nder DayAnmount >5</fi r st Rem nder Day Amount >
<r ecur r ent Renm nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anount >3</ bef or eExpi r at i onReni nder DayAmount >
<daysuUnti | Expi re>28</daysunti | Expi r e>
<cal | backUr | ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<l ockFor nFi el dsAt Envel opeFi ni sh>t rue</ | ockFor nFi el dsAt Envel opeFi ni sh>
<di spl ayedEmai | Sender ></ di spl ayedEnai | Sender >
<st eps>
<step>
<emai | BodyExt r a></ enui | BodyExt r a>
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opt i ons>
<docunent Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opti on>
</ docunent Opti ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >t est </ Wor kst epLabel >
<Smal | Text ZoonFact or Per cent >100</ Snal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>44650</ Wor kst epTi neToLi vel nM nut es>
<Absol ut eExpi r yDat e>2020- 07- 10T10: 57: 46. 4243017Z</ Absol ut eExpi r yDat e>
<Fi ni shActi on>
<ClientAction clientName="SIGNi ficant SignAnywhere" cl oseApp="0"
RenoveDocunent Fr omRecent Docunent Li st ="0" Cal | d i ent Acti onOnl yAfter Successful Sync="1">htt ps://ww. esi gnanywher e.
net/</dientAction>
</ Fi ni shActi on>
<Vi ewer Pref erences>
<SendVi si bl eArea al | onedDonai n="*">0</ SendVi si bl eAr ea>
<Fi ni shwor kst epOnOpen>0</ Fi ni shwor kst epOnOpen>
</ Vi ewer Pref erences>
<Policy version="1.1.0.0">
<AdhocPol i ci es>
<Al | owivbdi fi cati onsAfterSi gnature>1</ Al | owibdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
<Ceneral Pol i ci es>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocPdf At t achnment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
<Al | owAdhocPi ct ur eAnnot ati ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocTypewr i t er Annot at i ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owEnmi | Docunent >1</ Al | owEnai | Docurnent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owPri nt Docunent >1</ Al | owPr i nt Docunent >
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wr kst ep>
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owUndoLast Acti on>1</ Al | owndoLast Act i on>
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owRej ect Wr kst epDel egati on>1</ Al | owRej ect Wir kst epDel egati on>
</ General Pol i ci es>
<Wor kst epTasks ori gi nal SequenceMbde="NoSequenceEnf or ced" SequenceMbde="NoSequenceEnforced">
<Task type="Si gnFi el d" DocRef Nunber="1" i d="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_a3d634d1- 5b9e-
8089- e77d- 4888a9616f b2" i nt er nal Conpl et ed="0" fi ni shPercentage="0" conpl eted="0" enabl ed="1" di spl ayName=""
requi red="1" />
</ Wr kst epTasks>
</ Policy>
<Navi gation />
<ti meCr eat ed>2020-07- 10T10: 47: 46. 3930488Z</ti meCr eat ed>
<Transacti onCodeConfi gurati ons>
<Transact i onCodeConfi guration trConfl d="snmsAut hTransacti onCodel d">
</ Transact i onCodeConfi gur ati on>
</ Transact i onCodeConfi gur ati ons>
<receiverl| nformation>
<user | nformation>



<firstName>##NAVE##</fir st Nane>
<l ast Nane>##NAVE##</ | ast Name>
<eMai | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai mer >1</ showNani ri al Di sposabl eDi scl ai mer >
<t r RsDcNantol der | nf or mati on versi on="2">
<recogni ti onType>PASS</ recogni ti onType>
<docunent | ssuedOn>07/ 07/ 2020</ docunent | ssuedOn>
<docunent Expi r yDat e>29/ 07/ 2020</ docunent Expi r yDat e>
<docunent | ssuedBy>Nani ri al </ docunent | ssuedBy>
<docunent Nurmber >123</ document Nunber >
<count r yResi dence>AT</ count r yResi dence>
<first Name>##NAVE##</fir st Name>
<l ast Nanme>##NAVE##</ | ast Name>
<emai | >##EMAI L##</ enmi | >
<phoneMbbi | e>##PHONENUMBER##</ phoneMobi | e>
<identificati onType>PASSPORT</i dentificati onType>
<identificati onCountry>AT</identificati onCountry>
<passport >123</ passport >
</t r RsDcNantHol der | nf or mati on>
</receiverlnformtion>
<sender | nf or mati on>
<user | nformation>
<first Name>##NAVE##</fir st Name>
<l ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<pdf Forns i sEditingAl |l oned="0" />
<TypewriterAnnot ationTasklnfo />
<attachnentFields />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ versi on>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<posi tionUni t s>Pdf Uni t s</ posi ti onUnits>
<si g id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_a3d634d1- 5h9e- 8089- e77d- 4888a9616f b2" >
<TaskDi spl ayNarme />
<par am nane="enabl ed" >1</ par an®>
<posi ti onPage>1</ posi ti onPage>
<posi tionX>78</ positionX>
<posi ti onY>545</ posi ti onY>
<wi dt h>190</w dt h>
<hei ght >80</ hei ght >
<par am name="posi ti oni ng" >onPage</ par an>
<par am nanme="r eq" >1</ par an>
<param name="fd" />
<par am nanme="f d_dat ef or mat " >dd- MM yyyy HH:. nm ss</ par an»
<param nanme="fd_ti nezone" >dat et i neut c</ par an»
<DocRef Nunber >1</ DocRef Nunber >
<Al | owedSi gnat ur eTypes>
<si gType id="89f 2876e-2149- 4a88- b841-547al1b3478a5" type="Transacti onCode" >
<t r ModType>Renot eSi gnat ur eDi sposabl eCertificate</trMdType>
<trValidityl nSeconds>300</trValidityl nSeconds>
<ly>renoteCertificate</ly>

<trConfldl ssueCertificate>di sposabl eCertificateEnrol AndSi gnSnmsText </t r Confl dl ssueCertificate>

<trConfld>renmpteCertificateSi gnSnsText </trConfld>
<St anpl npri nt Confi gurati on>
<Di spl ayExt r al nf or nat i on>1</ Di spl ayExt ral nf or mati on>
<Di spl ayEmai | >1</ Di spl ayEmai | >
<Di spl ayl p>1</ Di spl ayl p>
<Di spl ayNanme>1</ Di spl ayNane>
<Di spl aySi gnat ur eDat e>1</ Di spl aySi gnat ur eDat e>
<Font Fam | y>Ti mes New Ronman</ Font Fami | y>
<Font Si ze>11</ Font Si ze>
</ St anpl npri nt Confi gurati on>
</ si gType>
</ Al | owedSi gnat ur eTypes>
<par am name="spcl d" >padesSi gni ngl d</ par an>
</ si g>
</ si gnat ur eTenpl at e>
<Audi ti ngTool sConfi guration WiteAuditTrail="0">



<Noti ficati onConfiguration />
</ Audi ti ngTool sConfi gurati on>
<resourcelris>
<del egati onUri >htt ps://deno. esi gnanywher e. net/ Resour ce/ Del egat e</ del egati onUri >
</resourcelris>
<Loggi ngMet al nf or mat i on>
<envel opel d>##ENVELOPEI D##</ envel opel d>
<envel opeReci pi ent | d>##REC!I Pl ENTI D##</ envel opeReci pi ent | d>
</ Loggi nghet al nf or nat i on>
</ wor kst epConfi guration>
<r eci pi ent s>
<r eci pi ent >
<eMui | >#H#EMAI L##</ eMai | >
<emai | BodyExt r a></ emai | BodyExt r a>
<first Name>##NAVE##</ f i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dat i on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>t rue</ al | owDel egati on>
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
<aut hentications />
<di sposabl eCerti ficat eAddi ti onal I nformati on>
<count r yResi dence>AT</ count r yResi dence>
<phoneMbbi | e>##PHONENUMBER##</ phoneMbbi | e>
<docunent Type>PASS</ docunent Type>
<docunent | ssuedBy>Nani ri al </ docunent | ssuedBy>
<docunent | ssuedOn>2020- 07- 07T00: 00: 00Z</ docunent | ssuedOn>
<docunent Expi r yDat e>2020- 07- 29T00: 00: 00Z</ docunent Expi r yDat e>
<seri al Nunber >123</ seri al Nunber >
<identificati onType>PASSPORT</i dentificationType>
<identificati onCountry>AT</identificati onCountry>
<docunent Nunmber >123</ document Nunber >
<overri deOnHol der M snat ch>f al se</ overri deOnHol der M smat ch>
</ di sposabl eCertificat eAddi ti onal I nformati on>
</ recipi ent>
</ reci pi ent s>
</ step>
<st ep>
<enui | BodyExt r a></ enmai | BodyExt r a>
<order | ndex>2</ or der | ndex>
<r eci pi ent Type>Cc</reci pi ent Type>
<useDef aul t Agr eenent s>f al se</ useDef aul t Agr eenent s>
<r eci pi ent s>
<reci pi ent >
<eMai | >#H#EMAI L##</ eMai | >
<emai | BodyExt r a></ enui | BodyExt r a>
<first Name>##NAVE##</ f i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut hentications />
</ recipient>
</ reci pi ent s>
</ st ep>
</ st eps>
<att achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

Disposable certitifacate (Long-lived)



@ Additional Scenario

Beside the disposable certificate, the solution can use a specific procedure called "Long-Lived Disposable" for scenarios where the signature
becomes a valid qualified signature after signing. This can be useful where the identification is confirmed/approved after signing of the
document. When using this special type of Disposable Certificates, the procedure of the Opative Manual has to be followed; which is different
for the case of Long-Lived Disposable. See Long-Lived Disposable in SSP documentation for more information.

General description
The Long-Lived Disposable Certificate (LLD) is a special variant of a Disposable certificate.

The main difference to the disposable certificate is, that it is not being activated immediately, but after the signatures have been applied. LLD are always
active, no need to activate them.

Please see the following sample configuration for LLD:

"SspFilelds": [
"b4d753d1- 1234- 1234- ada4- b7a7975324c3"
1,
" SendEnvel opeDescription": {
"Name": "test",
"Enui | Subj ect": "Please sign the encl osed envel ope",
"Emai | Body": "Dear #Reci pi entFirstName# #Reci pi ent Last Name#\ n\ n#Per sonal Message#\ n\ nPl ease si gn the envel ope
#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": ""
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount ": 3,
" Bef or eExpi rati onDayAnount": 3,
"Expi rationl nSecondsAfterSendi ng": 2419200,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl™: "",
"LockFor nFi el dsAt Envel opeFi ni sh": fal se,
"Steps": [
{
"Orderl ndex": 1,
"Recipients": [
{
"Emai |l ": "johndoe@anpl e. cont',
"FirstNane": "John",
"Last Nane": "Doe",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al|l owDel egation": true,
"Al | owAccessFi ni shedworkstep": fal se,
" Ski pExt er nal Dat aval i dati on": fal se,
"Aut henti cati onMet hods": [],
"ldentificationMethods": [],
"Di sposabl eCertificateData": {
"Count ryResi dence": "AT",
"Docunent | ssui ngCountry": "",
"l dentificationCountry": "AT",
"ldentificationType": "PASSPORT",
"PhoneMobi | e": "##PhoneNunber ##",
"Docunent Type": "PASS",
"Docunent | ssuedBy": "“Nanmirial",
"Docunent | ssuedOn": "2022-05-24T00: 00: 00Z",
"Docunent Expi ryDate": "2022-06-07T00: 00: 002",
"Serial Number": "##Seri al Nunber ##",
" Docunment Nunber ": "##Document Nunber ##"
"QverrideHol der I nCaseO M smat ch": fal se
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"Enmi | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
" Smal | Text ZoonFact or Percent": 100,
"Fi ni shAction": {
"ServerActions": [],
"ClientActions": []
.
"Recei verInformation": {
"User I nformation": {

"FirstNane": "Jane",
"Last Nane": "Doe",
"EMai | ": "janedoe@anpl e. cont

b
"Hol der I nformati on": "<recognitionType>PASS</recognitionType><docunent|ssuedOn>24/05/2022<
/ docunent | ssuedOn><docunent Expi r yDat e>07/ 06/ 2022</ docunent Expi r yDat e><docunent | ssuedBy>Nami ri al <
/ document | ssuedBy><docunent Nunber >##Docunent Nunber ##</ docunent Nunber ><count r yResi dence>AT<
/ count r yResi dence><fi r st Name>John</ fi r st Name><| ast Name>Doe</ | ast Name><enui | >j ohndoe@anpl e. conx
/ emai | ><phoneMbbi | e>##PhoneNunber ##</ phoneMbi | e><i denti fi cati onType>PASSPORT<
/identificationType><identificationCountry>AT</identificati onCountry><passport >##Passport ##</ passport>",
"Transact i onCodePushPl ugi nData": []
b
"Sender | nformation": {
"User I nformation": {
"FirstNane": "John",
"Last Nare": " Doe",
"EMai | ": "j ohndoe@anpl e. cont
}
b
"Transacti onCodeConfi gurations": [],
" Si gnatureConfigurations": [],
"Vi ewer Preferences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "",
"Enabl ed": fal se
}
b
"ResourceUris": {
"Del egationUi": "https://denp. esi gnanywhere. net/ Resour ce/ Del egat e"
}
"Audi tingTool sConfiguration": {
"WiteAuditTrail": true
b
"Policy": {
"General Policies": {
"Al | owSaveDocunent": fal se,
"Al |l owSaveAudi tTrail ": false,
"Al | owRot ati ngPages": fal se,
"Al | owAppendFi | eToWr kstep": fal se,
" Al | owAppendTaskToWor kst ep": fal se,
"Al | owEmai | Docunent": true,
"Al | owPrint Document": true,
"Al | owFi ni shworkstep": true,
"Al | owRej ect Wor kst ep": true,
"Al | owRej ect Wor kst epDel egation": true,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
" Al | owAdhocPi ct ureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se,
"Al | owRel oadf Fi ni shedWor kst ep": true

}

rkstepTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
" Pi ct ur eAnnot at i onMaxResol ution": 0,



"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"Texts": [
{
"Language": "en",
"Val ue": "Agreenent text"
o
{
"Language": "*",
"Val ue": "Agreenent text"
}
I
"Headi ngs": [
{
"Language": "en",
"Val ue": "Agreenent Subject”
},
{
"Language": "*",
"Val ue": "Agreenent Subject”
}
1.

"I sRequired": false,
“1d": "ra",

"Di spl ayNanme": "ra",
" DocRef Number": 1,

"Di scrimnatorType": "Agreenents"
H
{
"PositionPage": 1,
"Position": {
"PositionX': 72.0,
"PositionY": 594.0
b
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
H
"Addi tional Paranmeters": [
{
"Key": "enabl ed",
"Val ue": "1"
3
{
"Key": "conpl eted",
"Val ue": "0"
3
{
"Key": "req",
"Val ue": "1"
3
{
"Key": "isPhoneNunber Required",
"Val ue": "0"
3
{
"Key": "trValidityl nSeconds",
"Val ue": "60"
3
{
"Key": "fd",
"Val ue": ""
3
{

"Key": "fd_dateformat",
"Val ue": "dd-MMyyyy HH mm ss"



"Key": "fd_tinmezone",
"Val ue": "datetineutc"

Al | owedSi gnat ur eTypes": [

"Tr ModType": "RenoteSi gnat ureLonglLi vedDi sposabl eCertificate",
"TrValiditylnSeconds": 300,
"TrConfldl ssueCertificate": "disposabl eCertificateEnrol AndSi gnSnmsText ",
"TrConfld": "renoteCertificateSignSmsText",
" | sPhoneNunber Requi red": fal se,
"Ly": "remoteCertificate",
"l d": "7392f 37f - 32f 5- 4f 53- bade- d830ddb51f a2",
"Di scrimnatorType": "SigTypeTransacti onCode",
"Preferred": fal se,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di splaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnaturebDate": true,
"FontFam | y": "Tines New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransactionld": true,
"Di spl ayTransakti onToken": true,
"Di spl ayPhoneNunber": true
I
" Si gnat ur ePl ugi nConfi gurationld": "padesSigningld"
}
]

UseTi mest anp”: fal se,
"I sRequi red": true,
"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_4385a5b6- 4615- 2f 23- 3ale- 49e31af 38dba",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}
]
}
H

"Navi gation": {
"HyperLinks": [],
"Links": [],
"LinkTargets": []

}
H
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
1.
"UseDef aul t Agreenents": true
I
{

"Orderl ndex": 2,
"Recipients": [
{

"Emai |l ": "johndoe@anpl e",
"FirstNanme": "John",
"Last Nane": "Doe",
"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al'l owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,



"Aut henti cationMet hods": [],
"l dentificati onMethods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Options": [],
"UseDef aul t Agreenents": fal se
}
1.
"AddFor nfi el ds": {
"Forns": {}
},
"OverrideFornFi el dval ues": {
"Forms": {}

}

t achSi gnedDocunent sToEnvel opeLog": fal se

After sending the envelope the receiver get the following after clicking the signature field to accept the general terms and conditions.:

Issuance of disposable certificate

ISSUE OF DISPOSABLE CERTIFICATES - APPLICATION FORM - Mod.NAM CA22D

SECTION A - LOCAL REGISTRATION AUTHORITY DETAILS

SECTION B - HOLDER DETALS

CTION C - SUPPLY AND PRICING
Issuance of a Long-Lived Disposable Certificate Jeharacterised by a limited duration of 60 minutes and by a limited use between the Holder and the LRA or by a limited use for the signature of
Tstrance policies. The cost of The service wil be ensured by the LRA.

SECTION D - TERMS AND CONDITIONS OF SUPPLY
1) The supply of what is required by the Holder shall be effective solely within the limitations of use set forth in the Operative Manual.

2)  The Holder acknowledges and agrees hat the Certification Service Provider shall be entitled to suspend and/or revoke the Certiiicates issued to the Holder at any time, whether the

Certificate issuance conditions no longer exist.

3) The supply of what is required by the Holder shall be effected by Namirial to the terms and conditions specified in this application form, in its General Terms and Conditions (Mod NAM CA01D)
and on the basis of the technical specifications set out in the Operative Manual, in the CPS and in the Terms and Conditions for Use, documents that are incorporated herein called uniess

specifically and expressly waived.

4)  The Holder acknowledges and agrees hat the sending of the application form implies full acceptance of these General Terms and Conditions, the Operative Manual, the CPS and the Terms

and Conditions for Use, which will be fully effective binding to the same Holder. This Application form, with these General Terms and Gonditions, the Operative Manual, the GPS and the Terms and

In order to sign with electronic signature the Application Form, you need to accept the terms and conditions by checking the 3 boxes below:
(1) | certify the content of SECTION E - SELF CERTIFICATION BY THE HOLDER

(2) | accept the General Terms and Conditions (Mod.NAMCAOQ1D) and the one-sided clauses set forth in SECTION F - ONE-SIDED CLAUSES
(3) | give the consent to the processing of personal data as set forthin SECTION G - CONSENT TO THE PROCESSING OF PERSONAL DAT

ACCEPT

The information about the LLD is also shown in the audit trail:

Agreement Subject

Agreement text
Date & Time Action Description Signer IP Address Geolocation
2022-05-31 10:40:32 Create workstep SignAnyWhere workstep created
2022-05-31 | 10:40:44 Log client settings SignAnyWhere is using following settings: * N/A
Viewer preferences: @'
2022-05-31 | 10:40:45 Open workstep SignAnyWhere v21.52.2.1280 with language code N/A
'en’ loaded *
2022-05-31 | 10:40:50 Accept agreement Agreement has been accepted by the user
2022-05-31 | 10:40:50 Change page view Page 1shown’
2022-05-31 | 10:59:56 Send transaction code Issuance of disposable certificate and signature

"ISSUE OF DISPOSABLE CERTIFICATES -
APPLICATION FORM - Mod. NAM CA22D... (see
attachment for full application form)" has been
accepted in all of its part after ticking the
checkboxes (1) (2) (3

started.
OTP has been sent to issue certificate for signature

Phone number:
Transaction 1D:
RAWS Request ID:
Remote Device ID:
Expiration time: 05/,
Application form:

Please also note the following difference:



Difference in the certificate issued

A main difference is in the "certification policies" documented in the certificate:

"Normal" Disposable Certificate (Sample)

Certificate Viewer

This dialog allows you to view the
the selected entry.

BIMMIMGER CHRISTOPH

< *

2021/02/12 15:35:23 «01'00°
Validation Model: Shell

details of a certificate and its entire Bsuance chain. The details correspond to

[ Shew all certification paths found

Mamirial CA Firrna Qualificat:y  Symmary Details  Reyocation Trust  Policies Legal Motice

Certificate data:
Mame Value P
B2 Validity starts 202150212 15:34:00 +01'00¢
= Validity ends 2021,/03/14 0000000 +01°00°
Ell Keyusage Men-Repudiation
E3 CPL distribution ...  <see details>

Certificate policies  <see details»
QC staternents <gee details>
B Authority key ide...  <see details>

[

i

Palicy OID: 0.4.0.184112.1.2

Palicy QI0: 1.3.6.1.4.1.36203.1.1.5
URL: https://docs.namiraltsp.comy
Metice: Certificato valido solo per test/The certificate is only usable for
test

Palicy OID: 0.4.0.2042.1.2

@ The selected cestificate path is valid.

The path validation and revocation checks were done as of the signing time:

OK

=

* Refers to Policy OID: 1.3.6.1.4.1.36203.1.1.6

>
P7M Signers

Long-Lived Disposable Certificate (Sam
Certificate Viewer

This dialog allows you to view the details of
the selected entry. Multiple issuance chains
trust anchor.

Show all certification paths found

GIERLINGER MANUEL Summary C

Certificat

Na
&= Val
=1
=

=i
E ac
= Au
= Sul
= Au

Policy Ol

Policy Ol

Policy Ol

@ The selected certificate path is valid.

The path validation checks were done &
2022/05/31 11:00:10 +02'00°

* Refers to Policy OID 1.3.6.1.4.1.36203.1.:

(D It is possible to define P7M signers in eSignAnyWhere. This allows you to define at the end of a signing workflow to define signers with P7M.
Due technical reasons it is not possible to add non-P7M signers after the first P7M signer. P7M is an advanced feature and must be enabled for

you, so please contact your Namirial Sales

The P7M signer can be defined in the recipient list (P7M Signer Type). The P7M signer has no assigned signature fields in the document, so you will not
be able to assign signature fields, form fields or predefined fields for him or her.

When a workflow with a P7M signer is finished you will not receive a PDF document, but a signed P7M container with the PDF. Please see the next figure:



Download the document
Thank you for signing with aSignAnyWhera!

4 Audit Trait

Original document(s)

4 TestpdipTm

The workstepconfig must be extended with a invisibleSignature, Task and a document information:

<si gnat ureTenpl at e>
<l nvi si bl eSi g>
<i d>pkcsl</id>
<Tar get Docunent >
<DocRef Nunber >1</ DocRef Nunmber >
<conpl et ed>0</ conpl et ed>
</ Tar get Docunent >
<Tar get Docunent >
<DocRef Nurmber >2</ DocRef Nurber >
<conpl et ed>0</ conpl et ed>
</ Tar get Docunent >
<Tar get Docunent >
<DocRef Nunber >3</ DocRef Nunmber >
<conpl et ed>0</ conpl et ed>
</ Tar get Docunent >
</ I nvi si bl eSi g>
</ si gnat ur eTenpl at e>

Taskdefinition:

<Wor kst epTasks SequenceMde="SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl et ed="0" required="0" id="pkcsl" displayName="" DocRef Nunber="1" type="
Si gnPkcs7" fi ni shPercentage="0" />
</ Wor kst epTasks>
Envel opeDocunent | nf oranti on

<Wor kSt epl nf or mat i on>

<Envel opel nf or nat i on>

<Envel opeDocurent | nf or mati on nunber O Pages="1" DocRef Nunber ="1" nane="" i sOpti onal Docunent ="0" i sPkcs7="
0" enabl ed="1" />

<Envel opeDocunent | nf or mati on nunber Of Pages="1" DocRef Nunber="2" nane="" isQpti onal Docunent ="0" isPkcs7="
0" enabl ed="1" />

<Envel opeDocunent | nf or mati on nunber O Pages="1" DocRef Nunber="3" nane="" i sQpti onal Docunent ="0" i sPkcs7="

0" enabl ed="1" />
</ Envel opel nf or nati on>

</ Wor kSt epl nf or nati on>



. . . . >

Automatic Remote Signature Recipient via API

Via API you have to use a new recipient type (“Automatic”). Moreover the workstepConfiguration must contain information about the automatic remote
signature. As additional option, you can use more than one profile for the workstep configuration at once via API. Note: this leads to a missing information
in eSAW UI!

1) Envelope JSON with new recipient type “Automatic”

"Emai | BodyExtra": "",
"Reci pi ent Type": "Automatic",
"Wor kst epConfiguration": {

2) Workstep Configuration
2.1) Define Signature Field in WorkstepConfiguration
"Al | owedSi gnat ureTypes": [

"Tr ModType": "RenoteSi gnature”,
"Seal i ngProfileld": "SEALI NG PROFI LE_I DENTI FI ER_FROM ORGANI ZATI ON_SETTI NGS",

"Renderi ngLanguage": "en",
"Ly": "test",
ldT " H#H] d#E

"Di scrimnatorType": "SigTypeAutonaticSignature”,
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nformation": true,
"Di splayEmai | ": true,
"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Fam | y": "Times New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransacti onld": true,
"Di spl ayTr ansakti onToken": true,
"Di spl ayPhoneNunber": true
}

2.3) Finalize Action in WorkstepConfiguration Policy

"FinalizeActions": {
"FinalizeActionList": [

{
"Sigld": "##Si gnaturel d##",
"Di scrimnatorType": "AutomaticSignature”
H
{
" DocRef Numbers": "*",
"Spcld": "ltaLevel 1d",
"Di scrimnatorType": "Tinmestanp”
}

}
b

Please also see the following sample configuration:

{
"Narme": "Test.pdf",
"Emai | Subj ect": "Please sign the enclosed envel ope",
"Enmi | Body": "Dear #RecipientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope

#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": "",
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recur r ent Renmi nder DayAmount ": 3,



" Bef or eExpi rati onDayAmount": 3,

"Expi rationl nSecondsAfter Sendi ng": 2419200,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl™: ",
"LockFor nFi el dsAt Envel opeFi ni sh": fal se,
"Steps": [

{

"Orderlndex": 1,
"Reci pients": [

]

{
"Emai | " "##Enmai | ##",
"FirstNanme": "##Nane##",
"Last Name": "##Nane##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al|l owDel egation": true,
"Al | owAccessFi ni shedWor kst ep”:
" Ski pExt er nal Dat aVal i dati on":
"Aut henti cati onMet hods": [],
"ldentificationMethods": []

}

Emai | BodyExtra": "",

"Reci pi ent Type": "Automatic",
"Wor kst epConfiguration": {

"Wor kst epLabel ": "Test. pdf",

fal se,

fal se,

" Smal | Text ZoonfFact or Percent": 100,

"Fi ni shAction": {
"ServerActions": [],
"ClientActions": []

}

"Recei verInformation": {
"User I nformation": {

"FirstName": "##Nanme##",
“Last Name": "##Name##",
“EMai | " " ##EMRI | ##"

}
b
"Sender I nformation": {

"User | nformation": {
"FirstName": "##Nanme##",
“Last Name": "##Name##",

“EMai | " " ##EMRI | ##"
}
}
"Transacti onCodeConfi gurations":
"Si gnatureConfigurations": [],
"Vi ewer Pref erences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | onedDomai n": "",
"Enabl ed": fal se

}

b

"Audi ti ngTool sConfiguration": {
"WiteAuditTrail": true

b

"Policy": {

"General Policies": {

"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
" Al | owAppendFi | eToWr kst ep”:
"Al | owAppendTaskToWor kst ep”:
"Al | owEnai | Docunment": true,
"Al | owPri nt Docunent": true,

ransact i onCodePushPl ugi nData": []

(1.

f al se,
fal se,



" Al | owFi ni shwor kst ep":
"Al | owRej ect Wr kst ep”:

true,
fal se,

"Al | owRej ect Wr kst epDel egati on": fal se,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
"Al | owAdhocPi ctureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se,
"Al | owRel oadOf Fi ni shedWor kst ep™: true
1,
"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
" Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',

" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"PositionPage": 1,
"Position": {
"PositionX": 56.0,
"PositionY": 589.0
H
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
I
"Addi ti onal Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
b
{
"Key": "conpl eted",
"Val ue": "0"
H
{
"Key": "req",
"Val ue": "0"
b
{
"Key": "fd",
"Val ue": ""
H
{
"Key": "fd_dateformat",
"Val ue": "dd- Mt yyyy HH mm ss”
b
{
"Key": "fd_timezone",
"Val ue": "datetineutc"
}
1.
"Al | owedSi gnat ur eTypes": [

"Tr ModType":
"Seal i ngProfileld":

" Renot eSi gnat ure",
"##Seal i ngProfil el d##",

"Renderi ngLanguage": "en",

"Ly": "test",

B o I - o £

"Di scrimnatorType": "SigTypeAutomaticSi gnature"”,
"Preferred": fal se,

" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di splaylp": true,



"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"FontFam | y": "Tinmes New Roman",
"Font Si ze": 11.0,
"OverridelLegacyStanplnprint": false,
"Di spl ayTransactionld": true,
"Di spl ayTr ansakti onToken": true,
"Di spl ayPhoneNunber": true
.
" Si gnat ur ePl ugi nConfigurationld": "ltaLevelld"
}
1.
"UseTi nestanp”: fal se,
"l sRequired": false,

hdh M ## d#R,
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

}
]
},
"FinalizeActions": {
"FinalizeActionList": [

{
"Sigld": "##Si gnaturel d##",
"Di scrimnatorType": "AutomaticSignature"
},
{
" DocRef Nunmbers": "*",
"Spcld": "ltaLevel 1d",
"Di scrimnatorType": "Timestanp"
}

]
}
b
"Navi gation": {
"HyperLinks": [],
"Links": [],
"LinkTargets": []

}
I
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}

]

eDef aul t Agreenents": true

"Orderlndex": 2,
"Recipients": [
{
"Emmi | " "##Emai | #4#",
"FirstNanme": "##Nane##",
"Last Nanme": "##Nane##",
"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al'l owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [],
"ldentificationMethods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Qptions": [],
"UseDef aul t Agreenents": false



}

1
" AddFor nFi el ds": {

"Forns": {}

},

"OverrideFornFi el dval ues": {
"Forns": {}

}

t t achSi gnedDocunent sToEnvel opeLog": fal se

You can also find the same samples but for SOAP below:

1) Envelope XML with new recipient type “Automatic”

<envel ope>
<steps>
<st ep>
<emai | BodyExt r a></ enuni | BodyExt r a>
<or der | ndex>1</ or der | ndex>

<r eci pi ent Type>Aut omat i c</ r eci pi ent Type>
<wor kst epConfi guration ski pThirdPartyChecks="0">

</ wor kst epConfi guration>
</ step>
</ st eps>
</ envel ope>

2) Workstep Configuration

2.1) Define Signature Field in WorkstepConfiguration

<si g i d="GENERI C_SI G_| DENTI FI ER' >

<DocRef Nurmber >1</ DocRef Nunber >

<par am nanme="enabl ed" >1</ par an®>

<Al | owedSi gnat ur eTypes>

<si gType i d="autonatic" type="AutomaticSignature" preferred="0">

<t r ModType>Renpt eSi gnat ur e</ t r ModType>
<l mageRender i ngLanguage>en</ | mageRender i ngLanguage>
<Seal i ngProf i | el d>SEALI NG_PROFI LE_I DENTI FI ER_FROM _ORGANI ZATI ON_SETTI NGS</ Seal i ngProfi | el d>

</ si gType>
</ Al | owedSi gnat ur eTypes>
</sig>

The sealing profile identifier can be found in the organization settings page at the automatic remote signature settings (Identifier).

2.3) Finalize Action in WorkstepConfiguration Policy

<Policy version="1.1.0.0">
<Fi nal i zeActi ons>
<Aut omat i cSi gnature si gl d="GENERI C_SI G | DENTI FI ER" />
</ Final i zeActi ons>
</ Pol i cy>

ATrust

@ Note: For the A-Trust signature configuration you need an A-Trust Signaturbox first. For more information please contact us.

In this section you can find the configuration for the A-Trust signature. First we have to upload a PDF with the API call UploadTemporarySspFile_v1. After
uploading the document we can now send the document with the following workstep configuration to define the A-Trust signature:

<envel ope>



<nane>eSi gnAnyWere Tutori al </ name>
<eMai | Subj ect >Docunent of eSi gnAnyWiere Tutori al </ eMai | Subj ect >
<eMai | Body>Dear #Reci pi entFirstNane#! Please sign this tutorial docunent.</eMil Body>
<enabl eRem nder s>Tr ue</ enabl eReni nder s>
<first Rem nder DayAnount >1</fi r st Rem nder DayAnount >
<recurrent Rem nder DayAnpunt >1</r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anount >1</ bef or eExpi r at i onReni nder DayAnount >
<daysUnti | Expi re>2</ daysUnti | Expire>
<l-- callback to your backend system on a conpl eted envel ope
<cal | backUrl >http://172.16. 17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&myPar anfor Me=1234<
/ cal | backUr | >
-->
<cal I backUrl />
<st eps>
<step>
<emai | BodyExtra />
<order | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<r eci pi ent s>
<r eci pi ent >
<l anguageCode>en</ | anguageCode>
<eMai | >##EMAI L##</ eMai | >
<firstName>Alice</firstNane>
<l ast Name>Sonenane</ | ast Nane>
</ reci pi ent >
</ recipi ents>
<wor kst epConf i gur ati on>
<Wor kst epLabel />
<Snal | Text ZoonFact or Per cent >100</ Srral | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>11520</ Wor kst epTi meToLi vel nM nut es>
<Fi ni shAction />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ versi on>
<posi tionUnits>Pdf Uni t s</ positionUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<sig id="1">
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi tionX>10</ positionX>
<posi tionY>10</positionY>
<wi dt h>200</wi dt h>
<hei ght >50</ hei ght >
<par am nane="enabl ed" >1</ par an®
<par am name="conpl et ed" >0</ par an®>
<par am nanme="si gType" >Ext er nal Si gni ngPr ocess</ par an»>
<par am name="posi ti oni ng" >onPage</ par an®>
<par am nanme="t r ModType" >ATr ust HandySi gnat ur </ par an»
<par am nane="aTr ust Tenpl at el d" >4246</ par an»
</ sig>
</ si gnat ur eTenpl at e>
<receiver | nformation>
<user | nformati on>
<firstName>First Nane</firstNane>
<l ast Nane>Last Nane</ | ast Name>
<eMail />
</ user | nformation>
<aTrust Certifi cat eDat a>
<l--Used to prefill the phone nunber for A-Trust Handysignatur-->
<phonenunber >##phone nunber ##</ phonenunber >
</aTrust CertificateDat a>
<I--Defines, if the disclainer for Namrial disposable certificates should be shown. -->
<showNani ri al Di sposabl eDi scl ai mer >0</ showNani ri al Di sposabl eDi scl ai mer >
</receiverlnformtion>
<Policy version="1.1.0.0">
<General Pol i ci es>
</ General Pol i ci es>
<TypewriterAnnot ationTasklnfo />
<Wr kst epTasks SequenceMdde="SequenceOnl yRequi redTasks" ori gi nal SequenceMde="SequenceOnl yRequi r edTasks"
>
<Task enabl ed="1" conpl eted="0" required="1" id="1" displayNanme="SignField 1" DocRefNumber="1" type="
Si gnFi el d" i nternal Al | Concer nedDocRef Nunber sLi st="1" al | Requi r edFi el dsFi | | edOnWr kst epCr eati on="0" />



</ Wor kst epTasks>
</ Policy>
<Transact i onCodeConfi gurati ons>
<Transacti onCodeConfi gurati on trConfld="">
<Message>Pl ease sign the docunent with the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transacti onCodeConfi gurati on trConfld="Transl">
<Message>Pl ease accept the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithml dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gur ati on>
</ Transact i onCodeConfi gur ati ons>
</ wor kst epConfi gurati on>
</ step>
<step>
<emai | BodyExtra />
<or der | ndex>2</ or der | ndex>
<r eci pi ent Type>CC</ r eci pi ent Type>
<r eci pi ent s>
<r eci pi ent >
<l anguageCode>en</ | anguageCode>
<eMai | >##EMAI L##</ eMai | >
<firstNane>Charl y</first Name>
<l ast Name>Randommane</ | ast Nane>
</ reci pi ent >
</ recipi ents>
</ step>
</ st eps>
</ envel ope>

If you enter the phone number then the recipient can not enter another number. However, if you do not define a phone number then the recipient is free to
choose a phone number of their choice.

saniin A

In this section you can find the configuration for the bankID signature. First we have to upload a PDF. After uploading the document we can now send the
document with the following workstep configuration to define the bankID signature:

{ “Name": "test",
"Emai | Subj ect": "Please sign the enclosed envel ope",
"Enmmi | Body": "Dear #RecipientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope

#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",

"Di spl ayedEmai | Sender": " ##SENDER##" ,

"Enabl eRemi nders": true,

"Fi rst Rem nder DayAnount": 5,

"Recurrent Rem nder DayAnount ": 3,

" Bef or eExpi rati onDayAmount": 3,

"DaysUntil Expire": 28,

"Cal | backUrl": "",

" St at usUpdat eCal | backUrl": ",

"LockFor nFi el dsAt Envel opeFi ni sh": true,

"Steps": [

{
"Orderl ndex": 1,
"Recipients": [
{

"Emai |l " "#H#EMAI L##",
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": false,
"Al | owAccessFi ni shedWor kstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []



}

Emai | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
"Smal | Text ZoonFact or Percent": 100,
"Fini shAction": {
"ServerActions": [],
"ClientActions": [

{
"RenmoveDocunent Fr onRecent Docunent Li st": fal se,
"Cal | dientActi onOnl yAfterSuccessful Sync": true,
"ClientName": "SIGNificant SignAnywhere",
"Cl oseApp": false,
"Action": "https://ww.esi gnanywhere. net/"

}

]
b

"Recei verlnformation": {
"User I nformation": {
"FirstName": "##NAVE##",
“Last Name": " ##NAVE##",
“EMai | " " H#HEMAI L##"
H
"Transacti onCodePushPl ugi nData": []
b
"Sender I nformation": {
"User I nformation": {
"FirstName": "##NAVE##",
“Last Name": " ##NAVE##",

"EMai | " "#H#EMAl L##"
}
}
"Transacti onCodeConfi gurations": [
{
“ratott,
"HashAl gorithm dentifier": "Shal",
"Texts": [
{
"Val ue": "Pl ease sign the docunent"”
}
]
H
{
"Id": "otpSignatureSnsText",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
]
}
1.

" Si gnatureConfigurations": [],

"Vi ewer Pref erences": {

"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {

"Al | ownedDomai n": "*",

"Enabl ed": fal se
}

H

"Resourcelris": {},

"Audi tingTool sConfiguration": {
"WiteAuditTrail": false,
"NotificationConfiguration": {}

}

"Policy": {
"CGeneral Policies": {
"Al | owSaveDocunent": true,
"Al |l owSaveAudi t Trail": true,
" Al | owRot ati ngPages": fal se,
"Al | owEmai | Docunent": true,



"Al |l owPri nt Docunent": true,
"Al | owFi ni shworkstep": true,
"Al | owRej ect Wr kst ep": true,
"Al | owRej ect Wr kst epDel egati on": false,
"Al | owUndoLast Action": true,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
"Al | owAdhocPi ctureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se
}

rkstepTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
"SequenceMde": "SequenceOnl yRequi redTasks",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Lower_Left",
"Tasks": [
{
"PositionPage": 1,
"Position": {
"PositionX"': 10.0,
"PositionY": 10.0
b,
"Size": {
"Hei ght": 50.0,
"W dth": 200.0
H
"Addi tional Paraneters": [
{
"Key": "sigType",
"Val ue": "TransactionCode"

"Key": "trMdType",
"Val ue": "Bankl dSi gnat ure”

"Key": "trValidityl nSeconds",
"Val ue": "60"

"Key": "ly",
"Val ue": "bankl d"
}
]

| owedSi gnat ureTypes": [],
"UseTi nestanp": fal se,
"l sRequired": true,
“ldU:ot1t,
"Di spl ayNanme": "SignField 1",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature
}
]

}
H
"Navi gation": {
"HyperLinks": [],
"Links": [],
"Li nkTargets": []
}
o
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false



]

eDef aul t Agreenents": true
b
{
"Orderl ndex": 2,
"Reci pients": [
{
"Emai |l " "#H#EMAI L##"
"FirstNanme": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": false,
"Al | owAccessFi ni shedWor kstep”: fal se,
" Ski pExt er nal Dat aVal i dation": fal se,
"Aut henti cati onMet hods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
]

eDef aul t Agreenents": false
}

1

" AddFor nFi el ds": {
"Forns": {}

H

"OverrideFornFi el dval ues": {
"Forns": {}

}

t achSi gnedDocunent sToEnvel opeLog": fal se

<envel ope>
<nane>t est </ nane>
<eMi | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >
<eMai | Body>Dear #Reci pi ent First Nane# #Reci pi ent Last Nanme#
#Per sonal Message#

Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDate#</eMail Body>
<enabl eRem nder s>t r ue</ enabl eReni nder s>
<first Rem nder DayAnpount >5</f i r st Rem nder DayAnount >
<r ecurrent Renm nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anount >3</ bef or eExpi r at i onReni nder Day Amount >
<daysUnti | Expi re>28</daysUnti | Expire>
<cal | backUr | ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<l ockFor nFi el dsAt Envel opeFi ni sh>t rue</ | ockFor nFi el dsAt Envel opeFi ni sh>
<di spl ayedEmai | Sender ></ di spl ayedEnai | Sender >
<steps>
<st ep>

<emai | BodyExt r a></ enuni | BodyExt ra>

<order | ndex>1</ or der | ndex>

<r eci pi ent Type>Si gner </ r eci pi ent Type>

<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>

<docunent Opt i ons>

<docunent Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>



</ docunent Opti on>
</ docunent Opti ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >t est </ Wor kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text ZoonFact or Per cent >
<Wor kst epTi neToLi vel nM nut es>44650</ Wr kst epTi meToLi vel nM nut es>
<Absol ut eExpi r yDat €>2020- 07- 13T09: 11: 44. 7415636Z</ Absol ut eExpi r yDat e>
<Fi ni shActi on>
<ClientAction clientName="SIGNificant SignAnywhere" cl oseApp="0"
RenoveDocunent Fr omRecent Docunent Li st ="0" Cal | d i ent Acti onOnl yAfter Successful Sync="1">https://ww. esi gnanywher e.
net/</dientAction>
</ Fi ni shActi on>
<Vi ewer Pref erences>
<SendVi si bl eArea al | owedDonmi n="*">0</ SendVi si bl eAr ea>
<Fi ni shwor kst epOnOpen>0</ Fi ni shwor kst epOnOpen>
</ Vi ewer Pr ef erences>
<Policy version="1.1.0.0">
<AdhocPol i ci es>
<Al | owvbdi fi cati onsAfterSi gnature>1</ Al | ombdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
<CGeneral Pol i ci es>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocPdf At t achnment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
<Al | owAdhocPi ct ur eAnnot at i ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocTypewr it er Annot ati ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owEnmi | Docunent >1</ Al | owEnai | Docunent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owPri nt Docunent >1</ Al | owPr i nt Docunent >
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owUndoLast Act i on>1</ Al | owUndoLast Act i on>
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owRej ect Wr kst epDel egat i on>0</ Al | owRej ect Wir kst epDel egati on>
</ Gener al Pol i ci es>
<Wor kst epTasks SequenceMde="SequenceOnl yRequi redTasks" ori gi nal SequenceMde="
SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl et ed="0" required="1" id="1" di spl ayName="Si gnFi el d 1" DocRef Nunber ="1"
type="Si gnFi el d* internal All Concer nedDocRef Nunber sLi st ="1" al | Requi r edFi el dsFi | | edOnWor kst epCreati on="0" />
</ Wor kst epTasks>
</ Policy>
<Navi gation />
<ti meCr eat ed>2020-07-13T09: 01: 44. 7103136Z</ti meCr eat ed>
<Transacti onCodeConfi gurati ons>
<Transacti onCodeConfi guration trConfld="">
<Message>Pl ease sign the docunent </ Message>
<hashAl gorithm dentifier>Shal</hashAl gorithm dentifier>
</ Transact i onCodeConf i gur ati on>
</ Transact i onCodeConfi gur ati ons>
<recei verlnformation>
<user | nf ormati on>
<first Name>##NAVE##</fir st Nane>
<l ast Nane>##NAVE##</ | ast Name>
<eMai | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai ner >1</ showNami ri al Di sposabl eDi scl ai ner >
</ receiverlnformtion>
<sender | nf or mati on>
<user | nf ormati on>
<first Name>##NAVE##</fir st Nanme>
<l ast Nane>##NAVE##</ | ast Name>
<eMai | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<pdf Forns i sEditingAl | owed="0" />
<TypewriterAnnot ati onTasklnfo />
<attachnentFields />
<si gnat ur eTenpl at e>



<version>1. 2. 0. 2</ versi on>
<posi tionUnits>Pdf Uni ts</positionUnits>
<posi ti onRef erenceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<sig id="1">
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Number >
<posi ti onX>10</ posi ti onX>
<posi tionY>10</ positionY>
<wi dt h>200</w dt h>
<hei ght >50</ hei ght >
<par am name="si gType" >Tr ansact i onCode</ par an>
<par am nanme="t r ModType" >Bankl dSi gnat ur e</ par an»
<param nanme="tr Val i di t yl nSeconds" >60</ par an>
<par am nanme="1y" >bankl d</ par am>
</ sig>
</ si gnat ur eTenpl at e>
<Audi ti ngTool sConfigurati on WiteAuditTrail="0">
<Noti fi cationConfiguration />
</ Audi ti ngTool sConfi guration>
<resourcelris />
<Loggi ngMet al nf or mat i on>
<envel opel d>##ENVELCOPE##</ envel opel d>
<envel opeReci pi ent | d>##RECI Pl ENT##</ envel opeReci pi ent | d>
</ Loggi ngMet al nf or mati on>
</ wor kst epConfi guration>
<r eci pi ent s>
<reci pi ent >
<eMui | >#H#EMAI L##</ eMai | >
<emai | BodyExt r a></ enui | BodyExt r a>
<first Name>##NAVE##</ fi r st Name>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egat i on>f al se</ al | owDel egati on>
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
</ recipient>
</ reci pi ents>
</ st ep>
<step>
<emai | BodyExt r a></ enui | BodyExt r a>
<order | ndex>2</ or der | ndex>
<r eci pi ent Type>Cc</reci pi ent Type>
<useDef aul t Agr eenent s>f al se</ useDef aul t Agr eenent s>
<r eci pi ent s>
<reci pi ent >
<eMui | >#H#EMAI L##</ eMai | >
<enui | BodyExt r a></ enmai | BodyExt r a>
<first Name>##NAVE##</ i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut hentications />
</ reci pi ent>
</ reci pi ent s>
</ st ep>
</ st eps>
<at t achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

In this section you can find the bankID authentication method:



"Aut henti cati onMet hods": [
{
"Met hod": "Bankld",
"Paraneter": "##Paraneter ##"

<aut henti cati ons>
<aut henti cati on>
<nmet hod>Bankl! d</ net hod>
<par anet er >##par anet er ##</ par anet er >
</ aut henti cati on>
</ aut henti cati ons>

Generic Signing Plugin

In this section you can find the configuration for the generic signing plugin signature. First we have to upload a PDF. After uploading the document we can
now send the document with the following workstep configuration to define the plugin signature:

{

"SspFilelds": [
"H#HH#F | el d##"

]

ndEnvel opeDescri ption": {

"Nanme": "test",

"Emai | Subj ect”: "Please sign the encl osed envel ope",

"Enmi | Body": "Dear #Reci pi entFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the
envel ope #Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEnai | Sender": ""

"Enabl eRem nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAnount ": 3,
"DaysUntil Expire": 28,
"Cal | backUrl": "",
" St at usUpdat eCal | backUr |l ": "",
"Steps": [
{
"Orderl ndex": 1,
"Reci pients": [
{
"Emai | " "##Emai | ##",
"First Nane": "##name##",
"Last Nane": "##name##",
"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al |l owDel egation": false,
" Ski pExt er nal Dat aval i dati on": fal se,
" Aut henti cati onMet hods": [],
"Bankl dPl ugi nData" : {
"Tr Bi Per sonal Nunber": "##Per sonal Nunber ##",
"Tr Bi Al | owAnyPer sonal Nunber": fal se

}
1.
"Emai | BodyExtra": "",

"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
"Recei verlnformation": {
" Generi cSi gni ngPl ugi nDat aList": [{
"Pluginld": "GenericSigningPl ugi nFor Tests",



}

" Sender Dat aFi el ds": {

"Fields": [{
"Key": "custonkEnmil",
"Val ue": "##cust onEmai | ##"
oA
"Key": "userld",
"Val ue": "##User| d##"
oA
"Key": "enmmil",
"Val ue": "##Emai | ##"
oA
"Key": "password",
"Val ue": "##Passwor d##"
A
"Key": "nunber",
"Val ue": "##Nunber ##"
A
"Key": "phoneNunber",
"Val ue": "##Nunber ##"
oA
"Key": "list",
"Val ue": "app"
}H
}
}H
H
" Smal | Text ZoonFact or Percent": 100,
"Fi ni shAction": {
"ServerActions": [],
"CientActions": [
{
" RenoveDocunent Fr onRecent Docunent Li st": fal se,
"Cal |l dientActionOnl yAfterSuccessful Sync": true,
"CientName": "SIGNificant SignAnywhere",
"C oseApp": false,
"Action": "https://ww.esi gnanywhere. net/"
}
]
Policy": {

"General Policies": {

}

"Al | owSaveDocunent": true,

"Al |l owSaveAudi t Trail": true,

"Al | owRot at i ngPages": fal se,

"Al | owEmai | Docunent": true,

"Al | owPri nt Docunent": true,

"Al | owFi ni shWor kst ep": true,

"Al |l owRej ect Wor kst ep": true,

" Al | owRej ect Wor kst epDel egation": fal se,
"Al | owUndoLast Action": true,

"Al | owAdhocPdf At t achnents": fal se,

"Al | owAdhocSi gnatures": fal se,

"Al | owAdhocSt anpi ngs": fal se,

"Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypew it er Annot ati ons": fal se,
"Al | owAdhocPi ct ureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se

rkstepTasks": {

"Pi ctur eAnnot ati onM nResol ution": O,

"Pi ct ur eAnnot at i onMaxResol ution": 0,

"Pi ctureAnnot ati onCol or Dept h": " Col or16M',
"SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"Posi tionPage": 1,

"Position": {
"PositionX": 70.0,
"PositionY': 606.0



H

"Size": {
"Height": 80.0,
"Wdth": 191.0

},
"Addi tional Parameters": [
{
"Key": "enabl ed",
"Val ue": "1"
}
{
"Key": "positioning",
"Val ue": "onPage"
I
{
"Key": "req",
"Val ue": "1"
}
{
"Key": "fd",
"Val ue": ""
b
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH nmm ss"
}
{
"Key": "fd_tinmezone",
"Val ue": "datetineutc"
b
{
"Key": "spcld",
"Val ue": "padesSi gni ngld"
}
1
"Al | owedSi gnat ureTypes": [
{

"1d": "8e4ce7e9-b70b- 464b- 861e- 8429239ef 474",
"Di scrimnatorType": "SigTypeGenericSi gni ngPl ugi n",
"Pluginld":
" Generi cSi gni ngPl ugi nFor Test s"
}
]

eTi nestanp”: fal se,
"l sRequired": true,
"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_a48a82a2- 0bd3- 1e9e- c223- 64ad308bf 715",

"Di spl ayNane": "",
"DocRef Nunber": 1,
"Di scri m natorType": "Signature"
}
]
}
}
I
"Docunment Opti ons": [
{
" Docunment Ref erence": "1",
"l sHi dden": false
}

]

"UseDef aul t Agreenents": true

<envel ope>
<name>t est </ nane>
<eMi | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >



<eMui | Body>Dear #Reci pi ent Fi rst Name# #Reci pi ent Last Nane#
#Per sonal Message#
Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDat e#</eMi | Body>
<enabl eRemi nder s>t r ue</ enabl eReni nder s>
<firstRem nder DayAnount >5</fi r st Rem nder Day Anmount >
<r ecur rent Rem nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anobunt >3</ bef or eExpi r at i onReni nder Day Anount >
<daysUnt i | Expi r e>28</ daysUnti | Expi re>
<cal | backUr | ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<l ockFor nFi el dsAt Envel opeFi ni sh>f al se</ | ockFor nFi el dsAt Envel opeFi ni sh>
<di spl ayedEmai | Sender >##Emai | ##</ di spl ayedEnai | Sender >
<steps>
<step>
<enui | BodyExt r a></ enmai | BodyExt r a>
<order| ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opti ons>
<docunent Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opti on>
</ docunent Opt i ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >t est </ Wor kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text Zoonfact or Per cent >
<Wor kst epTi neToLi vel nM nut es>43200</ Wor kst epTi neToLi vel nM nut es>
<Fi ni shActi on>
<ClientAction clientName="SIGNificant SignAnywhere" cl oseApp="0"
RenoveDocunent Fr omRecent Docunent Li st ="0" Cal | d i ent Acti onOnl yAfter Successful Sync="1">https://ww. esi gnanywher e.
net/</dientAction>
</ Fi ni shActi on>
<si gnat ur eTenpl at e>
<si g id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_a48a82a2- Obd3- 1e9e- c223- 64ad308bf 715" useTi nest anp="
fal se">
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi ti onX>70</ positionX>
<posi tionY>606</ positionY>
<wi dt h>191</w dt h>
<hei ght >80</ hei ght >
<par am nane="enabl ed" >1</ par an®
<par am nanme="posi ti oni ng" >onPage</ par an®>
<par am nanme="r eq" >1</ par an>
<param nanme="f d" ></ par an>
<par am nanme="f d_dat ef or mat " >dd- MM yyyy HH:. nm ss</ par an»>
<param name="f d_t i nezone" >dat et i neut c</ par an>
<Al | owedSi gnat ur eTypes>
<si gType i d="8edce7e9- b70b- 464b- 861e- 8429239%ef 474" type="GCeneri cSi gni ngPl ugi n" preferred="0">
<generi cSi gni ngPl ugi nl d>Gener i cSi gni ngPl ugi nFor Test s</ generi cSi gni ngPl ugi nl d>

</ si gType>
</ Al | owedSi gnat ur eTypes>
</sig>

<posi tionUni t s>Pdf Uni t s</ posi ti onUni t s>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
</ si gnat ureTenpl at e>
<Pi ct ur eAnnot at i onTaskl nf o>
<M nResol uti on>0</ M nResol uti on>
<MaxResol uti on>0</ MaxResol uti on>
<Col or Dept h>Col or 16/ Col or Dept h>
</ Pi ct ur eAnnot at i onTaskl nf o>
<Policy version="1.1.0.0">
<CGeneral Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWr kst ep>0</ Al | owAppendFi | eToWr kst ep>



<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWr kst ep>
<Al | owEnmi | Docunent >1</ Al | owEnai | Docunent >
<Al | owPr i nt Docunent >1</ Al | owPr i nt Documnent >
<Al | owFi ni shwr kst ep>1</ Al | owFi ni shwér kst ep>
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owRej ect Wor kst epDel egat i on>0</ Al | owRej ect Wor kst epDel egat i on>
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ns>0</ Al | owCol ori zePdf For ns>
<Al | owAdhocPdf At t achnment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr i t er Annot ati ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owAdhocPi ct ur eAnnot ati ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ Gener al Pol i ci es>
<Wor kst epTasks SequenceMde="NoSequenceEnforced">
<Task enabl ed="0" conpl et ed="0" required="1" id="1#XyznoDupl i cat el dSeper at or #Si gnat ur e_a48a82a2-
Obd3- 1e9e- c223- 64ad308bf 715" di spl ayName="" DocRef Nunber="1" type="SignField" />
</ Wor kst epTasks>
</ Policy>
<timeCreated />
<Transacti onCodeConfi gurati ons>
<Transacti onCodeConfi gurati on trConfld="snsAut hTransacti onCodel d" | anguage="">

</ Transact i onCodeConfi gurati on>
</ Transact i onCodeConf i gur ati ons>
<Vi ewer Pr ef erences />
<receiverl nformation>
<user | nformati on>
<firstName>##Fi r st Nanme##</fir st Nanme>
<l ast Nane>##Last Nane##</ | ast Nane>
<eMai | >##Emai | ##</ eMai | >
</ user | nformati on>
<showNami ri al Di sposabl eDi scl ai ner >1</ showNami ri al Di sposabl eDi scl ai ner >
<generi cSi gni ngPl ugi nDat a pl ugi nl d="Generi cSi gni ngPl ugi nFor Tests" >
<sender Dat aFi el ds>
<r eci pi ent emai | >##Emai | ##</r eci pi ent emai | >
<reci pi entfirstnanme>##Fi r st Nane##</ r eci pi ent fi r st name>
<cust onEnmai | >##Enai | ##</ cust onEnmai | >
<user | d>##User | d##</ user| d>
<enmmi | >##Emai | ##</ emai | >
<passwor d>##Passwor d##</ passwor d>
<nunber >##Nunber ##</ nunber >
<phoneNunber >+##PhoneNunber ##</ phoneNunber >
<l ist>app</list>
</ sender Dat aFi el ds>
</ generi cSi gni ngPl ugi nDat a>
</receiverlnformation>
<sender | nf or mati on>
<user | nformati on>
<firstName>##Fi r st Nane##</fir st Nane>
<l ast Nane>##Last Nane##</ | ast Nane>
<eMi | >##Emai | ##</ eMai | >
</ user | nformati on>
</ sender | nf or mat i on>
</ wor kst epConfi guration>
<r eci pi ent s>
<reci pi ent >
<eMui | >##Emai | ##</ eMai | >
<emai | BodyExt r a></ enuni | BodyExt r a>
<first Name>##Fi r st Name##</ fi r st Name>
<l ast Nanme>##Last Nane##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnmi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egat i on>f al se</ al | owDel egati on>
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>



<aut hentications />
</ recipi ent>
</ reci pi ent s>
</ st ep>
</ st eps>
<att achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

Generic Signing Plugin (automatic) 2.2

In this section you can find the configuration for an automatic generic signing plugin signature. Please see the following workstep configuration for more
information:

"SspFilelds": ["##SspFileld##"], " SendEnvel opeDescription": {
“Name": " GenericSigni ngPl ugi nFor Tests",
"Enmai | Subj ect": "*GenericSi gni ngPl ugi nFor Test s*",
"Enai | Body": "*Please sign the docunent*",
"Steps": [{
"Order | ndex": 1,
"Recipients": [{
"Emai | ": "##Pl acehol der Emai | ##",
"FirstNane": "_Pl aceHol der Fi r st Nane",
"Last Nane": "_Pl aceHol der Last Nane",
"LanguageCode": "en",
"Di sabl eEmai | ": true,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": false,
" Ski pExt er nal Dat aVal i dati on": true
.
"Reci pi ent Type": "Automatic",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "Autonatic",
" Ski pThi rdPart yChecks": fal se,
" Smal | Text Zoonfact or Percent": 100,
"Wor kst epTi meToLi vel nM nut es": 44650,
"Vi ewer Preferences": {
"Fi ni shwor kst epOnOpen”: fal se
H
"Policy": {
"Wor kst epTasks": {
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [{
"Di scrimnatorType": "Signature",

"Id": "cbd2b3a5- af d1-4794-b8c8-c3f 9c0755b75",
" DocRef Nunmber": 1,
"Positi onPage": 1,
"Position": {
"PositionX": 0.0,
0.0

"PositionY":
b
"Size": {
"Height": 80.0,
"Wdth": 190.0
},
"Addi tional Paraneters": [{
"Key": "req",
"Val ue": "1"
oA
"Key": "positioning",
"Val ue": "onPage"
oA

"Key": "enabl ed",
"Val ue": "1"



L
"Al | owedSi gnat ureTypes": [{
"Di scrimnatorType": "SigTypeAutomaticSi gnature",
“1d": "SignFor_c5d2b3a5- af d1- 4794- b8c8- ¢3f 9c0755b75",
"Ceneri cSi gni ngPl ugi nld": "GenericSi gni ngPl ugi nFor Tests",
"Seal i ngProfileld": "##SealingProfil el d##"
}H
}
I
"FinalizeActions": {
"FinalizeActionList": [{
"Di scrimnatorType": "AutomaticSignature”,
"Sigld": "c5d2b3a5-af d1-4794-b8c8- c3f9c0755b75"

}H

}H

<envel ope>
<name>Ceneri c¢Si gni ngPl ugi nFor Test s</ nanme>
<eMi | Subj ect >*Generi cSi gni ngPl ugi nFor Test s*</ eMai | Subj ect >
<eMai | Body>*Pl ease sign the docunent*</eMi | Body>
<enabl eRemi nder s>t r ue</ enabl eReni nder s>
<first Rem nder DayAnount >5</f i r st Rem nder DayAnount >
<r ecurrent Rem nder DayAnpunt >3</ r ecur r ent Rem nder Day Anmount >
<bef or eExpi r at i onReni nder Day Anbunt >3</ bef or eExpi r at i onReni nder Day Anount >
<daysUnt i | Expi r e>28</ daysUnti | Expi re>
<cal | backUr | ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<l ockFor nFi el dsAt Envel opeFi ni sh>f al se</ | ockFor nFi el dsAt Envel opeFi ni sh>
<di spl ayedEmai | Sender >##Emai | ##</ di spl ayedEnai | Sender >
<steps>
<step>
<enui | BodyExt r a></ enai | BodyExt r a>
<order| ndex>1</ or der | ndex>
<r eci pi ent Type>Aut omat i c</ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opti ons>
<docunent Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opti on>
</ docunent Qpt i ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >CGeneri ¢ Si gni ng Pl ugi n</ Wr kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text Zoonfact or Per cent >
<Wor kst epTi neToLi vel nM nut es>43200</ Wor kst epTi neToLi vel nM nut es>
<si gnat ur eTenpl at e>
<si g id="c5d2b3a5-af d1- 4794- b8c8- c3f 9c0755b75" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi ti onX>0</ posi ti onX>
<posi tionY>0</positionY>
<wi dt h>190</wi dt h>
<hei ght >80</ hei ght >
<par am nanme="r eq" >1</ par an>
<par am name="posi ti oni ng" >onPage</ par an>
<par am nanme="enabl ed" >1</ par an®>
<Al | owedSi gnat ur eTypes>
<si gType i d="Si gnFor _c5d2b3a5- af d1- 4794- b8c8- c3f 9c0755b75" type="Aut omati cSi gnat ure"

<tr ModType />
<Seal i ngProf i | el d>##Seal i ngProfi | el d##</ Seal i ngProfi | el d>
<generi cSi gni ngPl ugi nl d>Gener i cSi gni ngPl ugi nFor Test s</ generi cSi gni ngPl ugi nl d>
</ si gType>
</ Al | owedSi gnat ur eTypes>
<par am name="spcl d">aut omat i cSi gni ngl d</ par an>

preferred="0"



</ sig>
<posi tionUni t s>Pdf Uni t s</ posi ti onUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
</ si gnat ur eTenpl at e>
<Pi ct ur eAnnot at i onTaskl nf o>
<M nResol uti on>- 1</ M nResol uti on>
<MaxResol uti on>- 1</ MaxResol uti on>
<Col or Dept h>Col or 16/ Col or Dept h>
</ Pi ctur eAnnot at i onTaskl nf o>
<Policy version="1.1.0.0">
<Ceneral Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWr kst ep>0</ Al | owAppendFi | eToWr kst ep>
<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWor kst ep>
<Al | owEnmi | Docunent >1</ Al | owEnzi | Docunent >
<Al | owFi ni shwr kst ep>1</ Al | owFi ni shwr kst ep>
<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wr kst ep>
<Al | owRej ect Wor kst epDel egat i on>1</ Al | owRej ect Wor kst epDel egati on>
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ms>0</ Al | owCol ori zePdf For nms>
<Al | owAdhocPdf At t achment s>1</ Al | owAdhocPdf At t achment s>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypewr i t er Annot ati ons>0</ Al | owAdhocTypewr i t er Annot ati ons>
<Al | owAdhocPi ct ur eAnnot ati ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
</ Gener al Pol i ci es>
<Wor kst epTasks SequenceMde="NoSequenceEnforced" />
<Fi nal i zeActi ons>
<Aut onati cSi gnat ure si gl d="c5d2b3a5- af d1- 4794- b8c8- c3f 9c0755b75" />
</ FinalizeActions>
</ Pol i cy>
<timeCreated />
<Transacti onCodeConfi gurati ons>
<Transact i onCodeConfi gurati on trConfld="snmsAut hTransacti onCodel d" | anguage="">
</ Transact i onCodeConf i gur ati on>
</ Transact i onCodeConfi gur ati ons>
<Vi ewer Pref erences>
<Fi ni shwor kst epOnOpen>0</ Fi ni shwor kst epOnOpen>
</ Vi ewer Pr ef erences>
<sender | nf or mati on>
<user | nformation>
<first Name>##Fi r st Name##</ first Name>
<l ast Nane>##Last Nane##</ | ast Nane>
<eMi | >##Emai | ##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<Fi ni shAction />
</ wor kst epConfi gurati on>
<r eci pi ent s>
<reci pi ent >
<eMi | >#Pl acehol der Emai | ##</ eMai | >
<emai | BodyExt r a></ enui | BodyExt ra>
<firstNane>_Pl aceHol der Fi r st Nane</fi r st Nane>
<l ast Nane>_Pl aceHol der Fi r st Nane</ | ast Name>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >t r ue</ di sabl eEnai | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
<aut hentications />
</ reci pi ent>
</ reci pi ents>
</ step>
</ st eps>



<att achSi gnedDocunent sToEnvel opeLog>f al se</ att achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

Generic Signing Plugin (Batch-Signature) =20.42

In this section you can find the configuration for a batch generic signing plugin signature. Please see the following workstep configuration for more
information:

"SspFilelds": ["##SspFil el d##"],
"SendEnvel opeDescription": {

"Name": "eSi gnAnyWere Tutorial",
"Emai | Subj ect”: "Docunent of eSignAnyWere Tutorial",
"Enmi | Body": "Dear #RecipientFirstName#! Please sign this tutorial document.",
"Di spl ayedEmai | Sender": "",
"Enabl eReni nders": true,
"Fi r st Rem nder DayAnount ": 1,
"Recurrent Rem nder DayAnount ": 1,
" Bef or eExpi rati onDayAnount": 1,
"DaysUntil Expire": 2,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl": "",
"LockFor nFi el dsAt Envel opeFi ni sh": fal se,
"Steps": [
{
"Orderl ndex": 1,
"Recipients": [

{
"Emmi | " "##Emai | ##",
"FirstName": "##FirstName##",
"Last Nane": "##lLast Nane##",
"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al'l owDel egation": false,
"Al | owAccessFi ni shedWor kstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "™,
" Smal | Text ZoonFact or Percent": 100,
"Fini shAction": {
"ServerActions": [],
"ClientActions": []
H
"Recei verlnformation": {
"UserInformation": {
"First Nane": "##First Name##",
"Last Nane": "##Last Nanme##",
"EMai | " " ##Emai | #4"
},
"Transacti onCodePushPl ugi nData": [],
"Generi cSi gni ngPl ugi nDat aList": [
{
"Pluginld": "GenericSigningPl ugi nFor Tests",
"Sender Dat aFi el ds": {
"Fields": [



"Key": "custonEmail ",
"Val ue": "##Emai | ##"

}
{
"Key": "userld",
"Val ue": "##User | d##"
I
{
"Key": "enmil",
"Val ue": "##Emai | #4#"
}
{
"Key": "password",
"Val ue": "##Passwor d##"
I
{
"Key": "nunber",
"Val ue": "##Nunber ##"
}
{
"Key": "phoneNunber",
"Val ue": "+##PhoneNunber ##"
I
{
"Key": "list",
"Val ue": "app"
}
]
}
}
]
I

"Sender I nformation": {
"Userlnformation": {
"FirstNanme": "##First Name##",
"Last Nane": "##Last Name##",

"EMai | " "##Emai | ##"
}
b
"Transacti onCodeConfi gurations": [
{
“ratott,
"HashAl gorithm dentifier": "Sha256",
"Texts": [
{
"Val ue": "Please sign the docunent with the transactionld {tld} with the code: {Token}"
}
]
H
{
"Id": "Transl",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
{
"Val ue": "Please accept the transactionld {tld} with the code: {Token}"
}
]
},
{
"Id": "ldentityServerMil",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
{}
]
H
{

"1d": "otpSignatureSnsText",
"HashAl gorithm dentifier": "Sha256",
"Texts": [



}

1.

" Si gnatureConfigurations": [],

"Vi ewer Pref erences": {},

" Audi t i ngTool sConfiguration": {
"WiteAuditTrail": true,
"NotificationConfiguration": {
}

}

"Policy": {

"CGeneral Policies": {
"Al | owSaveDocunent": true,
"Al |l owSaveAudi t Trail": true,
"Al | owRot at i ngPages": true,
"Al | owAppendFi | eToWr kstep": fal se,
"Al | owAppendTaskToWr kstep": fal se,
"Al | owEmai | Docunent": true,
"Al | owPri nt Docunent": true,
"Al | owFi ni shWorkstep": true,
"Al | owRej ect Wr kst ep": true,
"Al | owRej ect Wr kst epDel egati on": fal se,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": true,
"Al | owAdhocSi gnatures": true,
" Al | owAdhocSt anpi ngs": true,
" Al | owAdhocFr eeHandAnnot ati ons": true,
"Al | owAdhocTypewriterAnnotations": true,
" Al | owAdhocPi ct ureAnnot ati ons": true,
" Al | owAdhocPdf PageAppendi ng": true,
"Al | owRel oadOf Fi ni shedWor kst ep": true

H

"Wor kst epTasks": {
" Pi ct ur eAnnot ati onM nResol ution": 96,
"Pi ctur eAnnot at i onMaxResol ution": 300,

"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "SequenceOnl yRequi redTasks",

"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 50.0,
"PositionY": 700.0

b
"Size": {
"Hei ght": 54.85714,
"Wdth": 240.0
H
"Addi tional Paranmeters": [
{
"Key": "enabl ed",
"Val ue": "1"
3
{
"Key": "conpl eted",
"Val ue": "0"
3
{
"Key": "sigType",
"Val ue": "GenericSigningPl ugi n"
3
{
"Key": "genericSigningPl uginld",
"Val ue": " GenericSigni ngPl ugi nFor Test s
3
{

"Key": "positioning",
"Val ue": "onPage"



{
"Key": "ly",
"Val ue": "renmoteCertificate"
b
{
" Key" oot fd” ,
"Value": "My Field Description Text"
}
]

| owedSi gnat ureTypes": [],
"UseTi nestanp": fal se,
"I sRequired": false,
“1d": "Sigla",
"Di spl ayNane": "SignField 1",
" DocRef Nunmber": 1,
"Batchld": "batch",
"Di scrimnatorType": "Signature"

"PositionPage": 1,

"Position": {
"PositionX": 50.0,
"PositionY": 600.0

}

"Size": {
"Hei ght": 54.85714,
"W dth": 240.0
H
"Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"

"Key": "conpl eted",
"Val ue": "0"

"Key": "sigType",
"Val ue": "GenericSigningPl ugi n"

"Key": "genericSigni ngPl ugi nld",
"Val ue": "Generi cSigni ngPl ugi nFor Test s"

"Key": "positioning",
"Val ue": "onPage"

"Key": "Iy,
"Val ue": "renmoteCertificate"

"Key": "fd",
"Value": "My Field Description Text"
}
1.
"Al | owedSi gnat ureTypes": [],
"UseTi nestanp": fal se,
"I sRequired": false,
"l1d": "Siglb",
"Di spl ayNanme": "SignField 1",
" DocRef Nunmber": 1,
"Bat chld": "batch",
"Di scrimnnatorType": "Signature"

"PositionPage": 1,
"Position": {
"PositionX": 50.0,



"PositionY': 500.0

}
"Size": {
"Hei ght": 54.85714,
"Wdth": 240.0
}
" Addi ti onal Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
o
{
"Key": "conpl eted",
"Val ue": "0"
b
{
"Key": "sigType",
"Val ue": "GenericSigningPl ugi n"
o
{
"Key": "genericSigningPl ugi nld",
"Val ue": "GenericSigni ngPl ugi nFor Test s"
3
{
"Key": "positioning",
"Val ue": "onPage"
3
{
"Key": "ly",
"Val ue": "remoteCertificate"
3
{
"Key": "fd",
"Value": "My Field Description Text"
}
]

| owedSi gnat ureTypes": [],
"UseTi nestanp": fal se,
"I sRequired": false,
"ld": "Siglc",
"Di spl ayNanme": "SignField 1",
" DocRef Nunmber": 1,
"Batchld": "batch",
"Di scrimnatorType": "Signature"
}
]
}
b
"Navi gation": {
"HyperLinks": [],
"Links": [],
"LinkTargets": []

}
o
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
1.
"UseDef aul t Agreenents": true
b
{

"Orderl ndex": 2,
"Recipients": [
{

"Emai | " "##Enmai | ##",
"First Nanme": "##Fir st Name##",
"Last Nane": "##Last Nanme##",
"LanguageCode": "en",
"Emai | BodyExtra": "",



"Di sabl eEmai | ": fal se,

" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,

" AddW ndows AppLi nk": fal se,
"Al | owDel egation": false,

" Al | owAccessFi ni shedwWorkstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,

"Aut henti cati onMet hods": []

}
1,
"Enai | BodyExtra": "",
"Reci pi ent Type": "Cc",
"Docunent Options": [

{
"Docunent Ref erence": "1",
"l sHi dden": false
}
1,
"UseDef aul t Agreenents": true
}
1,
" AddFor nFi el ds": {
"Forms": {}
H
"OverrideFornFi el dval ues": {
"Fornms": {}
}

<envel ope>

<nane>eSi gnAnyWher e Tutori al </ nane>

<eMai | Subj ect >Docunent of eSi gnAnyWiere Tutori al </ eMai | Subj ect >
<eMi | Body>Dear #Reci pi ent First Name#! Please sign this tutorial

<enabl eRem nder s>Tr ue</ enabl eReni nder s>

<first Rem nder DayAmount >1</fi r st Rem nder Day Amount >
<r ecur r ent Reni nder DayAnount >1</ r ecur r ent Rem nder Day Anount >

t t achSi gnedDocunent sToEnvel opeLog": fal se

docunent . </ eMai | Body>

<bef or eExpi r at i onReni nder Day Amount >1</ bef or eExpi r at i onReni nder DayArmount >

<daysUnti | Expi re>2</daysUnti | Expire>
<cal I backUrl />
<st eps>
<step>
<enmi | BodyExtra />
<or der | ndex>1</ or der | ndex>

<r eci pi ent Type>Si gner </ r eci pi ent Type>

<r eci pi ent s>
<reci pi ent >

<l anguageCode>en</ | anguageCode>

<eMai | >##Emai | ##</ eMai | >

<first Nane>##Fi r st Nane##</ first Nane>
<l ast Nane>##Last Nane##</ | ast Name>

</ recipient>
</ recipients>

<wor kst epConfi gurati on ski pThirdPartyChecks="0">

<Wor kst epLabel />

<Smal | Text ZoonfFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>900</ Wor kst epTi neToLi vel nM nut es>

<Fi ni shActi on>
</ Fi ni shActi on>
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ ver si on>
<posi ti onUni t s>Pdf Uni t s</ posi tionUnits>

<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >

<sig id="Sigla">
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi ti onX>50</ posi ti onX>



<posi ti onY>700</ posi ti onY>
<wi dt h>240</w dt h>
<hei ght >54. 85714</ hei ght >
<par am nane="enabl ed" >1</ par an»>
<par am nane="conpl et ed" >0</ par an»>
<par am nane="si gType" >Generi cSi gni ngPl ugi n</ par an>
<par am nane="generi cSi gni ngPl ugi nl d">Generi cSi gni ngPl ugi nFor Test s</ par an>
<par am nane="posi ti oni ng" >onPage</ par an>
<param nanme="1y">renot eCertificate</paranr
<param nanme="fd">My Field Description Text</paran>
</ sig>
<sig id="Siglb">
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi ti onX>50</ posi ti onX>
<posi ti onY>600</ posi ti onY>
<wi dt h>240</w dt h>
<hei ght >54. 85714</ hei ght >
<par am name="enabl ed" >1</ par an®>
<par am nane="conpl et ed" >0</ par an»>
<par am nane="si gType" >Generi cSi gni ngPl ugi n</ par an»
<par am name="gener i cSi gni ngPl ugi nl d" >Generi cSi gni ngPl ugi nFor Test s</ par an®
<par am nane="posi ti oni ng" >onPage</ par an>
<param nane="|y">renoteCertificate</ paranp
<param nanme="fd">M/ Field Description Text</paran>
</ sig>
<sig id="Siglc">
<posi ti onPage>1</ posi ti onPage>
<DocRef Nurmber >1</ DocRef Nunber >
<posi ti onX>50</ posi ti onX>
<posi ti onY>500</ posi tionY>
<wi dt h>240</w dt h>
<hei ght >54. 85714</ hei ght >
<par am nane="enabl ed" >1</ par an»>
<par am nane="conpl et ed" >0</ par an>
<par am nanme="si gType" >Generi cSi gni ngPl ugi n</ par an>
<par am nane="generi cSi gni ngPl ugi nl d">Generi cSi gni ngPl ugi nFor Test s</ par an>
<par am nane="posi ti oni ng" >onPage</ par an>
<param nane="|y">renot eCertifi cat e</ paranp
<param nanme="fd">My Field Description Text</paran>
</ sig>
</ si gnat ur eTenpl at e>
<receiver | nformation>
<user | nformati on>
<first Name>##Fi r st Name##</ fir st Name>
<l ast Name>##Last Nane##</ | ast Nane>
<eMui | >##Emai | ##</ eMai | >
</ user | nformation>
<generi cSi gni ngPl ugi nDat a pl ugi nl d="CGeneri cSi gni ngPl ugi nFor Tests" >
<sender Dat aFi el ds>
</ sender Dat aFi el ds>
</ generi cSi gni ngPl ugi nDat a>
</ receiverlnformation>
<pdf Forms isEditingAl | oned="1" />
<attachnentFields />
<Pi ct ur eAnnot at i onTaskl nf o>
<M nResol uti on>96</ M nResol uti on>
<MaxResol uti on>300</ MaxResol uti on>
<Col or Dept h>Col or 16/ Col or Dept h>
</ Pi ct ur eAnnot at i onTaskl nf o>
<TypewriterAnnot ati onTaskl nfo />
<Policy version="1.1.0.0">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owAppendFi | eToWr kst ep>0</ Al | owAppendFi | eToWr kst ep>
<Al | owAppendTasksToWr kst ep>0</ Al | owAppendTasksToWor kst ep>
<Al | owEnrai | Docunent >1</ Al | owEngi | Docunent >
<Al | owPri nt Document >1</ Al | owPr i nt Docunent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>



<Al | owRej ect Wr kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owRej ect Wor kst epDel egat i on>0</ Al | owRej ect Wr kst epDel egati on>
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owCol ori zePdf For ms>0</ Al | owCol or i zePdf For ms>
<Al | owRel oadOf Fi ni shedWor kst ep>1</ Al | owRel oadCf Fi ni shedWor kst ep>
<Al | owAdhocPdf At t achment s>1</ Al | owAdhocPdf At t achnment s>
<Al | owAdhocSi gnat ur es>1</ Al | owAdhocSi gnat ur es>
<Al | owAdhocSt anpi ngs>1</ Al | owAdhoc St anpi ngs>
<Al | owAdhocFr eeHandAnnot at i ons>1</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocTypew i t er Annot ati ons>1</ Al | owAdhocTypewr i t er Annot at i ons>
<Al | owAdhocPi ct ur eAnnot at i ons>1</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocPdf PageAppendi ng>1</ Al | owAdhocPdf PageAppendi ng>
</ General Pol i ci es>
<Wor kst epTasks SequenceMdde="SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl et ed="0" required="0" id="Si gla" displayNanme="SignField 1" DocRef Nunber="1" type="
Si gnFi el d" internal All Concer nedDocRef Nunber sLi st ="1" al | Requi r edFi el dsFi | | edOnWr kst epCreati on="0" bat chl d="
batch" />
<Task enabl ed="1" conpl et ed="0" required="0" id="Si glb" di spl ayNane="Si gnField 1" DocRef Nunber="1" type="
Si gnFi el d" internal All Concer nedDocRef Nunber sLi st ="1" al | Requi r edFi el dsFi | | edOnWr kst epCreati on="0" bat chl d="
batch" />
<Task enabl ed="1" conpl et ed="0" required="0" id="Siglc" displayNanme="SignField 1" DocRef Nunber="1" type="
Si gnFi el d* internal All Concer nedDocRef Nunber sLi st ="1" al | Requi r edFi el dsFi | | edOnWr kst epCreati on="0" bat chl d="
batch" />
</ Wor kst epTasks>
<AdhocPol i ci es>
<Al | owibdi fi cati onsAfterSi gnature>1</ Al |l owMbdi fi cati onsAfterSi gnature>
</ AdhocPol i ci es>
</ Pol i cy>
<Navi gation />
<ti meCreat ed>2020-07-08T08: 17: 01. 09485447Z</ ti meCr eat ed>
<si gnat ur ePl ugi nConfi gur ati on>
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >0</ Pdf AConf or mant >
<Val i dat eSi gni ngCerti fi cat eNane regex="(7?<Last Name>.*) (?<FirstNane>. *)">0<
/ Val i dat eSi gni ngCerti fi cat eName>
<Val i dat eSi gni ngCerti fi cat eVi akut | >0</ Val i dat eSi gni ngCerti ficateVi akutl >
<PAdESPar t 4Conpl i ant >0</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>0</ | ncl udeSi gni ngCertifi cat eChai n>
<Si gni ngCertificateRevocati onl nformati onl ncl udeMode>DoNot | ncl ude<
/ Si gni ngCertificateRevocationl nformationl ncl udeMode>
<Si gnat ur eTi mest anpDat a>
<Password />
<Si gnat ur eHashAl gori t hm>SHA1</ Si gnat ur eHashAl gori t hne
<Uri />
<User Nane />
</ Si gnat ur eTi mest anpDat a>
</ Pdf Si gnat ur eProperti es_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gorit hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f cabb735b1lc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gurati on>
<Audi ti ngTool sConfiguration WiteAuditTrail="1">
<Noti fi cati onConfiguration>
</ Noti ficationConfiguration>
</ Audi t i ngTool sConfi gurati on>
<Transact i onCodeConf i gurati ons>
<Transact i onCodeConfiguration trConfld="">
<Message>Pl ease sign the docunent with the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithml dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConf i gurati on>
<Transacti onCodeConfi guration trConfld="Transl">
<Message>Pl ease accept the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gur ati on>
<Transact i onCodeConfiguration trConfld="IdentityServerMil">
<Subj ect >Message for Transacti onCode</ Subj ect >



<Fr omAddr ess>##Enai | ##</ Fr omAddr ess>
<Text Body>Pl ease accept the transactionld {tld} with the code: {Token}</TextBody>

<hashAl gorithnl dentifier>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gurati on>
</ Transact i onCodeConfi gurati ons>
</ wor kst epConfi gurati on>
</ step>
<step>
<enmi | BodyExtra />
<or der | ndex>2</ or der | ndex>
<r eci pi ent Type>CC</r eci pi ent Type>
<reci pi ent s>
<reci pi ent >
<l anguageCode>en</ | anguageCode>
<eMai | >##Emai | ##</ eMai | >
<first Name>##Fi r st Name##</fir st Name>
<l ast Name>##Last Name##</ | ast Name>
</ recipi ent>
</ reci pi ents>
</ st ep>
</ st eps>
</ envel ope>

Authentication

You can add different authentications for the recipient to ensure that only the one who has the code/phone number can open the envelope. Following list
shows the different authentications:

® Pin
® SMS
® WindowsLive

In the next two collapses you can find the configuration for the Pin-authentication and for the SMS-authentication:

Pin-authentication

"Met hod": "Pin",
"Paraneter": "1234"

<aut henti cati ons>

<aut henti cati on>

<met hod>Pi n</ met hod>

<par anet er >1234</ par anet er >
</ aut henti cati on>

</ aut henti cati ons>

SMS-authentication

"Met hod": "Sns",
"Paraneter": "+0123456789"

<aut henti cati ons>
<aut henti cati on>
<met hod>Sns</ met hod>
<par anet er >+0123456789</ par anet er >
</ aut henti cati on>
</ aut henti cati ons>



You have to place the authentication in the section “recipient”. You can find a workstep configuration with an authentication in the next section:

"Steps": [
{
"Orderl ndex": 1,
"Recipients": [
{
"Emai | " "H#H#EMAI L##"
"FirstNanme": "##NAVE##",
"Last Name": "##NAVE##",
"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"All owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [
{
"Met hod": "Pin",
"Paranmeter": "1234"



<envel ope>
<nane>eSi gnAnyWere Tutori al </ nane>
<eMai | Subj ect >Docunent of eSi gnAnyWere Tutori al </ eMai | Subj ect >
<eMi | Body>Dear #Reci pi ent FirstName#! Please sign this tutorial docunent.</eMil Body>
<enabl eRem nder s>Tr ue</ enabl eReni nder s>
<firstRem nder DayAnount >1</fi r st Rem nder DayAnount >
<r ecurr ent Rem nder DayAnount >1</ r ecur r ent Renmi nder DayAnmount >
<bef or eExpi r at i onReni nder Day Anount >1</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>2</ daysUnti | Expi re>

<l-- callback to your backend system on a conpl eted envel ope

<cal | backUrl >http://172. 16. 17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&nyPar anfor Me=1234</ cal | backUr | >
-->

<cal | backUrl />

<st eps>

<step>

<enmi | BodyExtra />

<or der | ndex>1</ or der | ndex>

<reci pi ent Type>Si gner </ r eci pi ent Type>
<reci pi ent s>

<r eci pi ent >

<l anguageCode>en</| anguageCode>

<eMai | >##EMAI L##</ eMai | >
<firstName>Alice</firstName>

<l ast Nane>Sonmenane</ | ast Narme>

<aut henti cati ons>

<aut henticati on>

<met hod>Pi n</ met hod>

<par anet er >1234</ par anet er >

</ aut henticati on>

</ aut henticati ons>

</ recipient>

</ reci pi ent s>

<wor kst epConfi gurati on>

<Wor kst epLabel />

<Smal | Text ZoonfFact or Per cent >100</ Smal | Text ZoonFact or Per cent >
<Wor kst epTi neToLi vel nM nut es>11520</ Wor kst epTi neToLi vel nM nut es>
<Fi ni shAction />

<Vi ewer Pref erences>

</ Vi ewer Pref erences>

<si gnat ur eTenpl at e>

</ si gnat ureTenpl at e>

<Policy version="1.1.0.0">

<Cener al Pol i ci es>

</ General Pol i ci es>

<Wor kst epTasks SequenceMdde="SequenceOnl yRequi redTasks" ori gi nal SequenceMdde="SequenceOnl yRequi redTasks" >
</ Wor kst epTasks>

</ Policy>

<Transacti onCodeConfi gurati ons>

<Transacti onCodeConfi guration trConfld="">
</ Transact i onCodeConfi gur ati on>

</ Transact i onCodeConf i gur ati ons>

</ wor kst epConfi gurati on>

</ st ep>

</ steps>

</ envel ope>

PdfForms
The following list shows you all different form fields which can be placed on the document:

Textfield
Radiobutton
Checkbox
Listbox
Combobox

The next tabs you can find the configurations of these form fields. Beginning with the configuration of the section “PdfForms”.



@ There are two configurations to do:

® PdfForms
® AddFormFields

This applies to all form fields.

Textfield

"Forms": [

"1d": "TextBox_3daf 9a88- bf 45- 70af - 99d0- c077bch48245",
"PositionPage": 1,
" DocRef Nunmber": 1,
"Position": {
"PositionX": 77.0,
"PositionY': 590.0
I
"Size": {
"Hei ght": 20.0,
"Wdth": 124.0
},
"Di scrimnatorType": "TextBox"
}
]

"I sRequired": false,

"1d": "f390ebd3-4b9c-4554- ab61- 4d1234bad681",
"Di spl ayNanme": "",

" DocRef Nunmber": 1,

"Di scrim natorType": "FornmGoup"

<t ext Box i d="Text Box_044431e0-c75b- ea8a- 0a6b- b2a82a3b7a67" >
<DocRef Nunber >1</ DocRef Nunber >

<i sRequi red>0</i sRequi r ed>

<posi ti onPage>1</ posi ti onPage>

<posi ti onX>70</ posi ti onX>

<positionY>579</ positionY>

<wi dt h>124</w dt h>

<hei ght >20</ hei ght >

</ t ext Box>

Radiobutton

"Radi oButt onGroupl d": "Radi oButton_942f ca6a- 5e0e- 7694- b858- b5ded711ed0b",
"ld": "o,
"PositionPage": 1,
" DocRef Nunber": 1,
"Position": {
"PositionX"': 77.0,
"PositionY': 553.0

b
"Size": {
"Hei ght": 20.0,
"Wdth": 20.0
b

"Di scrimnatorType": "Radi oButton"



<radi oButton i d="Radi oButton_2b853f 33- ed5c- 7e39- 7865- 41056a90cal3#Xyznol ndexSepar at or #0" >
<DocRef Nunber >1</ DocRef Nurber >
<i sRequi r ed>0</ i sRequi r ed>
<posi ti onPage>1</ posi ti onPage>
<posi ti onX>66</ positionXx>
<posi tionY>544</ positionY>
<wi dt h>20</w dt h>
<hei ght >20</ hei ght >
</ r adi oBut t on>

Checkbox

"l sRequired": false,
"Requi redEval Pol i cy": "None",
"1d": "CheckBox_41371eaf - 6ela- 0d9a- 58a9- 0705f d8d08d1",
"Positi onPage": 1,
" DocRef Nunmber": 1,
"Position": {
"PositionX"': 77.0,
"PositionY": 520.0

L
"Size": {
"Hei ght": 20.0,
"Wdth": 20.0
}
"Di scrimnatorType": "CheckBox"

<checkBox i d="CheckBox_6f 1f deOe- 9338- f 34b- 6f e2- 05d27f f 632b9" >
<requi redEval Pol i cy>None</ r equi r edEval Pol i cy>

<DocRef Nunber >1</ DocRef Nunber >

<i sRequi red>0</i sRequi r ed>

<posi ti onPage>1</ posi ti onPage>

<posi ti onX>69</ positionX>

<posi tionY>511</ positionY>

<w dt h>20</w dt h>

<hei ght >20</ hei ght >

</ checkBox>

Listbox

"ltens": [],
"1d": "ListBox_d5lc4e55-2497-8ab4-f 2c8- 6f 60ac6a2cf d”,
"PositionPage": 1,
" DocRef Nurmber": 1,
"Position": {
"PositionX": 79.0,
"PositionY': 475.0

b
"Size": {
"Hei ght": 30.0,
"Wdth": 150.0
},

"Di scrimnatorType": "ListBox"



<l'i st Box id="ListBox_1c2a2627-5262- 2f b0- d937- 5e0f 947031a4" >
<DocRef Nunber >1</ DocRef Nurber >
<i sRequi r ed>0</ i sRequi r ed>
<posi ti onPage>1</ posi ti onPage>
<posi ti onX>69</ positionXx>
<posi ti onY>464</ posi ti onY>
<wi dt h>150</wi dt h>
<hei ght >30</ hei ght >
</l'i st Box>

Listbox (Multiselect)

In the workstep configuration you can also define to select multiple items in the listbox. To define a multiselect of items you have to have at least two items
in the listbox and you have to activate multiselect for this listbox. Please see the configurations below for more information:

Here you can find the configuration to enable multiselect for the listbox:

"IsMultiselect": true,

<i sMul ti Sel ect >1</isMul ti Sel ect>
Below you can find a complete configuration with three items in the listbox and the enabled multiselect.

"SspFilelds": [
"##F| LE- | D##"
]

" SendEnvel opeDescription": {
"Nane": "test",
"Emai | Subj ect": "Please sign the encl osed envel ope",
"Enmai | Body": "Dear #Reci pientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope
#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": "",
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnmount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAmount": 3,
"DaysUntil Expire": 28,
"Cal | backUrl": "",
" St at usUpdat eCal | backUr | ": ™",
"LockFor nFi el dsAt Envel opeFi ni sh": true,
"Steps": [
{
"Orderlndex": 1,
"Reci pients": [
{
"Emai | " "##EMAI L##",
"FirstName": "##NAVE##",
"Last Name": "##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": false,
"Al | owAccessFi ni shedWor kstep”: fal se,
" Ski pExt er nal Dat aVal i dation": fal se,
"Aut henti cati onMet hods": []
}
1
"Emai | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",



" Smal | Text ZoonfFact or Percent": 100,
"Fi ni shAction": {
"ServerActions": [],
"CientActions": [

{
" RenpveDocunent Fr onRecent Docunent Li st": fal se,
"Cal | dientActionOnl yAfterSuccessful Sync": true,
"ClientNane": "SIGNificant SignAnywhere",
"Cl oseApp": false,
"Action": "https://ww.esi gnanywhere. net/"

}

]
I

"ReceiverInformation": {
"UserInformation": {
"FirstName": "##NAVE##",
“Last Name": " ##NAVE##",
“EMai | " "H#HEMAI L##"
o
"Transact i onCodePushPl ugi nData": []
}
"Sender I nformation": {
"UserInformation": {
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",

"EMai | " " #HHEMAI L##"
}
H
"Transacti onCodeConfi gurations": [
{
"1d": "snsAut hTransacti onCodel d",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
]
}
1.

"Si gnatureConfigurations": [],
"Vi ewer Pref erences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "*",
"Enabl ed": fal se
}
b
"Resourcelris": {},
" Audi t i ngTool sConfiguration": {
"WiteAuditTrail": false,
"NotificationConfiguration": {}

H
"Policy": {
"General Policies": {
"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owEmai | Docunent": true,
"Al | owPri nt Docunent": true,
"Al | owFi ni shworkstep": true,
"Al | owRej ect Wor kst ep": true,
"Al | owRej ect Wor kst epDel egation": fal se,
"Al | owUndoLast Action": true,
"Al | owAdhocPdf Att achnments": fal se,
"Al | owAdhocSi gnatures": fal se,
" Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
"Al | owAdhocPi ctureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se
}

"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,



"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Lower_Left",
"Tasks": [

{

"Forns": [

{

"ltens": [],
"I sRequired": false,
"1d": "ListBox_eflae2c5-8c83-2aab- bh9eb- 56624e33bch8",

"PositionPage": 1,

" DocRef Nunmber": 1,

"Position": {
"PositionX": 60.0,
"PositionY": 655.0

b
"Size": {
"Hei ght": 30.0,
"Wdth": 150.0
b

"Di scrimnatorType": "ListBox"
}
I
"l sRequired": false,
"l1d": "8ab43761-8310-4331-8c47-b3b9c5886146",
"Di spl ayNanme": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Form& oup”
}
]
}
H
"Navi gation": {
"HyperLinks": [],
"Links": [],
"Li nkTargets": []

}
I
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
]

eDef aul t Agreenents": true

"Orderl ndex": 2,
"Recipients": [
{
"Emmi | " "H#HEMAI L##",
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##"
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al | owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}
1.
"Emai | BodyExtra": "",
"Reci pi ent Type": "Cc",
"Docunent Options": [],



"UseDef aul t Agreenents": false

}
1.
" AddFor nFi el ds": {
"Forns": {
A
{
"ltems": [
{
"Export Val ue": "optionl",
"Di spl ayVal ue": "optionl",
"l sSel ected": true
}
{
"Export Val ue": "option2",
"Di spl ayVal ue": "option2",
"lsSel ected": true
b
{
"Export Val ue": "option3",
"Di spl ayVal ue": "option3",
"l sSel ected": false
}
1
"TextColor": "",

"IsMul tiselect": true,

"Font Si ze": 11.0,

"Font Nanme": "Ti nes New Ronman",

"Bol d": false,

"ltalic": false,

"TextAlign": "Left",

"Name": "ListBox_eflae2c5-8c83- 2aab- h9eb- 56624e33bch8",
"ReadOnl y": fal se,

"Required": false,

"X": 60.0,

"Y": 655.0,

"Wdth": 150.0,

"Hei ght": 30.0,

"Page": 1,

"Di scrimnatorType": "AddLi st BoxFor nfi el dDescri ptor"

}
]

}
3
"OverrideFornFi el dval ues": {

"Forns": {}
b
"Att achSi gnedDocunent sToEnvel opeLog": fal se

}

}

<envel ope>
<nane>t est </ nane>
<eMai | Subj ect >Pl ease sign the encl osed envel ope</ eMai | Subj ect >
<eMai | Body>Dear #Reci pi ent First Nane# #Reci pi ent Last Name#

#Per sonal Message#
Pl ease sign the envel ope #Envel opeNane#

Envel ope will expire at #ExpirationDate#</eMail Body>
<enabl eRem nder s>t r ue</ enabl eRemi nder s>
<first Rem nder DayAnmount >5</fi r st Rem nder Day Amount >
<r ecur r ent Rem nder DayAnpunt >3</ r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anount >3</ bef or eExpi r at i onReni nder Day Amount >
<daysUnti | Expi re>28</daysUnti | Expire>



<cal | backUr| ></ cal | backUr | >
<st at usUpdat eCal | backUr | ></ st at usUpdat eCal | backUr | >
<l ockFor nFi el dsAt Envel opeFi ni sh>t rue</| ockFor nFi el dsAt Envel opeFi ni sh>
<di spl ayedEmai | Sender ></ di spl ayedEnai | Sender >
<steps>
<step>
<emai | BodyExt r a></ enui | BodyExt r a>
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<useDef aul t Agr eenent s>t r ue</ useDef aul t Agr eenent s>
<docunent Opti ons>
<docunment Opti on docRef="1">
<i sHi dden>f al se</i sHi dden>
</ docunent Opt i on>
</ docunent Opti ons>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel >t est </ Wr kst epLabel >
<Smal | Text Zoonfact or Per cent >100</ Snal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>44650</ Wr kst epTi neToLi vel nM nut es>
<Absol ut eExpi r yDat e>2020- 07- 17T07: 15: 28. 9549326Z</ Absol ut eExpi r yDat e>
<Fi ni shActi on>
<ClientAction clientName="SIGNificant SignAnywhere" closeApp="0"
RenoveDocunent Fr omRecent Docunent Li st ="0" Cal | d i ent Acti onOnl yAfter Successful Sync="1">https://ww. esi gnanywher e.
net/</dientAction>
</ Fi ni shActi on>
<Vi ewer Pref erences>
<SendVi si bl eArea al | onedDonai n="*">0</ SendVi si bl eAr ea>
<Fi ni shwr kst epOnOpen>0</ Fi ni shwr kst epOnCpen>
</ Vi ewer Pref erences>
<Policy version="1.1.0.0">
<AdhocPol i ci es>
<Al | owivbdi fi cati onsAfterSi gnature>1</ Al | owibdi ficati onsAfterSi gnature>
</ AdhocPol i ci es>
<General Pol i ci es>
<Al | owAdhocFr eeHandAnnot at i ons>0</ Al | owAdhocFr eeHandAnnot at i ons>
<Al | owAdhocPdf At t achment s>0</ Al | owAdhocPdf At t achment s>
<Al | owAdhocPdf PageAppendi ng>0</ Al | owAdhocPdf PageAppendi ng>
<Al | owAdhocPi ct ur eAnnot ati ons>0</ Al | owAdhocPi ct ur eAnnot at i ons>
<Al | owAdhocSi gnat ur es>0</ Al | owAdhocSi gnat ur es>
<Al | owAdhoc St anpi ngs>0</ Al | owAdhoc St anpi ngs>
<Al | owAdhocTypewri t er Annot ati ons>0</ Al | owAdhocTypew i t er Annot ati ons>
<Al | owEnmi | Docunent >1</ Al | owEnai | Docunent >
<Al | owFi ni shWor kst ep>1</ Al | owFi ni shWor kst ep>
<Al | owPri nt Docunent >1</ Al | owPr i nt Docunent >
<Al | owRej ect Wor kst ep>1</ Al | owRej ect Wor kst ep>
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
<Al | owRot at i ngPages>0</ Al | owRot at i ngPages>
<Al | owRej ect Wor kst epDel egat i on>0</ Al | owRej ect Wir kst epDel egati on>
</ General Pol i ci es>
<Wor kst epTasks ori gi nal SequenceMbde="NoSequenceEnf or ced" SequenceMde="NoSequenceEnforced">
<Task id="411581f 7- 5d5b- 4443- 8aec- 43027d1f 703c" DocRef Nunber="1" enabl ed="1" conpl et ed="0" type="
Fi |l FornsG oup" required="0" displayName="" />
</ Wor kst epTasks>
</ Policy>
<Navi gation />
<ti meCr eat ed>2020-07- 17T07: 05: 28. 9236813Z</ti meCr eat ed>
<Transacti onCodeConfi gurati ons>
<Transacti onCodeConfi gurati on trConfl d="snsAut hTransacti onCodel d" >
</ Transact i onCodeConfi gur ati on>
</ Transact i onCodeConfi gur ati ons>
<recei verlnformation>
<user | nformation>
<firstName>##NAVE##</fir st Nane>
<| ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai mer >1</ showNani ri al Di sposabl eDi scl ai mer >
</receiverl|nfornation>
<sender | nf or mati on>



<user | nformati on>
<first Name>##NAVE##</fir st Nanme>
<l ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mat i on>
<pdf Forns i sEditingAl | owed="0">
<pdf For msGr oup i d="411581f 7- 5d5b- 4443- 8aec- 43027d1f 703c" >
<l i st Box id="ListBox_eflae2c5-8c83-2aab-b9eb-56624e33bch8" >
<DocRef Nurmber >1</ DocRef Nunber >
<i sRequi r ed>0</i sRequi r ed>
<posi ti onPage>1</ posi ti onPage>
<posi ti onX>60</ posi ti onX>
<positionY>655</positionY>
<wi dt h>150</w dt h>
<hei ght >30</ hei ght >
</1i st Box>
</ pdf For nsGr oup>
</ pdf For ns>
<TypewriterAnnot ati onTasklnfo />
<attachnentFields />
<si gnat ureTenpl at e>
<version>1. 2. 0. 2</ versi on>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<posi ti onUni t s>Pdf Uni t s</ posi tionUnits>
</ si gnat ur eTenpl at e>
<Audi ti ngTool sConfiguration WiteAuditTrail="0">
<Noti fi cationConfiguration />
</ Audi ti ngTool sConfi gurati on>
<resourcelris />
</ wor kst epConfi guration>
<r eci pi ent s>
<reci pi ent >
<eMui | >#H#EMAI L##</ eMai | >
<enui | BodyExt r a></ enmai | BodyExt r a>
<first Name>##NAVE##</ i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnwsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
<aut hentications />
</ recipi ent>
</ reci pi ent s>
</ step>
<st ep>
<enui | BodyExt r a></ enmai | BodyExt r a>
<order | ndex>2</ or der | ndex>
<r eci pi ent Type>Cc</reci pi ent Type>
<useDef aul t Agr eenent s>f al se</ useDef aul t Agr eenent s>
<r eci pi ent s>
<reci pi ent >
<eMai | >S#H#EMAI L##</ eMai | >
<emai | BodyExt r a></ enui | BodyExt r a>
<first Name>##NAVE##</ f i r st Nane>
<l ast Name>##NAVE##</ | ast Nane>
<l anguageCode>en</ | anguageCode>
<di sabl eEmai | >f al se</ di sabl eEnsi | >
<ski pExt er nal Dat aVal i dat i on>f al se</ ski pExt er nal Dat aVal i dati on>
<addAndr oi dAppLi nk>f al se</ addAndr oi dAppLi nk>
<addl osAppLi nk>f al se</ addl osAppLi nk>
<addW ndowsAppLi nk>f al se</ addW ndowsAppLi nk>
<al | owDel egati on>f al se</ al | owDel egati on>
<aut hentications />
</ recipient>
</ reci pi ent s>
</ st ep>



</ st eps>
<addFor nFi el ds>
<docunent docRef="1">
<l i st Box name="Li st Box_ef 1ae2c5- 8c83- 2aab- b9eb- 56624e33bcbh8" readOnl y="fal se" required="fal se" x="60" y="
655" wi dt h="150" hei ght ="30" page="1">
<i sMul ti Sel ect>1</isMuilti Sel ect>
<font Setti ngs>
<t ext Col or ></ t ext Col or >
<f ont Name>Ti mes New Roman</font Name>
<font Si ze>11</font Si ze>
<font Styl eBol d>f al se</f ont Styl eBol d>
<fontStyleltalic>fal se</fontStyleltalic>
<text Align>Left</textAlign>
</fontSettings>
<itenr
<i tem export Val ue="optionl" displayVal ue="optionl" isSelected="true" />
<i tem export Val ue="opti on2" di spl ayVal ue="option2" isSel ected="true" />
<i tem export Val ue="option3" displayVal ue="option3" isSel ected="fal se" />
</itenp
</1i st Box>
</ docunent >
</ addFor nFi el ds>
<at t achSi gnedDocunent sToEnvel opeLog>f al se</ at t achSi gnedDocunent sToEnvel opeLog>
</ envel ope>

Combobox

"I sRequired": false,
"ltens": [],
"1 d": "ConmboBox_67a8d39f - 3a49- 65e0- 0d5d- 88ac97b387ea",
"PositionPage": 1,
"DocRef Nunber": 1,
"Position": {
"PositionX": 79.0,
"PositionY': 424.0

}
"Size": {
"Hei ght": 30.0,
"Wdth": 150.0
H

"Di scrimnatorType": "ConboBox"

<conboBox i d="ConboBox_3247b8f 7- 620e- albc- 4e0d- 53ae0e019921" >
<DocRef Nunmber >1</ DocRef Nunber >
<i sRequi r ed>0</i sRequi r ed>
<posi ti onPage>1</ posi ti onPage>
<posi ti onX>69</ posi ti onX>
<posi tionY>416</positionY>
<wi dt h>150</wi dt h>
<hei ght >30</ hei ght >
</ conboBox>

After the configuration of the section “PdfForms” you can add these form fields in the section “addFormFields”.

AddFormFields

Textfield:



"Val ue":
"MaxLength": -1,

"Ismultiline": false,

"] sPassword": false,

"l sConb": false,

"TextColor": "0, 0, 0",

"Font Si ze": 11.0,

"Font Nane": "Ti mes New Roman",

"Bol d": false,

"Italic": false,

"TextAlign": "Left",

"Name": "Text Box_3daf 9a88- bf 45- 70af - 99d0- c077bch48245",
"ReadOnl y": fal se,

"Required": false,

"X': 77.0,

"Y": 590.92,

"Wdth": 124.0,

"Hei ght": 20.0,

"Page": 1,

"Di scrimnatorType": "AddText BoxFor nfi el dDescri ptor"

<t ext Box name="Text Box_044431e0- c75b- ea8a- 0a6b- b2a82a3b7a67" readOnl y="fal se"
579. 92" wi dt h="124" hei ght ="20" page="1">

<font Setti ngs>
<t ext Col or >#000000</ t ext Col or >
<f ont Nane>Ti mres New Roman</ f ont Nane>
<font Si ze>11</f ont Si ze>
<f ont St yl eBol d>f al se</font Styl eBol d>
<fontStyleltalic>fal se</fontStyleltalic>
<text Align>Left</textAlign>

</font Settings>

<val ue />

<maxLengt h>- 1</ maxLengt h>

<i sMul ti Li ne>fal se</isMil tiLine>

<i sPasswor d>f al se</i sPasswor d>

<i sConb>f al se</i sConb>

</ t ext Box>

Radiobutton:
{
"Export Val ue": "1b6c204b- 0642- 5566-f 526-a725e16737a5",
"| sChecked": fal se,
"Name": "Radi oButton_18d57bcd- 6a82- ebde- a2ab- c4557a720bf e",
"ReadOnl y": fal se,
"Required": false,
"X': 77.0,
"Y": 550.92,
"Wdth": 20.0,
"Hei ght": 20.0,
"Page": 1,
"Di scrimnatorType": "AddRadi oButtonFornFi el dDescriptor™
b

<r adi oBut t on nane="Radi oButt on_2b853f 33- ed5c- 7e39- 7865- 41056a90cal3"

fal se" x="66" y="544.92" wi dth="20" hei ght="20" page="1">
<export Val ue>83427540- 42b2- f 71b- cbac- 06752da7534b</ export Val ue>
<i sChecked>f al se</i sChecked>
</ r adi oBut t on>

Checkbox:

required="

readOnl y=

fal se" x="70" y="

"fal se" required="



Listbox:

"1 sChecked": true,

"Name": "CheckBox_e5ba8ea4- 8c39- 324f - 0170- a83dd3f b3aeb",
"ReadOnl y": fal se,

"Required": false,

"X': 79.0,

"Y': 516.92,

"Wdth": 20.0,

"Hei ght": 20.0,

"Page": 1,

"Di scrimnatorType": "AddCheckBoxFornFi el dDescri ptor"

<checkBox nane="CheckBox_6f 1f deOe- 9338- f 34b- 6f e2- 05d27f f 632b9" readOnl y="fal se" required="fal se"
x="69" y="511.92" wi dth="20" hei ght="20" page="1">

<i sChecked>t rue</i sChecked>
</ checkBox>

"ltenms": [],

"TextColor": "",

"Font Si ze": 11.0,

"Font Narme": "Ti nes New Ronan",

"Bol d": false,

"ltalic": false,

"TextAlign": "Left",

"Nane": "ListBox_e4076d02-c636-0138-fe54-03d19f el0a7d",
"ReadOnl y": fal se,

"Required": false,

"X': 79.0,

"Y': 468.92,

"W dth": 150.0,

"Height": 30.0,

"Page": 1,

"Di scrim natorType": "AddLi st BoxFornFi el dDescri ptor"

<l i st Box name="Li st Box_1c2a2627-5262- 2f b0- d937- 5e0f 947031a4"

69" y="464.92" width="150" hei ght="30" page="1">

<font Setti ngs>
<t ext Col or ></ t ext Col or >
<f ont Name>Ti mes New Roman</f ont Name>
<font Si ze>11</font Si ze>
<font Styl eBol d>f al se</font Styl eBol d>
<fontStyleltalic>fal se</fontStyleltalic>
<text Align>Left</textAlign>

</font Settings>

</1i st Box>

Combobox:

readOnl y="fal se"

requi red="fal se" x="



"Val ue": ""

"ltems": [],

"TextColor": "",

"Font Si ze": 11.0,

"Font Name": "Ti mes New Roman",

"Bol d": false,

"ltalic": false,

"TextAlign": "Left",

"Nane": " ConmboBox_6936c368- b465- 6355- 0367- bdf e042c8ec7",

"ReadOnly": fal se,

"Required": false,

"X': 79.0,

"Y': 418.92,

"Wdth": 150.0,

"Hei ght": 30.0,

"Page": 1,

"Di scrim natorType": "AddConboBoxFor nfi el dDescri ptor"
H

<conmboBox nane="ConboBox_3247b8f 7- 620e- albc- 4e0d- 53ae0e019921" readOnl y="fal se" requi red="fal se" x="69" y="
416. 92" wi dt h="150" hei ght ="30" page="1">

<font Setti ngs>
<t ext Col or ></ t ext Col or >
<f ont Name>Ti mes New Roman</f ont Name>
<font Si ze>11</font Si ze>
<font Styl eBol d>f al se</font Styl eBol d>
<fontStyleltalic>fal se</fontStyleltalic>
<text Align>Left</textAlign>

</font Settings>

<val ue />

</ conboBox>

Please do not forget to add a workstep task for the form fields.

TypeWriterAnnotation

The following lines of code show you how to write the configuration. First, you have to define the task:



"Tasks": [

"PageNunber": 1,
"TextAlign": "Left",
"Position": {
"PositionX": 76.0,
"PositionY": 664.0
I
"Defaul t Text": "##Recei ver Enmi | ##",
"Text Format": "",
"Def aul t Text Type": "Email",
"Font Settings": {
"1d": "f238fef7-87db-400c-91ed-7d58d7d76652",
"TextColor": {
"A": 255,
"R': 0,
"G': 0,
"B": 0
}
"Name": "Times New Roman",
"Size": 11.0,
"IsBol d": false,
"Isltalic": false
I
"1 sEditabl ePosition": fal se,
"| skdit abl eDef aul t Text": fal se,
"1 skdi t abl eFont Settings": false,
"l sRequired": false,
"Id": "ed6db64d- 98f c-497b- be30- ee2a2a2b6f 7c",
" DocRef Nunmber": 1,
"Di scrimnatorType": "TypewiterAnnotation"

<Typewr it er Annot at i onTaskl nf o>
<typewriterAnnotati onG oup id="cc4923e4- 6e0a- 42a8- be6a- bdd0f a3d2cd4" >
<predefi nedTypewriterAnnot ati onRef refl d="269da6f9-9778-4064-8c99-cad42caa2a2l" />
</typewriterAnnotationG oup>
<font Settings id="c64ae844-a7ce-4ebb-9773-5f 6b8d980f 92" >
<f ont Nane>Ti mres New Roman</f ont Nanme>
<font Si ze>11</f ont Si ze>
<f ont St yl eBol d>0</ f ont St yl eBol d>
<fontStyleltalic>0</fontStyleltalic>
<t ext Col or >
<A>255</ A>
<R>0</ R>
<G0</ &
<B>0</ B>
</ t ext Col or >
</font Settings>
<typewriterAnnotation id="269da6f9-9778-4064-8c99-cad42caa2a2l" conpl eted="fal se">
<Def aul t Text editabl e="0" type="DateTi me" textFornat="dd/ MM yyyy">##C i ent Ti me##</ Def aul t Text >
<DocRef Nunber >1</ DocRef Nunber >
<pageNunber >1</ pageNunber >
<text Ali gn>Left</textAlign>
<font SettingsRef erence i d="c64ae844-a7ce-4ebb-9773-5f 6b8d980f 92" editabl e="0" />
<Position positionX="270" positionY="439" editable="0" />
</typewriterAnnotation>
</ Typewrit er Annot at i onTaskl nf o>

Add the task to the configuration like the following example shows:
<Task type="AddTypewriterAnnot ation" DocRef Nunmber="1" id="cc4923e4-6e0a-42a8- beb6a- bdd0f a3d2cd4"

i nt er nal Conpl et ed="0" di spl ayName="" />

Instead of “Email” in the REST example or “DateTime” in the SOAP example you can place the following placeholders:



Placeholder Description
ServerTime Places a text field with the time of the server
ClientTime Places a text field with the the time of the client
SenderFirstName* Places a text field with the first name of the sender
SenderLastName* Places a text field with the last name of the sender
SenderEmail* Places a text field with the email of the sender
ReceiverFirstName* | Places a text field with the first name of the recipient
ReceiverLastName* | Places a text field with the last name of the recipient

ReceiverEmail* Places a text field with the email of the recipient

For all placeholder with the additional “*” you need either the sender information or the receiver information which are both explained in the section “sender
and receiver information”.

Reading Tasks

With the reading task a recipient must confirm reading the document to have the evidence that he/she was reading it.
Generally there are 3 basic ways concerning the range of the reading task:

® Reading task for one page

® Reading task for all pages
® Reading task for a section

Reading task for one page
Note: The reading task must be the first task and it must be required!)

Place the reading task within the following tag:

<Wor kst epTasks>##Readi ngTask##</ Wr kst epTasks>

Add the following lines of code within the workstep configuration:



"Tasks": [

{
"PositionPage": 1,
"Al| Pages": fal se,
"Al | Docunents": false,
"I sRequi red": true,
"1d": "847a3d4a-da2c- 46f 4- 8c8c- a9edaa06c29b",
"Di spl ayNanme": "your text for this task",
"DocRef Nunber": 1,
"Di scrimnnatorType": "Readi ngTask"
}
{
"PositionPage": 1,
"Position": {
"PositionX": 80.22857,
"PositionY": 158.8629
}
"Size": {
"Hei ght": 68.57143,
"Wdth": 171.4286
H
"Al | owedSi gnat ureTypes": [],
"UseTi nestanp": fal se,
"I sRequi red": true,
"Id": "93cce567-aebc-4e98-ac99- 9f 56ac034250",
"Di spl ayNanme": "SignField 1",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}

]

<Readi ngTaskl nf o positionUnit="PdfUnits" positionReferenceCorner="Upper_Left">
<Readi ngTask i d="847a3d4a- da2c- 46f 4- 8c8c- a%edaa06c29b" pageNunber="1" DocRef Nunber="1" Al | Pages="0"
Al | Docunent s="0">
</ Readi ngTask>
</ Readi ngTaskl nf o>

After adding the reading task within the workstep configuration you can send the document. The result should look like the following:

@ Namirial ) e = |
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As you can see, just the first page needs a reading confirmation.



Reading task for all pages

The following lines of code shows you the reading task configuration for all pages:

"Tasks": [
{
"PositionPage": 1,
"Al | Pages": true,
"Al | Docunents": false,
"Position": { "PositionX": 50.0,
"PositionY": 100.0
H
"Size": {
"Hei ght": 40.0,
"Wdth": 400.0
b
"l sRequired": true,
"1d": "847a3d4a-da2c- 46f 4- 8c8c- a9edaa06¢c29b”,
"Di spl ayNanme": "your text for this task",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Readi ngTask"
H
{
"PositionPage": 1,
"Position": {
"Posi tionX": 80.22857,
"PositionY": 158. 8629
H
"Size": {
"Hei ght": 68.57143,
"Wdth": 171. 4286
b
"Al | owedSi gnat ur eTypes": [],
"UseTi nestanp": fal se,
"I sRequi red": true,
"1d": "93cce567-aebc-4e98-ac99- 9f 56ac034250",
"Di spl ayNane": "SignField 1",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}

<Readi ngTaskl nf o positionUnit="PdfUnits" positionReferenceCorner="Upper_Left">
<Readi ngTask i d="847a3d4a- da2c- 46f 4- 8c8c- a%edaa06c29b" pageNunber="1" DocRef Nunber="1" Al | Pages="0"
Al | Docunent s="1">
</ Readi ngTask>
</ Readi ngTaskl nf 0>

The result should look like the following screenshot:
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Reading task for a section

The following lines of code shows you how to configure the reading task for a section:



"Tasks": [

"Posi ti onPage":

1,

"Al| Pages": fal se,

"Al | Docunent s":
"Position": {
"Posi tionX":
"Posi tionY":
},
"Size": {
"Hei ght": 40.
"W dth": 400.
H

fal se,

50. 0,

100.0

0,
0

"l sRequired": true,

“d:
" Di spl ayNane":
" DocRef Nunber " :

"Di scrimnnatorType":

"Posi ti onPage":
"Position": {
"Posi tionX":
"PositionY":
b
"Size": {
"Hei ght": 68.
"Wdth": 171.
H

"847a3d4a- da2c- 46f 4- 8c8c- a9edaa06c29b",

"your text for this task",
1,
" Readi ngTask"

1,
80. 22857,
158. 8629

57143,
4286

"Al | owedSi gnat ureTypes": [],

"UseTi nest anp”:

fal se,

"l sRequired": true,

“d:
" Di spl ayNane":
" DocRef Nunber " :

"Di scrimnatorType":

"93cce567- ae5c-4e98- ac99- 9f 56ac034250",

"SignField 1",
1,
" Si gnat ure"

<Readi ngTaskl nf o positionUnit="PdfUnits"

posi ti onRef erenceCor ner =" Upper _Left">

<Readi ngTask i d="847a3d4a- da2c- 46f 4- 8c8c- a9edaa06c29b" pageNunber="1"

Al | Docunent s="0">
<Posi tion positionX="50"
</ Readi ngTask>

</ Readi ngTaskl nf 0>

posi ti onY="100" w dt h="400"

hei ght =" 40" />

DocRef Nurmber =" 1" Al | Pages="0"



@ Namirial G e = |

L |

iy Tobist

]

SignField 1

In the next section you can find a complete workstep configuration with one signature field, one recipient and a reading confirmation for a section:

"SspFilelds": [
" ##F| LEI D##"
]

ndEnvel opeDescription": {
"Narme": "eSi gnAnyWere Tutorial",
"Enmuai | Subj ect": "Document of eSignAnyWere Tutorial",
"Emai | Body": "Dear #Reci pi entFirstNanme#! Please sign this tutorial document."”,
"Di spl ayedEmai | Sender™: "",
"Enabl eRemi nders": true,
"Fi rst Rem nder DayAnount": 1,
"Recurrent Rem nder DayAnount": 1,
" Bef or eExpi rati onDayAmount": 1,
"DaysUntil Expire": 2,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl": ",
"LockFor nFi el dsAt Envel opeFi ni sh": true,
"Steps": [
{
"Orderl ndex": 1,
"Recipients": [
{
"Emai |l " "#H#EMAI L##",
"FirstName": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": false,
"Al | owAccessFi ni shedWor kstep": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}

1.
"Emai | BodyExtra": "",
"Reci pi ent Type": "Signer",



"Wor kst epConfiguration": {
"Wor kst epLabel ": "™,
" Smal | Text ZoonFact or Percent": 100,
"Fi ni shAction": {
"ServerActions": [],
"ClientActions": []
H
"Recei verInformation": {
"User I nformation": {
"FirstName": "##NAVE##",
"Last Name": "##NAVE##",
“"EMai | " "H#HH#EMAI L##"

},
"Transact i onCodePushPl ugi nData": []
H
"Sender I nformation": {

"User I nformation": {

"FirstName": "##NAVE##",

"Last Name": "##NAVE##",

“EMai | " " H#H#EMAI L##"
}
b
"Transacti onCodeConfi gurations": [
{
}
1.

"Si gnatureConfigurations": [],
"Vi ewer Preferences": {},
"Policy": {
"General Policies": {
"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": true,
" Al | owFi ni shwor kstep": true,
"Al | owUndoLast Action": true
}
"Wor kst epTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
" Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
"SequenceMde": "SequenceOnl yRequi redTasks",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Upper_Left",
"Tasks": [
{
"PositionPage": 1,
"Al| Pages": fal se,
"Al | Docunents": false,
"Position": {
"PositionX": 50.0,
"PositionY": 100.0

b
"Size": {
"Hei ght": 40.0,
"Wdth": 400.0
}

"I sRequi red": true,

"1d": "847a3d4a-da2c- 46f 4- 8c8c- a9edaa06c29b",
"Di spl ayNanme": "your text for this task",

" DocRef Number": 1,

"Di scrimnnatorType": "Readi ngTask"

I
{
"PositionPage": 1,
"Position": {
"PositionX": 80.22857,
"PositionY": 158.8629
I

"Size": {



}
b

"Hei ght": 68.57143,
"Wdth": 171.4286

b
" Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
b
{
"Key": "conpl eted",
"Val ue": "0"
b
{
"Key": "sigType",
"Val ue": "Picture"
b
{
"Key": "positioning",
"Val ue": "onPage"
b
{
"Key": "all owedCapturingMet hods",
"Val ue": "dick2Sign"
}
]

| owedSi gnat ureTypes": [],
"UseTi nestanp": fal se,
"l sRequired": true,
"1d": "93cce567-aebc-4e98-ac99- 9f 56ac034250",
"Di spl ayNanme": "SignField 1",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

]
}

"Docunent Options": [

{

}
]
b
{

"Docunent Ref erence": "1",
"| sHi dden": false

eDef aul t Agreenents": true

"Orderl ndex": 2,
"Recipients": [

{
“Email " "#HEMAI L##",
"FirstNane": "Charly",
"Last Nanme": "Randommane",
"LanguageCode": "en",
"Enai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al | owDel egation": false,
"Al | owAccessFi ni shedworkstep": fal se,
" Ski pExt er nal Dat aVal i dation": fal se,
"Aut henti cati onMet hods": []
}
1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Qptions": [

{

"Docunent Ref erence": "1",
"l sHi dden": false



]

eDef aul t Agreenents": true

}
1.
"AddFor nFi el ds": {
"Forms": {}
},
"OverrideFornFi el dval ues": {
"Forns": {}
}
"AttachSi gnedDocunent sToEnvel opeLog": fal se
}
}

<envel ope>
<nane>eSi gnAnyWere Tutori al </ name>
<eMai | Subj ect >Docunent of eSi gnAnyWiere Tutori al </ eMai | Subj ect >
<eMai | Body>Dear #Reci pi entFirstNane#! Please sign this tutorial docunent.</eMil Body>
<enabl eRem nder s>Tr ue</ enabl eReni nder s>
<first Rem nder DayAnount >1</fi r st Rem nder DayAnount >
<recurrent Renm nder DayAnmount >1</r ecur r ent Rem nder Day Anount >
<bef or eExpi r at i onReni nder Day Anmount >1</ bef or eExpi r at i onReni nder Day Anount >
<daysUnti | Expi re>2</ daysUnti | Expire>
<l-- callback to your backend system on a conpl eted envel ope
<cal | backUrl >http://172.16. 17. 78: 57550/ def aul t . aspx?Envel opel d=##Envel opel d##&myPar anfor Me=1234<
/ cal | backUr| >
-->
<cal | backUrl />
<st eps>
<step>
<enmi | BodyExtra />
<or der | ndex>1</ or der | ndex>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<r eci pi ent s>
<reci pi ent >
<l anguageCode>en</ | anguageCode>
<eMai | >##EMAI L##</ eMai | >
<firstName>Alice</firstNanme>
<l ast Name>Sonenane</ | ast Nane>
</ reci pi ent >
</ reci pi ents>
<wor kst epConfi gur ati on>
<Wor kst epLabel />
<Snal | Text ZoonFact or Per cent >100</ Srral | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>11520</ Wor kst epTi meToLi vel nM nut es>
<Fi ni shAction />
<si gnat ur eTenpl at e>
<version>1. 2. 0. 2</ versi on>
<posi tionUni t s>Pdf Uni t s</ posi ti onUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<si g id="93cce567-ae5c-4e98- ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nurber >1</ DocRef Nunber >
<posi ti onX>80. 22857</ posi ti onX>
<posi tionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am name="enabl ed" >1</ par an>
<par am nanme="conpl et ed" >0</ par an»
<par am nane="si gType" >Pi ct ur e</ par an»
<par am nane="posi tioni ng" >onPage</ par an»>
<par am nane="al | owedCapt uri ngMet hods" >Cl i ck2Si gn</ par an»>
</ si g>
</ si gnat ur eTenpl at e>
<Policy version="1.1.0.0">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
</ Gener al Pol i ci es>



<Wr kst epTasks SequenceMde="SequenceOnl yRequi r edTasks" ori gi nal SequenceMde="SequenceOnl yRequi r edTasks" >
<Task enabl ed="1" conpl et ed="0" required="1" id="847a3d4a-da2c- 46f 4- 8c8c- a9edaa06c29b" di spl ayNane="
your text for this task" DocRefNumber="1" type="ConfirnReadi ng" />
<Task enabl ed="1" conpl et ed="0" required="1" id="93cce567-ae5c-4e98-ac99- 9f 56ac034250" di spl ayNane="
SignField 1" DocRef Nunber="1" type="Si gnFi el d" internal Al |l Concer nedDocRef Nunber sLi st="1"
al | Requi r edFi el dsFi | | edOnWor kst epCr eati on="0" />
</ Wor kst epTasks>
</ Pol i cy>
<Transact i onCodeConfi gurati ons>
<Transacti onCodeConfi gurati on trConfld="">
<Message>Pl ease sign the docunent with the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithml dentifi er>Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gurati on>
<Transacti onCodeConfi guration trConfld="Trans1">
<Message>Pl ease accept the transactionld {tld} with the code: {Token}</Message>
<hashAl gorithm denti fi er >Sha256</ hashAl gorithm dentifier>
</ Transact i onCodeConfi gurati on>
</ Transact i onCodeConfi gurati ons>
<Readi ngTaskl nf o positionUnit="PdfUnits" positionReferenceCorner="Upper_Left">
<Readi ngTask i d="847a3d4a- da2c- 46f 4- 8c8c- a%edaa06c29b" pageNunber="1" DocRef Nunber="1" Al | Pages="0"
Al | Docunent s="0">
<Position positionX="50" positionY="100" w dth="400" hei ght="40" />
</ Readi ngTask>
</ Readi ngTaskl nf o>
</ wor kst epConfi gurati on>
</ st ep>
<step>
<emai | BodyExtra />
<or der | ndex>2</ or der | ndex>
<r eci pi ent Type>CC</ r eci pi ent Type>
<r eci pi ent s>
<reci pi ent >
<l anguageCode>en</ | anguageCode>
<eMi | >##EMAI L##</ eMai | >
<firstNane>Charl y</first Name>
<l ast Name>Randommane</ | ast Nane>
</ recipient>
</ reci pi ent s>
</ st ep>
</ st eps>
</ envel ope>

Sending envelope

After you have added all form fields and signatures you can send the envelope to recipients. Therefore, add the file Id and the workstep configuration to
the REST call basicURL/envelope/send or in SOAP to the API call SendEnvelope_v1 and send the envelope to the recipients.

Get the envelope
After sending the envelope you can call the api call (basicURL/envelope{envelopeld}) in REST and GetEnvelopeByld_v1 in SOAP.

For this api call you just need the envelopeld. After finishing the api call you get all information about the envelope. The next section shows you a sample
response.

"Status": "InProgress",

"Email " ",

"LogDocunentd": "",

"Fi ni shedDocurents": [],

"Steps": [

{

"Id": "b3df 7533-c3d4- 4041- a9a8-16039025dc02",
"FirstName": "##NAVE##",
"Last Nanme": " ##NAVE##",
"Orderl ndex": 1,
"Emai | " "H#HEMAI L##",
"LanguageCode": "en",
"Status": "NotSigned",



" St at usReason": s

"Reci pi ent Type": "Signer",

"Wor kst epRedi rectionUrl": "https://deno. xyzno. conf wor kst epredi rector/sign?
identifier=##Redirecti onURL##",

"Al | owAccessFi ni shedWor kstep”: fal se,

"Aut hentication": [

{
"Met hod": "Pin",
"Paraneter": "1234",
"Filters": []
}
1.
"lIsParallel": false,
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",

" Smal | Text ZoonfFact or Percent": 100,
"Fini shAction": {
"ServerActions": [

{
"Cal | Synchronous": false,
"Action": "https://denmp. xyzno. conl wor kst epredi rector/setfinishaction?
Wi d=##Wor kst epl d##"
}
1.
"ClientActions": [
{
" RenpveDocumnent Fr onRecent Docunent Li st": fal se,
"Cal | dientActionOnl yAfterSuccessful Sync": true,
"CientName": "SIGNificant SignAnywhere",
"C oseApp": false,
"Action": "https://ww. esi gnanywhere. net/"
}

]
b
"Recei verInformation": {
"UserlInformation": {
"FirstName": "##NAVE##",
"Last Nane": "##NAVE##",
“EMni | " " HEEMAI L#E"

}

ransact i onCodePushPl ugi nData": []
b
"Sender | nformation": {
"UserInformation": {
"FirstName": "##NAVE##",

"Last Nane": "##NAVE##",

"EMai | " "#H#EMAI LE##"
}
},
"Transacti onCodeConfi gurations": [
{
"1d": "otpSignatureSnsText",
"HashAl gorithm dentifier": "Sha256",
"Texts": [
]
}
]

i gnat ureConfigurations": [
{
" Pdf Si gnat ureProperties": {
" Pdf AConformant": fal se,
" PAdESPart 4Conpliant": false,
"I ncludeSi gni ngCertificateChain": false,
"SigningCertificateRevocationlnfornmationlncl udeMode”: "DoNot | ncl ude"
}
" Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni': "Sha256",
"SigningCertificateDescriptor": {
“ldentifier": "14527a6bcfa8b4d7d0183f ca6b735blc246d14ae",
"Type": "ShalThunbprint",



"Csp": "Default"

“Spcld": "timestanmpSigningld",
" Pdf Si gnat ureProperties": {
" Pdf AConformant ": fal se,
" PAJESPart 4Conpl i ant": fal se,
"I ncl udeSi gni ngCertificateChain": false,

"Si gni ngCertificateRevocationlnformationl ncl udeMbde": "DoNot | ncl ude",
" Si gnat ureTi nest anpData": {

"Uri": "https://tinestanp.test.namrialtsp.cont,

"User nane": "xyzmo",

"Password": "xyznmo",

" Si gnat ur eHashAl gorithni: "Sha256"

}
}
" Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni': "Sha256",
"SigningCertificateDescriptor": {
“ldentifier": "14527a6bcfa8b4d7d0183f ca6b735blc246d14ae",
"Type": "ShalThunbprint",
"Csp": "Defaul t"

"Spcld": "padesSigningld",
" Pdf Si gnat ur eProperties": {
" Pdf AConf ormant ": fal se,
" PAdESPart 4Conpl i ant": true,
"1 ncl udeSi gni ngCertificateChain": false,

" Si gni ngCertificateRevocationl nformationl ncl udeMode": "I ncl udeDss"

}

Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni: "Sha256",
"SigningCertificateDescriptor": {
"ldentifier": "14527a6bcf a8b4d7d0183f ca6b735blc246d14ae",
"Type": "ShalThunbprint",
"Csp": "Default"

"Spcld": "padesTi nestanpSi gni ngld",
" Pdf Si gnat ureProperties": {
" Pdf AConformant": fal se,
" PAdESPar t 4Conpl i ant": true,
"I ncl udeSi gni ngCertificateChain": false,

" Si gningCertificateRevocationl nformationl ncl udeMode": "I ncl udeDss"
" Si gnat ur eTi mest anpbData": {

"Uri": "https://tinestanp.test.namrialtsp.cont,

"User nane": "xyzm",

"Password": "xyznmo",

" Si gnat ureHashAl gorithnl: "Sha256"

}
}
" Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni': "Sha256",
"SigningCertificateDescriptor": {
“ldentifier": "14527a6bcfa8b4d7d0183fca6b735blc246d14ae",
"Type": "ShalThunbprint",
"Csp": "Default"

"Spcld": "padesRenoteCertificateSigningld",
" Pdf Si gnat ur eProperties": {
" Pdf AConf ormant ": fal se,



" PAdESPar t 4Conpl i ant": true,
"I ncl udeSi gni ngCertificateChain": false,
" Si gningCertificateRevocationl nformationl ncl udeMode": "I ncl udeDss"
b
" Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni': "Sha256",
"SigningCertificateDescriptor": {
“ldentifier": "14527a6bcfa8b4d7d0183f ca6b735b1lc246d14ae",
"Type": "ShalThunbprint",
"Csp": "Defaul t"

"Spcld": "padesRenoteCertificateTi mestanpSi gni ngld",
" Pdf Si gnat ureProperties": {

" Pdf AConf ormant": fal se,

" PAdESPart 4Conpl i ant": true,

"I ncl udeSi gni ngCertificateChain": false,

" Si gni ngCertificateRevocationl nformationl ncl udeMode": "I ncl udeDss",
" Si gnatureTi mestanpData": {

"Ui": "https://tinestanp.test.nanirialtsp.cont,

"User nane": "xyzm",

"Password": "xyznp",

" Si gnat ur eHashAl gorithnt: "Sha256"
}
}

Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni: "Sha256",
"SigningCertificateDescriptor": {
"ldentifier": "14527a6bcf a8b4d7d0183f ca6b735blc246d14ae",
"Type": "ShalThunbprint",
"Csp": "Default"

"Spcld": "automaticSigningld",
" Pdf Si gnat ureProperties": {
" Pdf AConformant ": fal se,
" PAdESPart 4Conpliant": fal se,
"I ncl udeSi gni ngCertificateChain": false,
" Si gningCertificateRevocationl nformationlncl udeMode": "DoNot I ncl ude"

}

Pdf Si gnat ur eCrypt ogr aphi cData": {
" Si gnat ur eHashAl gorit hnt': "Sha256",
"SigningCertificateDescriptor": {
"ldentifier": "14527a6bcfa8b4d7d0183f ca6b735blc246d14ae",
"Type": "ShalThunbprint",
"Csp": "Default"

"Spcld": "automaticTi mestanpSi gningld",
" Pdf Si gnat ureProperties": {
" Pdf AConf ormant ": fal se,
" PAdESPart 4Conpliant": false,
"I ncl udeSi gni ngCertificateChain": false,

" Si gni ngCertificateRevocationl nformati onl ncl udeMode": "DoNot | ncl ude",
" Si gnatureTi mestanpData": {

"Ui": "https://tinestanp.test.nanirialtsp.cont,

"User nane": "xyzm",

"Password": "xyznp",

" Si gnat ur eHashAl gorithnt: "Sha256"
}
}

Pdf Si gnat ur eCr ypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni: "Sha256",
"SigningCertificateDescriptor": {
"ldentifier": "14527a6bcf a8b4d7d0183f ca6b735blc246d14ae",



"Type": "ShalThunbprint",
"Csp": "Default"”

"Spcld": "sw ssConSigni ngld",
" Pdf Si gnat ureProperties": {
" Pdf AConf ormant ": fal se,
" PAdESPart 4Conpl i ant": true,
"I ncl udeSi gni ngCertificateChain": false,
" Si gni ngCertificateRevocationl nformati onl ncl udeMode": "I ncl udeDss"

}

Pdf Si gnat ur eCrypt ogr aphi cData": {
" Si gnat ur eHashAl gorithni': "Sha256",
"SigningCertificateDescriptor": {
"ldentifier": "14527a6bcfa8b4d7d0183f ca6b735bl1c246d14ae",
"Type": "ShalThunbprint",
"Csp": "Default"

}
1.
"Vi ewer Preferences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | onedDonai n": "*",
"Enabl ed": fal se

}
b
"ResourceUris": {
"Signaturel magesUri": "https://deno. xyzno. conl Resour ce/ Si gnat ur el mages/ ?
| i nk=1NB8Er | uKvwt K3g7Wj 4PvoPl DSt El Ycl kbMequy| b2k20VkZGgFHgVK2vy 8W Bz P"
}
"Policy": {

"General Policies": {
"Al | owSaveDocunent": true,
"Al | owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owAppendFi | eToWr kstep": fal se,
" Al | owAppendTaskToWr kst ep”: fal se,
"Al | owEmai | Docunent": true,
"Al | owPrint Document": true,
" Al | owFi ni shwor kstep": true,
"Al | owRej ect Wor kst ep": true,
"Al | owRej ect Wr kst epDel egation": true,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,
"Al | owAdhocTypewr it er Annot ati ons": fal se,
"Al | owAdhocPi ctureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se
}

rkstepTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX': 65.0,
"PositionY': 602.0

I

"Size": {



"Hei ght": 80.0,
"Wdth": 190.0

b
" Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
H
{
"Key": "positioning",
"Val ue": "onPage"
b
{
"Key": "req",
"Val ue": "1"
H
{
"Key": "fd",
"Val ue": ""
b
{
"Key": "fd_dateformat",
"Val ue": "dd- MV yyyy HH mm ss”
I
{
"Key": "fd_tinmezone",
"Val ue": "datetineutc"
}
1.
"Al | owedSi gnat ur eTypes": [
{
"Al | owedCapt uri ngMet hod": "dick2Sign",
"1d": "5d8deOla- b924-4d87-98c9-cc45909c0b4b",
"Di scrimnatorType": "SigTyped ick2Sign",
"Preferred": fal se,
" St anpl nprint Configuration": {
"Di spl ayExtral nformati on": true,
"Di spl ayEmai | ": true,
"Di splayl p": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"FontFanmily": "Tinmes New Ronan",
"Font Si ze": 11.0
}
}

I

"UseTi nestanp”: fal se,

"I sRequi red": true,

"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_a9cd7f 4f - 6¢7d- f f 20- dc3f -
dea0a4638bd4",

"Di spl ayNanme": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
b
{
"Forns": [
{

"1sScrol | Al'l oned": false,

"I sConmb": false,

"MaxLength": O,

"lIsMultiLine": false,

"l sPassword": fal se,

"IsFileSelect": false,

"I sRequired": false,

"1d": "TextBox_4e277dde-23c4- 8a81-103a-f 84abd798a8a",

"PositionPage": 1,

" DocRef Nunmber": 1,

"Position": {
"PositionX": 71.0,
"PositionY": 558.0

I



"Size": {
"Hei ght": 20.0,
"Wdth": 126.0

I

"1 sHi dden": fal se,
"ExportValue": "",
"Description": "",

" KeepExi stingVal ue": true,
"Di scrimnatorType": "TextBox"
}
]

sRequi red": fal se,
"l1d": "73df5772-d204-40ca- 908e- 34d43891bc01",
"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Form& oup"

}

b

"Navi gation": {
"HyperLinks": [],
"Links": [],
"LinkTargets": []

}
}
b,
{
"Id": "68b7605b-8403-40ee- 896e- e896be5459fc",
"FirstName": "##NAVE##",
"Last Nanme": " ##NAVE##",
"Orderl ndex": 2,
"Emai | " " #H#EMAI L##",
"LanguageCode": "en",
"Status": "Not Signed",
" St at usReason": "",
"Reci pi ent Type": "Cc",
"Wor kst epRedi rectionUrl": "",
"Al | owAccessFi ni shedWor kst ep”: fal se,
"lIsParallel": false,
"Wor kst epConfiguration": {
"Smal | Text ZoonFact or Percent": 100,
"Vi ewer Preferences": {},
"Policy": {
"Ceneral Policies": {
"Al | owRot ati ngPages": true,
"Al | owFi ni shworkstep": true,
"Al | owUndoLast Action": true
},
"Wor kst epTasks": {
"Pi ctureAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ct ur eAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",
"Ref erenceCorner": "Lower_Left",
"Tasks": []
}
}
}
}
]
}
1.
"Docunents": [
{

"PageSi zesl nPoi nts": [
{
"Height": 792.0,
"Wdth": 612.0



1
" DocRef Nunmber": 1,

"Fil eNarme": "Test.pdf",
"FornFields": [

{
"Nane": "TextBox_4e277dde- 23c4-8a81- 103a- f 84abd798a8a",
"Val ues": [
{
"Key": "',
"Val ue": ""
}
]
}

}

1
"1d": "b94e4d2a-9901- 48d5- 8896- ef f d2cc17a96",

"Bul k": """,
"BasicOptions": {
"Nane": "test",
"Enmi | Subj ect”: "Please sign the encl osed envel ope",
"Emai | Body": "Dear #RecipientFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the
envel ope #Envel opeNane#\ n\ nEnvel ope wi ||l expire at #ExpirationDate#",
"Enabl eRem nders": true,
"Fi rst Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAmount ": 3

<baseResul t >0k</ baseResul t >
<okl nf o>
<envel opeSt at us>
<nane>eSi gnAnyWer e Tut ori al </ name>
<eMai | Subj ect >Docunent of eSi gnAnyWere Tutori al </ eMai | Subj ect >
<eMai | Body>Dear #Reci pi entFirstNane#! Please sign this tutorial docunent.</eMil Body>
<enabl eRemi nder s>t r ue</ enabl eReni nder s>
<first Rem nder DayAnount >1</f i r st Rem nder DayAnount >
<r ecurrent Rem nder DayAnpunt >1</ r ecur r ent Rem nder Day Anmount >
<bef or eExpi r at i onRem nder DayAnpunt >1</ bef or eExpi r at i onRem nder DayAnpunt >
<i d>3385b0cd- 29d0- 4849- b6a5- 06b7c39abc1f </ i d>
<bul k></ bul k>
<st at us>l nPr ogr ess</ st at us>
<sendDat e>2020- 04- 10T11: 31: 55. 967Z</ sendDat e>
<expi rati onDat e>2020- 04- 12T11: 31: 55. 967Z</ expi r ati onDat e>
<daysUntil Expire />
<bul kReci pi ent s>
<bul kReci pi ent eMil="" id="">
<st at us>l nPr ogr ess</ st at us>
<r eci pi ent s>
<reci pi ent >
<i d>08b584bf - 2c61- 44a2- 90e4- b62527d7542b</ i d>
<order | ndex>1</ or der | ndex>
<firstName>Alice</firstName>
<| ast Name>Sonenane</ | ast Nane>
<eMai | >S#H#EMAI L##</ eMai | >
<l anguageCode>en</ | anguageCode>
<st at us>Not Si gned</ st at us>
<si gnedDat e></ si gnedDat e>
<openedDat e></ openedDat e>
<r eci pi ent Type>Si gner </ r eci pi ent Type>
<i sParall el >fal se</isParallel >
<wor kst epRedi recti onUr| >htt ps://denp. xyzno. conf wor kst epr edi rect or/ si gn?
identifier=##Wr kst epRedi r ect i on##</ wor kst epRedi recti onUr| >
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
<aut henti cation>
<met hod>Pi n</ met hod>
<par anet er >1234</ par anet er >
</ aut henti cati on>



<wor kst epConfi gurati on>
<Wor kst epLabel />
<Smal | Text Zoonfact or Per cent >100</ Snal | Text ZoonFact or Per cent >
<Wor kst epTi neToLi vel nM nut es>11520</ Wor kst epTi neToLi vel nM nut es>
<Fi ni shActi on>
<ServerAction cal | Synchronous="0">https:// denp. xyznmp. conml wor kst epredi rect or/ setfi ni shacti on?
wi d=##Wor kst epl d##</ Server Acti on>
</ Fi ni shActi on>
<si gnat ureTenpl at e>
<version>1. 2. 0. 2</versi on>
<posi tionUni t s>Pdf Uni t s</ posi ti onUnits>
<posi ti onRef er enceCor ner >Lower _Left </ posi ti onRef er enceCor ner >
<si g id="93cce567-ae5c-4e98-ac99- 9f 56ac034250" >
<posi ti onPage>1</ posi ti onPage>
<DocRef Nunber >1</ DocRef Nunber >
<posi tionX>80.22857</ posi ti onX>
<positionY>158. 8629</ posi ti onY>
<wi dt h>171. 4286</ wi dt h>
<hei ght >68. 57143</ hei ght >
<par am nanme="enabl ed" >1</ par an»
<par am nane="conpl et ed" >0</ par an>
<par am name="si gType" >Pi ct ur e</ par an>
<par am nanme="posi ti oni ng" >onPage</ par an®>
<par am nanme="al | owedCapt uri ngMet hods" >C i ck2Si gn</ par an»
</ sig>
</ si gnat ur eTenpl at e>
<Policy version="1.1.0.0">
<General Pol i ci es>
<Al | owSaveDocunent >1</ Al | owSaveDocunent >
<Al | owSaveAudi t Trai | >1</ Al | owSaveAudi t Trai | >
</ General Pol i ci es>
<Wor kst epTasks SequenceMde="SequenceOnl yRequi redTasks" ori gi nal SequenceMde="
SequenceOnl yRequi redTasks" >
<Task enabl ed="1" conpl et ed="0" required="1" id="93cce567-ae5c-4e98-ac99- 9f 56ac034250"
di spl ayNanme="Si gnFi el d 1" DocRef Nunmber="1" type="Si gnFi el d" internal Al |l Concer nedDocRef Nunber sLi st ="1"
al | Requi redFi el dsFi | | edOnWor kst epCr eati on="0" />
</ Wor kst epTasks>
</ Pol i cy>
<Transacti onCodeConfi gurati ons>
<Transacti onCodeConfigurati on trConfld="">

</ Transact i onCodeConfi gurati on>
</ Transact i onCodeConf i gur ati ons>
<recei verlnformation>
<user | nformation>
<first Name>Al i ce</firstName>
<l ast Nane>Sonmenane</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
<showNami ri al Di sposabl eDi scl ai mer >1</ showNani ri al Di sposabl eDi scl ai mer >
</recei verlnfornation>
<sender | nf or mati on>
<user | nformation>
<first Name>##NAVE##</ f i r st Name>
<l ast Nane>##NAVE##</ | ast Name>
<eMi | >##EMAI L##</ eMai | >
</ user | nformation>
</ sender | nf or mati on>
<si gnat ur ePl ugi nConfi guration>
<Pdf Si gnat ur eProperties_Vi>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPar t 4Conpl i ant >f al se</ PAAESPar t 4Conpl i ant >
<I ncl udeSi gni ngCerti fi cat eChai n>f al se</ I ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificat eRevocati onl nformati onl ncl udeMode>DoNot | ncl ude<
/ Si gningCertificateRevocationl nfornationlncl udeMbde>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hnm»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f cabb735b1lc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>



<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcld="ti nestanpSi gni ngl d">
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPar t 4Conpl i ant >f al se</ PAAESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ | ncl udeSi gni ngCerti ficateChai n>
<Si gni ngCertificat eRevocati onl nfor mati onl ncl udeMode>DoNot | ncl ude<
/ Si gningCertificateRevocationlnformationlncl udeMbde>
<Si gnat ur eTi mest anpDat a>
<Passwor d>xyzno</ Passwor d>
<Si gnat ur eHashAl gori t hn>SHA256</ Si gnat ur eHashAl gori t hn»
<Uri>https://timestanp.test.namrialtsp.conx/Ui>
<User Nane>xyzno</ User Nanme>
</ Si gnat ur eTi mest anpDat a>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735blc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gurati on>
<si gnat ur ePl ugi nConfi gurati on spcl d="padesSi gni ngl d">
<Pdf Si gnat ur eProperties_V1i>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPart 4Conpl i ant >t r ue</ PAdESPar t 4Conpl i ant >
<I ncl udeSi gni ngCerti fi cat eChai n>f al se</ I ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocati onl nfornationl ncl udeMdde>l ncl udeDss<
/ Si gni ngCertificateRevocationl nfornmationl ncl udeMode>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735b1lc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcld="padesTi nest anpSi gni ngl d">
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPart 4Conpl i ant >t r ue</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ | ncl udeSi gni ngCertificateChai n>
<Si gni ngCertificat eRevocati onl nf or mati onl ncl udeMode>I ncl udeDss<
/ Si gningCertificateRevocationlnformationlncl udeMbde>
<Si gnat ur eTi mest anpDat a>
<Passwor d>xyzno</ Passwor d>
<Si gnat ur eHashAl gori t hm>SHA256</ Si gnat ur eHashAl gorit hn»
<Uri>https://timestanp.test.namrialtsp.conx/Ui>
<User Nane>xyzno</ User Nanme>
</ Si gnat ur eTi mest anpDat a>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735blc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcld="padesRenpteCertificateSigningld">
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPart 4Conpl i ant >t r ue</ PAdESPar t 4Conpl i ant >



<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ | ncl udeSi gni ngCerti ficateChai n>
<Si gni ngCertifi cat eRevocati onl nfor mati onl ncl udeMode>I ncl udeDss<
/ Si gningCertificateRevocationl nformationlncl udeMbde>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hne
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735b1c246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcl d="padesRenpteCertificateTi mestanpSi gni ngl d">
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPar t 4Conpl i ant >t r ue</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ I ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocationl nfornationl ncl udeMdde>l ncl udeDss<
/ Si gni ngCertificateRevocationl nfornmationl ncl udeMode>
<Si gnat ur eTi mest anpDat a>
<Passwor d>xyzno</ Passwor d>
<Si gnat ur eHashAl gori t hnPSHA256</ Si gnat ur eHashAl gori t hnm>
<Uri>https://timestanp.test.namirialtsp.conx/Ui>
<User Name>xyzno</ User Name>
</ Si gnat ur eTi mest anpDat a>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735b1lc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcl d="autonati cSi gni ngl d">
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPar t 4Conpl i ant >f al se</ PADESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ | ncl udeSi gni ngCerti ficateChai n>
<Si gni ngCertificat eRevocati onl nfor mati onl ncl udeMode>DoNot | ncl ude<
/ Si gningCertificateRevocationlnformationlncl udeMbde>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735blc246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcld="automati cTi mestanpSi gni ngl d">
<Pdf Si gnat ur eProperties_V1i>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPar t 4Conpl i ant >f al se</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ I ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocati onl nfornationl ncl udeMbde>DoNot | ncl ude<
/ Si gni ngCertificateRevocationl nfornmationl ncl udeMode>
<Si gnat ur eTi mest anpDat a>
<Passwor d>xyzno</ Passwor d>
<Si gnat ur eHashAl gori t hnPSHA256</ Si gnat ur eHashAl gori t hnm>
<Uri>https://timestanp.test.namrialtsp.conx/Ui>
<User Name>xyzno</ User Name>
</ Si gnat ur eTi mest anpDat a>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gori t hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735b1lc246d14ae</|dentifier>



<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gningCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConfi gur ati on>
<si gnat ur ePl ugi nConfi gurati on spcl d="sw ssConSi gni ngl d" >
<Pdf Si gnat ur eProperties_V1>
<Pdf AConf or mant >f al se</ Pdf AConf or mant >
<PAdESPar t 4Conpl i ant >t r ue</ PAdESPar t 4Conpl i ant >
<l ncl udeSi gni ngCerti fi cat eChai n>f al se</ I ncl udeSi gni ngCerti fi cat eChai n>
<Si gni ngCertificateRevocationl nfornationl ncl udeMdde>l ncl udeDss<
/ Si gni ngCertificateRevocationl nfornmationl ncl udeMode>
</ Pdf Si gnat ur eProperties_V1>
<Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
<Si gnat ur eHashAl gorit hm>Sha256</ Si gnat ur eHashAl gori t hn»
<Si gni ngCertificateDescriptor>
<l dentifier>14527a6bcf a8b4d7d0183f ca6b735b1c246d14ae</|dentifier>
<Type>ShalThunbpri nt </ Type>
<Csp>Def aul t </ Csp>
</ Si gni ngCertificateDescriptor>
</ Pdf Si gnat ur eCr ypt ogr aphi cDat a_V1>
</ si gnat ur ePl ugi nConf i gurati on>
<resourcelris>
<si gnat ur el magesUri >https:// denp. xyzno. conm’ Resour ce/ Si gnat ur el mages/ ?l i nk=1bc6ZS1MIOv~59DsLi DB
/ 0f nb410y0661CGUEpJ~NEDVSUJBLf j y~09vj n6TBf RpQe</ si gnat ur el magesUri >
</resourcelris>
</ wor kst epConfi gurati on>
</ reci pi ent>
<reci pi ent >
<i d>55cabc5f - 8138- 46f 9- 8b7e- 3018d8838e2f </ i d>
<order | ndex>2</ or der | ndex>
<firstNane>Charl y</firstNanme>
<l ast Name>Randomane</ | ast Nane>
<eMui | >#H#EMAI L##</ eMai | >
<l anguageCode>en</ | anguageCode>
<st at us>Not Si gned</ st at us>
<si gnedDat e></ si gnedDat e>
<openedDat e></ openedDat e>
<r eci pi ent Type>Cc</reci pi ent Type>
<i sParall el >fal se</isParallel>
<wor kst epRedi recti onUr | ></ wor kst epRedi recti onUr | >
<al | owAccessFi ni shedWor kst ep>f al se</ al | owAccessFi ni shedWr kst ep>
<wor kst epConfi guration ski pThirdPartyChecks="0">
<Wor kst epLabel />
<Smal | Text Zoonfact or Per cent >100</ Snal | Text ZoonFact or Per cent >
<Wor kst epTi meToLi vel nM nut es>43200</ Wr kst epTi neToLi vel nM nut es>
<Pi ct ur eAnnot at i onTaskl nf o>
<M nResol uti on>0</ M nResol uti on>
<MaxResol uti on>0</ MaxResol uti on>
<Col or Dept h>Col or 16/ Col or Dept h>
</ Pi ctur eAnnot at i onTaskl nf o>
<Policy version="1.1.0.0">
<General Pol i ci es>
<Al | owRot at i ngPages>1</ Al | owRot at i ngPages>
<Al | owFi ni shwr kst ep>1</ Al | owFi ni shwr kst ep>
<Al | owUndoLast Acti on>1</ Al | owUndoLast Acti on>
</ General Pol i ci es>
<Wor kst epTasks SequenceMde="NoSequenceEnforced" />
</ Pol i cy>
<timeCreated />
<Transacti onCodeConfi gurati ons />
<Vi ewer Pref erences />
</ wor kst epConfi guration>
</ recipient>
</ reci pi ents>
<conpl et edDocunent s>
<l ogDocunent | d></ | ogDocurnent | d>
<l ogXm Docunent | d></ | ogXm Docunent | d>
</ conpl et edDocunent s>
</ bul kReci pi ent >
</ bul kReci pi ent s>



<docunent s>
<docunent >
<fil eName>eSi gnAnyWhere_Tutori al . pdf </fi | eName>
<docRef Nunber >1</ docRef Nunber >
<fields />
<pages>
<page>
<wi dt h>612</ w dt h>
<hei ght >792</ hei ght >
</ page>
</ pages>
</ docunent >
</ docunent s>
</ envel opeSt at us>
</ okl nf 0>

Download the document(s)
With the following URI you can download the documents: basicURL/envelope/downloadCompletedDocument/{documentld} in REST and

DownloadCompletedDocument_v1 in SOAP.

@ You can only download the documents if the envelope is finished (Status: “Completed”). In the section before (getenvelope) you can see that
the envelope has the Status: “In Progress”. After finishing the envelope you should see that the status changed to completed.
You can download the following documents:
® LogDocument
® LogXmiDocument

® FlowDocument

Note: If you send an envelope with a disposable signature you can also see the disclaimerDocument available for download.
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