OAuth2 Authentication Reference

® OAuth 2.0 / OIDC for signer authentication or ident provider configuration
© Identity provider configuration
= OAuth 2.0 compliant retrieval of data from a resource URI
® Data Mappings
= OpenlD Connect (OIDC) with JWT (JSON Web Token)
® Data Mappings
© Sending an Envelope with OAuth 2.0 / OIDC authentication
© Authenticating for a signer activity via OAuth 2.0 / OIDC
® REST configuration
® OAuth for user authentication
. ° FAQ
= After successful login in the external system, | am getting "The validation of the OAuth login could not be processed" with a
OAuth User Authentication configuration. What am | doing wrong?

This guide focuses on the OAuth2 authentication. It provides all information to configure an OAuth2 authentication for signer and for users. The first

section focuses on the settings for the signer authentication and provides an overview of all configurations necessary to add a new provider. Please note
that all information regarding the configuration of the provider for the signer authentication also apply for the user authentication.

OAuth 2.0 / OIDC for signer authentication or ident provider configuration

Identity provider configuration
To configure the OAuth2 settings please open the "Identity Providers" section in the Settings.

On the first figure you can find the settings for the signer authentication. If you have configured and enabled the provider, you can then force the signer to
authenticate before signing. For the signer authentication, we allow configuring 2 different options: an OAuth 2.0 Authorization Code flow (RFC 6749,
Chapter 4.1) where one or several resource URIs are contacted to retrieve identification information, or the OpenID Connect (OIDC) compliant retrieval of
a JWT token containing the identification data already. Choose the method offered by your identity provider.
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In this case we used the following Authorization Uri: https://demo.esignanywhere.net/Auth/Authorize and the following Token Uri: https://demo.
esignanywhere.net/ApiToken/Retrieve.

OAuth 2.0 compliant retrieval of data from a resource URI

When fetching data from a resource uri instead of the JWT token, you just need the resource uri(s). The exact URI will be provided by your identity
provider. For an OIDC complant identity provider, the data will be provided on a /userinfo endpoint (See also: OIDC Specification, Userinfo endpoint). It is
expected that the resource URI returns a JSON data structure.


https://openid.net/specs/openid-connect-core-1_0.html#UserInfo

When specifying a resource uri data source, you can select which query parameter for authentication should be added to the resource URI call.

If an authentication based on a query parameter is required, select the appropriate one based on your identity provider's manual.

If the manual doesn't provide clear instructions, or when you are implementing an OIDC compliant authentication on a /userinfo endpoint, select "bearer"
(see also: RFC 6750).

Also, whenever the token endpoint (!) returned that the token is a bearer token, the "Authorization: Bearer (token)" header is added to the resource URI
calls.

In case the first call returns an HTTP Error response, another call without the query parameter (but with the token still in the Authorization header) is
invoked as fallback strategy.

Value Authentication

oauth_token The resource URI will be called as HTTP GET call, with a query parameter ‘oauth_token'

oauth2_access_t = The resource URI will be called as HTTP GET call, with a query parameter 'oauth2_access_token'
oken

access_token The resource URI will be called as HTTP GET call, with a query parameter 'access_token'

bearer The resource URI will be called as HTTP GET call, with a query parameter 'bearer’ (and typically with Authorization header of type
Bearer & the token - see above)

@ All data retrieved via resource uri will be stored in the audit trail. You can find more information about the audit trail in the section below.

Beside using the resource URI to retrieve identification data, you could also use the resource URI to check (or document in the audit trail) e.g. product
version information, in case such is provided. Below you find an example where a /license endpoint provides the product version information.
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Data Mappings

For data retrieved from a resource uri, you can define data mappings. Data mappings allow the sender to define expected values, or when used for
identification purpose to update recipient information with data provided by the OAuth 2.0 / OIDC identity provider. This can be e.g. in case of an elD
provider a confirmed identity number.


https://datatracker.ietf.org/doc/html/rfc6750

To set up such a validation data mapping, or in case of an identity provider where the sender doesn't know the expected value to set up an update
mapping, add a Field mapping to the resource URI. The "field property path" is the key of the returned JSON structure of the resource uri. In case of a
simple key-value mapping in the JSON, it's just the key (e.g. "given_name"). In case of complex entities returned in the JSON datastructure, the field
property path can be a field selector (e.g. "validated_data.given_name") Select the type of field mapping (validate or update), and specify against which
data field the retrieved value should be compared (or which data field should be updated with data from the identity provider).

You can set up custom data input fields for validation rules, which means the sender has to provide the expected value in a separate input field. Since
eSAW 21.31 you can also use the predefined data fields to validate against (e.g. the recipient mail address, or certain disposable certificate holder
information fields). For udpate-rules, of course only the update of predefined fields is available.

Add Field ()

Field property path

Data field

Custom

Field reference id

Surname

Validate (respect case) w

Please also see the following table which shows the correlation between the naming in the WebUI (recipient definition) and the OAuth 2.0 provider

configuration:

Recipient
definition in
Web Ul

Recipient line:

First Name

Recipient line:

Last Name

Recipient line:

Email

Recipient line:

Phone Nr

Disposable
Certificate:
Document

Type

OIDC JWT
mapping
configuration

Recipient first
name

Recipient last
name

Recipient email
address

Recipient
phonenumber

Current:
Disposable
Certificate
document
recognition type

Note: Will be
updated to
Disposable
Certificate
document type

Description

To override the first name (given name). Will update the last name also for subsequent worksteps with same
recipient mail address.

When provided via JWT, it is mapping to both “recipient first name” and “disposable certificate holder first name”.

May include special characters such as the minus (-), accentuated letters, or spaces to separate different first
names.

To override the last name (family name). Will update the last name also for subsequent worksteps with same
recipient mail address.

When provided via JWT, it is mapping to both “recipient last name” and “disposable certificate holder last name”.

May include special characters such as the minus (-), accentuated letters, or spaces to separate different last
names.

Phone number of the recipient. May be used to authenticate (also in subsequent worksteps), of for signature
type “OtpSignature” if no other number is specified for OtpSignature in the recipient configuration. If no
disposable certificate phone number is provided, the recipient phone number will also be used to access the
disposable certificate.

Must be in international format, prefixed with the country code as +xx or 00xx



Disposable
Certificate:
Document

Number

Disposable
Certificate:
Document
Issued On

Disposable
Certificate:
Document
Issued By

Disposable
Certificate:
Document
Expiry Date

Disposable
Certificate:
Identification
Issuing Country

Disposable
Certificate:
Identification

Type

Disposable
Certificate:
Identification
Number

Disposable
Certificate:
Mobile Phone

Disposable
Certificate:
Document
Issuing Country

Disposable
Certificate:
Country of
Residence

OpenID Connect (OIDC) with JIWT (JSON Web Token)

Disposable
Certificate
document number

Disposable
Certificate
document issued
on

Disposable
Certificate
document issued

by

Disposable
Certificate
document expiry
date

Disposable
Certificate
Identification
Country

Disposable
Certificate
Identification Type

Disposable
Certificate
Identification
Number

Disposable
Certificate
Phonenumber

Will be available
soon!

Disposable
Certificate

Country of
Residence

Alphanumeric; special characters allowed

The date when the document was issued.
Must be provided as date format.

The authority which issued the document, as it is written on the document.
E.g.

“Italian Government”

“City of New York”

“Major of London”

“Ministry of Immigration”

The date when the document may expire — as printed on the document; if not printed on the document then as
specified by law.

Must be provided as date format.

Alphanumeric; special characters allowed

The phone number used for accessing the disposable certificate. An OTP will sent to the number via SMS.

If provided, this value has higher priority than the recipient phone number. If not provided, the recipient phone
number will be used instead.

Must be in international format, prefixed with the country code as +xx or 00xx

The document issuing country is requested when using “Lean Disposable Certificates” (which is recommended).

The country of residence is requested when NOT using “Lean Disposable Certificates” - DEPRECATED.

v21.31

@ Please note the following: Some IDPs require the "openid" scope to provide necessary information. Therefore, please check the necessary
scopes of your IDP if JWT validation is used.

For more information about the JWT and OAuth please also see the following RFC:

RFC 6749 (OAuth2 Autorization Framework)
RFC 7519 (JWT)
RFC 7515 (JWS)
RFC 7517 (JWK)

For the JWT configuration you need the JWKS (JSON Web Key Set) Url the Issuer and you can define which dates should be validated. Per default all
validations are disabled:

® Add 'nonce' parameter (to prevent replay attacks)
® Validate audience (the audience is the Client Id!)


https://confluence.namirial.com/display/eSign/eSignAnyWhere+Release+News#eSignAnyWhereReleaseNews-eSignAnyWhere21.31

® Validate issuer
® Validate lifetime

JWT sample:

The JWT specifies seven so called "claims" for example the "iss" for issuer, the "sub" for subject and more. Moreover the JWT typically consists of two
parts, the type of the token (JWT) and the signing algorithmus.

For example:
eyJhbGciOiJIUzI1NilsINR5cCI61kpXVCJ9.eyJzdWIiOilxMjMONTY30ODkwliwibmFtZSI6IINpbWOuUIFNIbGxIcilsimlzcyl6MTIzNDV9 .##JWS-Signature##
The first two parts base64 decoded:

{"alg":"HS256","typ":"IWT"}.

{"sub":"1234567890","name":"Simon Seller","iss":12345}

Additionally you can add the Field property path. Afterwards, you can choose if you want to validate or update the data. Then you can choose the
WorkstepData_Change (in this case the recipient email address was chosen). Please note that you can only validate, but not update the email address!

Data Mappings

Data mappings for data retrieved as claims of the JWT token work similar to the data mappings of the resource uri described above.

Since eSignAnyWhere 21.40, the field value can reference to hierarchical data structures within the JWT. Therefore use the dot (.) separator to address
different levels.

Example:

Assuming the JSON structure is:

{

"person_data" : {
"given_nanme" : "John",
"fam |ly_name" : "Doe"

}

}

Then, the given name can be accessed as

per son_dat a: gi ven_namne

In case the JWT contains claims with a name that contains the dot (.) or colon (:), ensure to wrap the identifier within ['.."]

Assuming the JSON structure is:

{

"gi ven_nane" : "John",

"fam |y_nanme" : "Doe",

"urn: pvpgvat: oi dc. bpk" : "1234567+"
}

Then, the bpk value can be accessed as

[" urn: pvpgvat: oi dc. bpk']

Note that eSignAnyWhere up to (including) version 21.31 does NOT support addressing elements within complex data structures in the JWT. Therefore, in
these releases you have to use the identifier of a flat structure, without ['.."]

Sending an Envelope with OAuth 2.0 / OIDC authentication

After the configuration you can add the authentication for the signer on the designer page. Please see the next figure:
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Authenticating for a signer activity via OAuth 2.0 / OIDC

After enabling the authentication for the signer, the signer will see the following window appearing before signing:

Security Request From Sender
Sender: Manuel Gierlinger
Envelope: Test pdf
Files: Test pdf

The sender requests that you verify your identity with following

Instead of authenticating with eSAW, the different OAuth identification options allowed for signer authentication will be presented to the signer. The signer
can select the preferred one, and proceeds to the OAuth identity provider specific login page or signer identification procedure.

After signing the envelope you can find all information regarding the authentication in the audit trail.

Because we added as a resource uri the license encpoint (https://demo.esignanywhere.net/api/v5/license), we can see all information about the license:



Signature Disclosure Subject

Signature Disclosure Text

Date & Time

10/04/2021 13:22:25
10/04/2021 13:22:27

10/04/2021 13:22:31

10/04/2021 13:22:34

10/04/2021 13:22:35
10/N4/2021 13:22-38

Action

WorkstepCreated
CalledPage

AuthenticationSuccess

AgreementAccepted
PageViewChanged

KinnWarkstanNarimant

REST configuration

This configuration contains one resource uri with one field validating the email address.

"SspFilelds": [
"H#HH#F | el d##"

]

" Nanme" :

" Emai | Subj ect™":
" Emai | Body":

ndEnvel opeDescri ption": {

"test",

#Per sonal Message#

Description

SignAnyWhere workstep created

SignAnyWhere v21.31.0.597 with language code
‘en’ loaded

Authenticated with provider 'GenericOAuthProvider' Manuel Gierlinger
and id "1 )

Authorization URI:

com/Auth/Authorize

Token URI:

com/ApiToken/Retrieve

The following additional resources have been

acquired

Signer IP Address

Manuel Gierlinger

license:

"Type": "Per Number of Documents”,
"ExpirationDateUtc": "2022-02-24T23:00:00",
"Documents": {

"Total": 10000,

"Used": 64
}

"Users": {

}
}

Agreement has been accepted by the user
Page 1 shown '
SKinnatira (SinFiald

Manuel Gierlinger

Manuel Gierlinger
Mannel Giarlinaar

"Pl ease sign the encl osed envel ope",
"Dear #Reci pi ent Fi rst Name# #Reci pi ent Last Name#

Pl ease sign the envel ope #Envel opeNane#

Envel ope wi ||

expire at #ExpirationDate#",

"Di spl ayedEmai | Sender": "",
"Enabl eRemi nders": true,

"Fi rst Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount ": 3,
" Bef or eExpi rati onDayAnount": 3,

"Expi rationl nSecondsAf t er Sendi ng": 2419200,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl™: "",
"LockFor nFi el dsAt Envel opeFi ni sh": fal se,
"Steps": [

{

"Orderl ndex": 1,
"Recipients": [

{
"Email " "#H#EMAI L##",
"FirstName": "##NAVE##",
"Last Name": "##NAVE##",

"LanguageCode": "en",

"Enai | BodyExtra": "",

"Di sabl eEmai | ": fal se,

" AddAndr oi dAppLi nk": fal se,

Geolocation

N/A

N/A



" Addl osAppLi nk": fal se,

" AddW ndows AppLi nk": fal se,

"Al| owDel egation": true,

"Al | owAccessFi ni shedWor kstep”: fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [

{
"Met hod": " Cust omOAut hProvi der",
"Paraneter": "QAuthTest",
"Filters": [
{
" Conpar eOper ati on": "Equal s",
"Filterld"': "Email",
"FilterVal ue": "##EMAI L##"
}
]
}

1,
"ldentificationMethods": []
}
1,
"Enai | BodyExtra": "",
"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
"Smal | Text ZoonFact or Percent": 100,
"Fini shAction": {
"ServerActions": [],
"ClientActions": []
b
"Recei verlnformation": {
"Userlnformation": {
"FirstName": "##NAVE##",
"Last Nane": "##NAVE##",
"EMai | " "#H#EMAI L##"
H
"Transact i onCodePushPl ugi nData": []
b
"Sender | nformation": {
"User I nformation": {
"FirstName": "##NAVE##",
"Last Nane": "##NAVE##",
"EMai | " "#H#EMAI L##"
}
b
"Transacti onCodeConfigurations": [],
" Si gnatureConfigurations": [],
"Vi ewer Pref erences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | onedDorai n": "",
"Enabl ed": fal se
}
b
"ResourceUris": {
"Del egationUri": "##Del egati onUri ##",
"Si gnaturel magesUri": "##Si gnaturel magesUri ##"
}
"Audi tingTool sConfiguration": {
"WiteAuditTrail": true
b
"Policy": {
"General Policies": {
"Al | owSaveDocunent": true,
"Al |l owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owAppendFi | eToWr kstep": fal se,
" Al | owAppendTaskToWr kst ep": fal se,
"Al | owEmai | Docunent": true,
"Al | owPrint Document": true,
"Al | owFi ni shworkstep": true,



"All
"All
Al
"All
"All
"All
"All
Al
"All
"All
Al
"All

}

owRej ect Wr kst ep": true,

owRej ect Wor kst epDel egation": true,
owUndolLast Action": true,

owCol ori zePdf Forns": fal se,
owAdhocPdf Att achnent s": fal se,
owAdhocSi gnatures": fal se,
owAdhocSt anpi ngs": fal se,

owAdhocFr eeHandAnnot ati ons": fal se,
owAdhocTypewr i t er Annot ati ons": fal se,
owAdhocPi ct ur eAnnot ati ons": fal se,
owAdhocPdf PageAppendi ng": fal se,
owRel oadOf Fi ni shedWor kstep”: true

rkstepTasks": {

"Pi ct ur eAnnot ati onM nResol ution": 0,

"Pi ct ur eAnnot at i onMaxResol ution": 0,

"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

" Ref

erenceCorner": "Lower_Left",

"Tasks": [

{

"Texts": [
{
"Language": "en",
"Val ue": "Signature Disclosure Text"
b
{
"Language": "*",
"Val ue": "Signature Disclosure Text"
}
1.
"Headi ngs": [
{
"Language": "en",
"Val ue": "Signature Disclosure Subject
b
{
"Language": "*",
"Val ue": "Signature Disclosure Subject

}

1.

"I sRequi red": false,

“1d": "ra",

"Di spl ayNanme": "ra",

" DocRef Number": 1,

"Di scrimnatorType": "Agreenents"

"PositionPage": 1,
"Position": {
"PositionX"': 84.0,
"PositionY": 573.0
I
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
H
"Addi tional Paranmeters": [
{
"Key": "enabl ed",
"Val ue": "1"

"Key": "conpl eted",
"Val ue": "0"

"Key": "req",
"vVal ue": "1"



"Key": "fd",
"Val ue": ""
b
{
"Key": "fd_dateformat",
"Val ue": "dd- MM yyyy HH mm ss”
b
{
"Key": "fd_tinmezone",
"Val ue": "datetineutc"
}
1.
"Al | onedSi gnat ureTypes": [
{
"Al | owedCapt uri ngMet hod": "dick2Sign",
"1d": "98dd404c- 1507-4162- b023- a23bb4ddec69",
"Di scrimnatorType": "SigTyped ick2Sign",
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Di splaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnat ureDate": true,
"FontFam I y": "Tines New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransacti onld": true,
"Di spl ayTransakti onToken": true,
"Di spl ayPhoneNunber": true
b
" Si gnat ur ePl ugi nConfigurationld": "ltaLevelld"
}
I

"UseTi nestanp": fal se,
"I sRequi red": true,
"Id": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_f 51586f a- e856- e06a- 879d- 0f f alld9ee8c",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

}
]
H
"FinalizeActions": {
"FinalizeActionList": [

{
" DocRef Nunmbers": "*",
"Spcld": "ltaLevel I d",
"Di scrimnatorType": "Timestanp"

}

]
}
b

"Navi gation": {
"HyperLinks": [],
"Links": [],

"Li nkTargets": []

}
},
"Docunent Options": [
{
"Docunent Ref erence": "1",
"l sHi dden": false
}
]

eDef aul t Agreenments": true

"Orderl ndex": 2,
"Recipients": [



"Email " "#HEMAI L##",
"FirstName": "##NAVE##",
"Last Name": "##NAVE##",

"LanguageCode": "en",
"Enmi | BodyExtra": "",
"Di sabl eEmai | ": fal se,

" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"Al | owDel egation": fal se,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": [],
"ldentificationMethods": []
}

1,
"Enmi | BodyExtra": "",

"Reci pi ent Type": "Cc",
"Docunent Qptions": [],
"UseDef aul t Agreenents": fal se

}
1.
" AddFor nFi el ds": {
"Fornms": {}
H
"OverrideFornfi el dval ues": {
"Forns": {}
H
"Att achSi gnedDocunent sToEnvel opeLog": fal se
}
}

OAuth for user authentication

Before starting with the configuration please note that two new templates are available for OAuth2 authentication. You can find those templates in the
section "Email Templates":

® OAuth user assignment invalidation information
¢ |nitial OAuth verification request

For more information about the configuration please see the OAuth2 settings for signer authentication above. The settings for the user authentication are
equal to settings of the signer authentication.
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OAuth Settings For User Authentication

OAuth Provider (Test) eoir i
New Provider @ Deorr iy

Provider Name.

‘ New Provider

Redirect URL
This is the url a user will be redirected when the OAuth process is concluded. Some OAuth providers require the Tedirect_url’ to be
white listed.

\ @

Client Id

Client Secret

Scope

seperate scopes with blank

Authorization URI

Token URI

Logout URI

Share on login page

JSON Web Token (JWT) Configurati

Add Resource URI (3)

UPDATE

After configuration add the new provider to a user. You can either add the provider for users in the users setting or you can add the provider in the account
setting. Please see the next two figures for more information:
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When configuring a mapping, the user will get an email inviting him to bind his account to an OAuth identity provider. Once authenticated successfully, the
user is linked to that identity. This step is required to avoid that someone with administrative permissions gets full control of another's account.

After setting up the OAuth2 binding, the user has to use the (readonly) Logon URL provided in the OAuth2 configuration.
If allowed in the instance configuration (_global.xml), the admin could even decide to add the OAuth login option on the main login page.

@ Note that the user, in case he has the permission "User can use a password to logon”, could bypass the OAuth authentication. You can find this
permission if you choose a user and click on the "Preview Permissions".

Preview Permissions

Select all roles that should be taken into account for computing the preview.

User will receive suggestions based on
other users of their organization while | BLOCK m ALLOW
adding a recipient

User can view user list of their
sLock ALLow

User can create, edit and delete users BLOCK Ii: I ALLOW
User can use sutomated delegation | BLOCK [[ELITY ALLOW
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choosinga substtute for automared |80 [T Autow

delegation

User can use the API [IEI Foreio Y

User can use a password o logon | BL0CK [ERLY ALLOW

Batan e Db A ar (ornce PROPPY a1 Y

CLOSE

FAQ

After successful login in the external system, | am getting "The validation of the OAuth login could not
be processed" with a OAuth User Authentication configuration. What am | doing wrong?



During login with an external OAuth Identity Provider, you are first redirected to the authorization (login) page of the external system which provides
identification dataset via a resource endpoint, or which issues a JWT token with a signed response. The error shows that your configuration is not
compatible with the external identity provider configuration. Therefore please verify your configuration and compare it against the manual of the OAuth
Identity Provider. Please mind that also the error message in serverside application logs just indicates that "something in token retrieval was wrong", but
will not be verbose about potential causes. The serverside log message "<TOKEN_FETCH_CALL_FAILED - Failed to fetch OAuth access token" could

indicate reasons such as:
® Token URI is invalid

®* JWKS URIl is invalid and therefore a retrieved JWT cannot be verified
® Other verifications on JWT level, such as token validity, are not fulfilled
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