v5 Using biometric signature with verification

@ Please note that you will need an active, dynamic and enrolled biometric server profile for the following configurations. For more information
about the biometric server please do not hesitate to contact us.

Please also note the following preconditions:

® Biometric server
® Feature flag ("BiometricSignature")
* Native component (Device Driver, Kiosk, sign on phone, ...)

The Story

Charly wants to open a hew bank account. In order to be able to guarantee that Charly and no one else signs future signatures, Charly has to sign six
times to collect them in order to use those six signature to verify future signatures from Charly. This ensure that even if Charly does not sign directly in the
bank, his signatures, which are digitally signed, are verified with the collected six signatures to check if Charly signed the document.

Integration
In order to verify the signature with the collected six signature from the enrolled biometric server the following attribute must be set:

"IsBio": true,

@ Please note that the signature will not be verified if the value for "IsBio" is set to false!

Furthermore, the "uid" must be set. The uid is the user id which can be found in the biometric server profile:

"uid": "##your user id##",

Please also see the following configuration which shows where to place those two attributes:


https://confluence.namirial.com/display/eSign/eSignAnyWhere+Release+News#eSignAnyWhereReleaseNews-eSignAnyWhere3.2
https://www.esignanywhere.net/en/contact/

"Al | owedSi gnat ureTypes": [
{
"lIsBio": false,
"uid": "##your user id##",
"Al | owSki pBi orretricVerification": true,
"Al |l owBi onetricStoringOnly": true,
" Si gnedResponseW t hout Bi oDat a": true,
“1d": "dfbb1510-c2d4- 4639- 802c- e3946alf a201",
"Di scrimnatorType": "SigTypeBionetricSignature”,
"Preferred": false,
" St anpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di spl ayEmai | ": true,
"Displaylp": true,
"Di spl ayNane": true,
"Di spl aySi gnatureDate": true,
"Font Fam | y": "Ti nes New Roman",
"Font Si ze": 11.0,
"OverrideLegacyStanplnprint": false,
"Di spl ayTransactionld": true,
"Di spl ayTr ansakti onToken": true,
"Di spl ayPhoneNurber": true
}

}

i gnat ur ePl ugi nConfigurationld":

1.
"UseTi nestanp”: fal se,
"l sRequired": true,

"1d": "1#XyznmoDupl i cat el dSeper at or #Si gnat ur e_935a5cbb- 148e- af 78- 0Oac4- 310f 1181c984",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"

}
H

In this configuration you can also find three more attributes to configure the settings of biometric verification:

® AllowSkipBiometricVerification (to allow to skip the biometric verification)
® AllowBiometricStoringOnly (to allow to store the biometric signature without verification process)
® SignedResponseWithoutBioData

Please also see the following complete workstep configuration:

"SspFilelds": [
"#ityour file id##"
]

ndEnvel opeDescri ption": {
"Name": "test",
"Enmi | Subj ect": "Please sign the encl osed envel ope",
"Emai | Body": "Dear #Reci pi entFirstName# #Reci pi ent Last Nane#\ n\ n#Per sonal Message#\ n\ nPl ease sign the envel ope
#Envel opeNane#\ n\ nEnvel ope wi || expire at #ExpirationDate#",
"Di spl ayedEmai | Sender": "",
"Enabl eRemi nders": true,
"Fi r st Rem nder DayAnount": 5,
"Recurrent Rem nder DayAnount": 3,
" Bef or eExpi rati onDayAmount": 3,
"Expi rationl nSecondsAf t er Sendi ng": 2419200,
"Cal | backUrl": "",
" St at usUpdat eCal | backUrl": "",
"LockFor nFi el dsAt Envel opeFi ni sh": true,
"Steps": [
{
"Orderl ndex": 1,
"Recipients": [
{
"Emai | " "H#H#EMAI L##"



"FirstNanme": "##NAVE##",
"Last Name": " ##NAVE##",
"LanguageCode": "en",
"Emai | BodyExtra": "",
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndowsAppLi nk": fal se,
"Al | owDel egation": true,
"Al | owAccessFi ni shedWor kstep”: fal se,
" Ski pExt er nal Dat aVal i dation": fal se,
"Aut henti cati onMet hods": []
}

1,
"Emai | BodyExtra": "",

"Reci pi ent Type": "Signer",
"Wor kst epConfiguration": {
"Wor kst epLabel ": "test",
" Smal | Text Zoonfact or Percent": 100,
"Fi ni shAction": {
"ServerActions": [],
"ClientActions": []
H
"Recei verInformation": {
"User I nformation": {
"FirstNane": "##NAVE##",
"Last Nanme": " ##NAVE##",
"EMai | " "H#H#EMAI L##"
b
"Transact i onCodePushPl ugi nData": []
H
"Sender I nformation": {
"User I nformation": {
"FirstNane": "##NAVE##",
"Last Nanme": " ##NAVE##",
"EMai | " "H#H#EMAI L##"

}
b
"Transacti onCodeConfi gurations": [],
" Si gnatureConfigurations": [],
"Vi ewer Preferences": {
"Fi ni shwor kst epOnOpen”: fal se,
"Vi si bl eAreaOptions": {
"Al | ownedDomai n": "",
"Enabl ed": fal se

}
b
"ResourceUris": {
"Del egationUi": "https://denp. esi gnanywhere. net/ Resour ce/ Del egat e"
}
"Audi tingTool sConfiguration": {
"WiteAuditTrail": true
b
"Policy": {

"General Policies": {
"Al | owSaveDocunent": true,
"Al |l owSaveAudi t Trail": true,
"Al | owRot ati ngPages": fal se,
"Al | owAppendFi | eToWr kstep": fal se,
" Al | owAppendTaskToWr kst ep": fal se,
"Al | owEmai | Docunent": true,
"Al 'l owPrint Document": true,
"Al | owFi ni shworkstep": true,
"Al | owRej ect Wor kst ep": true,
"Al | owRej ect Wor kst epDel egation": true,
"Al | owUndoLast Action": true,
"Al | owCol ori zePdf Forns": fal se,
"Al | owAdhocPdf Att achnents": fal se,
"Al | owAdhocSi gnatures": fal se,
"Al | owAdhocSt anpi ngs": fal se,
" Al | owAdhocFr eeHandAnnot ati ons": fal se,



"Al | owAdhocTypewriterAnnotations": false,
" Al | owAdhocPi ct ureAnnot ati ons": fal se,
" Al | owAdhocPdf PageAppendi ng": fal se,
"Al | owRel oadXf Fi ni shedWor kst ep": true
}

rkstepTasks": {
"Pi ct ur eAnnot ati onM nResol ution": 0,
"Pi ct ur eAnnot at i onMaxResol ution": 0,
"Pi ctureAnnot ati onCol or Dept h": " Col or 16M',
" SequenceMde": "NoSequenceEnforced",
"PositionUnits": "PdfUnits",

"Ref erenceCorner": "Lower_Left",
"Tasks": [
{

"PositionPage": 1,

"Position": {
"PositionX": 51.0,
"PositionY": 607.0

b
"Size": {
"Hei ght": 80.0,
"Wdth": 190.0
H
"Addi tional Paraneters": [
{
"Key": "enabl ed",
"Val ue": "1"
H
{
"Key": "conpl eted",
"Val ue": "0"
H
{
"Key": "req",
"Val ue": "1"
H
{
"Key": "positioning",
"Val ue": "intersectsWthField"
H
{
"Key": "fd",
"Val ue": ""
H
{
"Key": "fd_dateformat",
"Val ue": "dd- MV yyyy HH mm ss”
H
{
"Key": "fd_tinmezone",
"Val ue": "datetineutc"
}
1.
"Al | owedSi gnat ur eTypes": [
{

"lIsBio": true,
"uid": "##your user id##",
"Al | owSki pBi orretricVerification": true,
"Al | owBi onetricStoringOnly": true,
" Si gnedResponseW t hout Bi oData": true,
"1d": "df bb1510- c2d4-4639-802c- e3946alf a201",
"Di scrimnatorType": "SigTypeBionetricSi gnature",
"Preferred": false,
" Stanpl nprint Configuration": {
"Di spl ayExtral nfornation": true,
"Di splayEmai | ": true,
"Displaylp": true,
"Di spl ayName": true,
"Di spl aySi gnatureDate": true,
"Font Fam | y": "Tines New Roman",
"Font Si ze": 11.0,



"OverrideLegacyStanplnprint": false,
"Di spl ayTransacti onld": true,
"Di spl ayTransakti onToken": true,
"Di spl ayPhoneNunber": true
}
" Si gnat ur ePl ugi nConfi gurationld":
}
]

UseTi mestanp”: fal se,
"I sRequi red": true,
"1d": "1#XyznoDupl i cat el dSeper at or #Si gnat ur e_935a5cbb- 148e- af 78- 0Oac4- 310f 1181c984",

"Di spl ayNane": "",
" DocRef Nunmber": 1,
"Di scrimnatorType": "Signature"
}
]
}
}

"Navi gation": {
"HyperLinks": [],
"Links": [1,

"Li nkTargets": []

}

H
"Docunent Options": [

{

"Docunent Ref erence": "1",
"l sHi dden": false

}

]

eDef aul t Agreenents": true

"Orderl ndex": 2,
"Recipients": [
{
"Emmi | " "#H#EMAI L##"
"FirstNanme": "##NAVE##",
"Last Name": "##NAVE##",
"LanguageCode": "
"Enmi | BodyExtra": ,
"Di sabl eEmai | ": fal se,
" AddAndr oi dAppLi nk": fal se,
" Addl osAppLi nk": fal se,
" AddW ndows AppLi nk": fal se,
"All owDel egation": false,
" Ski pExt er nal Dat aval i dation": fal se,
"Aut henti cati onMet hods": []
}

en",

1.
"Emai | BodyExtra": "",

"Reci pi ent Type": "Cc",

"Docunent Options": [],

"UseDef aul t Agreenents": fal se
}

1
" AddFor nFi el ds": {

"Forns": {}

I

"OverrideFornFi el dval ues": {
"Fornms": {}

}

t t achSi gnedDocunent sToEnvel opeLog": fal se

With this configuration set the signing will be verified. If the signature does not match the others the signature will be rejected! Please see the next figure:



Signature verification failed

The signature has been rejected (score: 0%). Please try again.
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