Configure Soap Ul

Introduction

In this guide will be described how configure SWS appliance or SWS Saa$S with SoapUl. SWS SaasS require JKS while SWS Saa$ no.

SoapUl

Steps for configure and test SoapUi

1. Download and install the latest SoapUI version from this link: https://www.soapui.org/tools/soapui/.
2.
3. Add SSL Global certificate: File > Preferences > SSL Settings > KeyStore choose the jks You can skip this step if you are using SWS

Launch the software.

Appliance (you can obtaint the test jks at this link)

. Select “File” > “New SOAP project”.
. Insert:

Project Name: insert the name you want to assign the project
Initial WSDL:

If you are using SWS SaaS you can use this link

https://sws-conpanynanmesaas. test. namrial t sp. conf Si gnEngi neWeb/ si gn-servi ces?wsdl --> SW5- URL

NOTE: for test environment you can copy and paste the link above for make a TEST. In PROD will be create an endpoint and SSL certificate (JKS or
P12) ad hoc for you company.

Else if yuo are using SWS appliance, you can use this link

http://<IP- APPLI ANCE>: 8080/ Si gnEngi neWeb/ si gn- servi ces?wsdl --> SW5- URL

I+ SN | | - |

@) MNew SOAP Project x|
@ j

New SOAP Project =
Creates a WSDL/SOAP based Project in this workspace

Project Name: ‘sws-cumpan}rnamesaas-test.namirialtsp |
Initial W5DL: ‘https:_f,fsws-cu:umpan}rnamesaas-test.namirialtsp.cnm-’Sigr| I Browse... ]
Create Requests: || Create sample requests for all operations?

Create TestSuite: [ | Creates a TestSuite for the imported WSDL

Relative Paths: [ Stores all file paths in project relatively to project file (requires save)

Click “OK".

In output will obtain the list of method like below:


https://www.soapui.org/tools/soapui/
https://confluence.namirial.com/download/attachments/110101126/TEST_SWS_SaaS.zip?version=2&modificationDate=1660028860235&api=v2

B8 5WS-Namirial
El: |Sign|ntegraﬁonﬁew'iceSoapB'rmiil
' changePassword

changePasswordRemote
checkConnection
checkFirstFactor
checkOTP
checkSecondFactor
closeSession

disable

disableRemote

enable

enableRemote
getfvailableSignatures
getCertificate

getErrors

getOTPList
getRemaining TimeForSession
getSignatures

opensession
removeFromCertificateCache
sendOtpByPUSH

send OtpByPUSHWIthMessag
send OtpBySMS

AAVVVVAVAVVAVAAATVAVVQQ

6. Double click on “sws-companynamesass.test.namirialtsp.com”. And the go to: WS-Security Configurations > Keystore > press on “+” and select the
JKS download from this link to use for the SOAP request. You can skip this step if you are using SWS Appliance

SignEngineServerMaven [4]
TSP_JOBS_TEST — G
TSP_IOBS termp I sws-companynamesaas-testnamirialtsp © 72 i f g ]

Sy b/sian
ISPIRERORTIpIO] Ovenview | TestSuites | Ws-Security Configurations || Security Sean Defaults =
TSP_REPORT test I e

Sws-companynamesass-test.namirialtsp

©-%2 SignSeniceSoapBinding Incoming WS-Security Cc ions | Keystores | Truststores |

‘= changePassword Outgoing WS-Security Configurations

T checkOTP + X 7)
P

> checkPassword @ Select Key Material X =
 closeSession S :|
= counterSignCAdES

S Lok In: [F:J TEST_SWS Saa§ '] @ E

< disable
e

2> enable =) README.txt
> gethvailableSignatures. =) sws_saas COMPANYNAMESaa$ testjks

= - saas test

: getCertificate =) sws_saas_ COMPANYNAMESaas_test.p12

: getOTPList =) sws_saas_ COMPANYNAMES2as_test.p12.pdf

> getRemainingTimeForSession =) SWS-2x Appliance - Interfacce ed Esempi di utilizzo v1.0.pdf

= getSignatures ) 5WS-SaaS.pdf

> openSession

 removeFromCertificateCache

< sendOtpByPUSH

= sendOtpByPUSHWithMessage

+ sendOtpBySMS File Name: [sws_saas_ COMPANYNAMESaaS test jhs |
D sign
7 signCAdES Files of Type: | -

> signCAdESList

2 signCADESMultiPreferences
4 signlist

 signPAdES

4 signPAdESList

Project Propertics || Custom Propetics

Property | Value u
Name =
Nescrintinn

[

Auth Headers (0) Attachments (.. WS-A WS-RM |

7. Double click on SignServiceSoapBinding > Service Endpoints > set the address correct:
SWS-URL (specified in the previous step)


https://confluence.namirial.com/download/attachments/110101126/TEST_SWS_SaaS.zip?version=2&modificationDate=1660028860235&api=v2

= sws-companynamesaas-test.namirialtsp % SignServiceSoapBinding
= 3= SignServiceSoapBinding

- changePassword
- checkOTP + X @
0 checkPassword

("Overview | Service Endpoints | WSDL Content | WS-I Compliance

8- closeSession Endpoint Us...| Pa.. |D... |W.. | W..|O.. |In.. M.
N T—— https://sws-companynamesaas-test.namirialtsp.comySi..
- disable
7 enable

=)

> gethvailableSignatures

- getCertificate

~> getOTPList

7 getRemainingTimeForSession
> getSignatures

- openSession

> removeFromCertificateCache
7 sendOtpByPUSH

> sendOtpByPUSHWithMessage
- sendOtpBySMS

- sign

2 signCAdES

2 signCAdESList

> signCAJESMultiPreferences
- signList

7 signPAdES

> signPAdESList

7 signPAJESMultiPreferences
- signPlas]

=)

=)

=)

&

[«

Interface Properties
r

8. Now, double click on the method “Get certificate” (left column) and set the parameter like in this example: You can skip this step if you are using

SWS Appliance

B8 5WS_prod [=]

ignEngineServeriaven
8 TSP_JOBS_TEST

8 T5P_j0BS temp.

I TSP_REPORT_prod

A8 Reauest R R R e o o B
Y 0 E O L 20 |rtps//swscompanynamesass testnamiriahtsp.comySignngineWeb/sign-services  [[u+ @

Raw | ML) W |28

el eomgemn:Eavatoparann O empaeaes EEvRT i E

P REPORT test p————— 2|8 <scapzoay I
companynameszas-test namirialtsp. B <soapenviBody & ns2:getCercificatelesponse wmins:ns2

SignserviceSoapBinding = <sex:getCertificaver v sevusnon e — e

5 changePassword <1-=optionali-> </msa:getCertificateResponse

© checkTP el ezt scap:Body:

 checkPassword </soap:Envalope-
T dloseSession

D counterSignCAdES

T disable

2 enable

T gethvailableSignatures
2 getCertiicate

37 Request1

2 getoTLint </soapeny:Eavelope:

) getRemainingTimeForSession
2 getsignatures

) openSession

> removeFromCertificateCache

© sendOtpByPUSH

© sendOtpByPUSHWithMessage
5 sendOtpBySMS

sign
A =
Reauest Properties
Property | Value |
Password -
Domein = L
[Authentication Type  No Authorization 3
S e e : Dld| | LS Sl
WSS TimeTolive Auth Headers (0) Attachments (.. WS-A WS-RM Headers (10)  Attachments (.. SSL Info 2 certs)
SSL Keystore sws_saas COMPANYNA...
Skin SOAP Action - response time: 600ms (2546 bytes) 101
Enable MTOM false
By T ‘ [ soapUistartPage ||'/[ 3= signsenviceSoapBi.. ||

Click the  button to execute the request.
And set JKS to use like in the yellow line

9. The response will be presented as follows:
“Return” will contain the certificate in Base64 format.
Copy the whole string, paste it into a new txt file and change the extension to “.crt”.

Example

Device number: YOUR-DEVICE-NAME



Base64 certificate:
MIIGzDCCBbSgAwIBAgIIXPCpMIeVGVOwDQYJKoZIhveNAQELBQAWTEMMCQGALIUEAwwdATmFtaXJpYWwgQOEgRmlybWEgUXVhbGImaWNhd
GExIDAeBgNVBAsMFONIcnRpZmljY XRpb24gQXV0aG9yaXR5MSQwIgYDVQQKDBtOYW1pcmlhbCBTLNAUQS4vMDIWNDY 1NzAOM]YxCzAJBgNV
BAYTAKIUMB4XDTE4MDEYyMzE2MzcwMFoXDTIOMDQyMzE2MzcwMFowgacxCzAJBgNVBAY TAKIUMRUWEWYDVQQKDAXOT04gUFJFUOVOVEUx
FTATBgNVBAQMDERFTU8gQO9HTKkONRTESMBAGA1UEKgWJIREVNTYBOTO1FMRwwGgYDVQQFEXNJVDpETUNETKOXNVQXMEEYNzFPMR8wWH
QYDVQQDDBZERU1PIESPTUUGREVNTYBDTOdOTO1FMRcWFQYDVQQUEWSERU1PMTIZNDU2Nzg5MDCCASIwDQYJKoZIhveNAQEBBQADggE
PADCCAQO0CggEBAPILgTYM,jIxdSMoOI9
IHgoWXmQPP7AKIZEWedZwvXfu+LgqG6kalwESS+vb3zFmnzaMXCuhDYjglSQC4YHHsrddInA72Zv6pnY98h43M+MdO3/RQ4WZ7bA
/SgRIjVxB2uJemDiOFu/I09Yys50u384Dj9CAC2HIR6SbQ7s4LAKX5x/KGSWBEMNB8AGaNvgKxQhgXWprifthJgSUTxG2tvPO+NnEIsr3TaxONpCeYr3li
/IwQPpO0A2IWOwWqz94uCgQU3y/HrYqHdX50cch7jNd+ah3fO
J/UBRUVQ0BCcgUFKG973eiFyv8SGymRHfiwdanrLkTAKSFsYk8z9JfAOGN1WoBsCAWEAAaOCAyMwggMfMIGiBggrBgEFBQCBAQSBITCBKjBUBggr
BgEFBQcwA0ZlaHROcHM6LY9kb2NzLNnRIc3QuZmlybWFjZXJ0Y S5pdC9kb2N1bWVudHMvTmFtaXJpYWxDQUZpcm1hUXVhbGImaWNhdGEuY3J0
MDoGCCsGAQUFBzABhi5odHRwOI8vh2NzcC50ZXNOLmZpcm1hY2VydGEuaXQvb2NzcC9jZXJ0c3RhdHVZMBOGA1UdDgQWBBS+qAt2HpxfpSyLf
tgy962gNRD4BzABgNVHSMEGDAWgGBThbOAQL7YvIu477D60ZITCSpap3jAvBggrBgEFBQCBAWQMCEWCAY GBACORGEBMASGBgQA]KYBAWIBF
DAIBgYEAISGAQQwggGqBgNVHSAEggGhMIIBnTCCAZKGCysGAQQBgpprAQEDMIIBIDAWBggrBgEFBQCCARYkaHROcDovL3d3dy5maXJtYWNIicn
RhLmIOL21hbnVhbGktTU8VMIIBUgY IKwYBBQUHAgIwggFEH0IBQABJAGWAIABWAHIAZQBzAGUAbgBOAGUAIABJAGUACgBOAGKAZgBpAGMAYQ
BOAG8AIADOACAAdgBhAGWAaQBKAGBAIABzAG8AbABVACAACABIAHIAIABMAGKACgBtAGUAIABhAHAACABVAHMAJABIACAAYWBVAGAAIABW
AHIAbWBJAGUAZAB1AHIAY QAgAGEAJQBOAG8AbQBhAHQAaQBJAGEALgAgAFQAaABpAHMAIABJAGUACgBOAGKAZgBpAGMAYQBOAGUAIABt
AGEAeQAgAG8AbgBsAHKAIABIAGUAIABIAHMAZQBKACAAZgBVAHIAIABIAG4AY QBOAHQAZQBUAGQAZQBKACBAYQB1AHQAbWBIAGEAJABI
AGQAIABKAGKAZWBPAHQAY QBSACAAcWBpAGCcAbgBhAHQAJQBYAGUACWAUMEKGA1IUdHWRCMEAWPgA80DqGOGhOdHAGLY9jcmwudGVzdC5
maXJtYWNIcnRhLmIOLOZpecm1hQ2VydGFRAWFsaWZpY2FOYTEuY3JsMA4GA1UdDWEB
IWQEAWIGQDANBgkghkiGOWOBAQSFAAOCAQEAec6anyYgKJqGF/nwcRWKPNaSOikbJoARGXYVJIXEF2DWTg5/ck6qLdArjsXzdqLjWNEOL4oEpg
[+ZRLASITdORFbutUffEpejsaYINSbseTU7sHw34hOVIgelySy9KmTHcYTB52vWUPQKCqP8xBrzAw
17GheKgGtOgixNKGT+qLI5ytt0Vc2Gh4DfM7+86ftY USULrFH4spac4Qdb8W1w5rBxZXyFU2EbvsIP7DI16enKIivUcpQ5VLAWONWOfskXy7bzT36bTJIKgh
nrbUhN5NAOLD2SbbpswrLsPhV583cOhBtqTxvR+1bPFayeCS+IfkwU9KrklYjQhk6M6GE+lee2Sw==

Copy this base64 to new file and save file with name: “demoCert.crt”
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